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The machine may widen the search. Only a person may narrow it, and only on the
record.
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How to read this book - 7591uLauil

The machine may widen the search. Only a person may narrow it,
and only on the record.
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Every block of prose in this book appears twice in a row: the English, tagged EN,
then its Thai twin, tagged TH and set against a rule in the margin. The two are
never more than a paragraph apart, so a reader working in either language can
check the other without turning a page. Read one tag and skip the other, or read
both — the book is built for either habit.
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Thirteen chapters and five appendices. Each chapter closes with two things: The
Move, one runnable act, and What would change my mind, the observation that
would break the chapter. The closing chapter assembles all thirteen Moves in the

order the work happens.
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The English canon is the source of truth; the Thai is a rendition of it under a fixed
contract (source/TH_SPEC.md). Every substantive claim carries one of four grades —
[ESTABLISHED], [CONTESTED], [CLAIMED], [ABSENT] — and the fourth is printed rather
than skipped, because in this subject what nobody publishes is frequently more
informative than what they do.



fuatunesinguReatuaie druntulnedenisarenenneliduinield (source
/TH_SPEC.md) Mntadandiumuinfninsanilalud — [ESTABLISHED] [CONTESTED] [C

LAIMED] [ABSENT] — uaginsanidgniiunliunuiazdiuly imsnzluisesdl dlisilas

' ]
a o

wens dnuanaglslauinnin@anewns

books/investigation/after-sherlock/ - 2026-08-30



Contents - @15U%Y

How
to
Read
This
Book

Chapter
1—

The
Man
Who
Was
Never
Wrong

Chapter
2 —

The
Invention
of

the
Crime
Rate

Chapter
3 —

The
Trace
and
What

It

Can
Bear

Chapter
4 —
Reading
the
Pile

Chapter
5 —
Linking

15

27

52

70

83



Chapter 100
6 —

Where

the

Machine

Has

Been

Wrong

Chapter 115
7 —

Following

Money

Chapter 127
8 —

Open

Source,

Lawfully

Chapter 143
9 —
Custody

Chapter 157
10 —
Fabrication

Chapter 167
11—
People

Chapter 180
12 —
Thailand

Chapter 200
12 —

The

Protocol

Appendix 217
A —

The

World's

Investigators



Appendix
B —

The
Thailand
File

Appendix
Cc —
Explaining
This

to
Someone
Who

Is

Not
Technical

Appendix
D —

The
Fourth
Value

Appendix
E —
What
This
Book
Cannot
Certify

227

244

256

281



CHAPTER HOW TO READ THIS BOOK

EN

This is a field manual for someone who wants to find out what actually
happened, using a machine to help, and who intends to do it honestly
enough that the finding survives contact with a court, a commander, or a
journalist.
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EN
It is not a book about how clever detectives are. There is a version of this
subject that flatters the reader — the one where a brilliant mind looks at a
scuffed shoe and names the murderer. That version is the reason so much
real investigation goes wrong, and the first chapter takes it apart before
anything else can be built.
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Everything here hangs from one sentence:
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> Investigation fails where a human narrows too early. The machine's real
gift is not intelligence — > it is that it removes the need to narrow at all. And
that gift is void the moment its output is > treated as an answer instead of a
lead.
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Both halves matter. A book that only sold the machine would be marketing.
A book that only feared it would be useless to anyone with a hundred thou-
sand case files and eleven officers. The evidence in these pages supports
both halves, and it is presented in a form that lets you check.
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The four grades
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Every substantive claim in this book carries one of four tags. They are not
decoration. They are the book's central argument in miniature.
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Tag Means

[ESTAB  Replicated, or taken from a primary document, and not seriously contested
LISHED] in the literature found.

[CONTE Real evidence on more than one side. Both sides are named, with the
STED] grounds each stands on.

[CLAIM  Asserted by a party with an interest — a vendor selling the tool, or an
ED] agency reporting its own performance. Repetition never promotes a claim
to a finding.

[ABSENT ~ We looked, and it is not published.
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The fourth grade is the unusual one. Most books quietly skip what they
could not find. This one prints it, because in this subject the gaps are fre-
quently more informative than the data. Thailand publishes no clearance
rate for online fraud. That is not a hole in the research; it is a fact about the
system, and this book treats it as one.
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These four are not a stylistic choice. Three of them are, almost exactly, the
four-valued logic Nuel Belnap proposed in 1977 for a machine being fed
conflicting reports by multiple sources: told true, told false, told both, told
neither. [ESTABLISHED] says told-true; [CONTESTED] says told-both; [ABSENT]
says told-neither. The fourth, [CLAIMED], has no counterpart in Belnap's
scheme, because his machine trusts its sources and investigation cannot —
it records not what was said but who had an interest in saying it.
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Why that matters, and why it is more than a curiosity, is worked out in full
in an appendix at the end. The short version: a system that expresses all
four of those states as a single confidence number cannot distinguish we
have evidence against this from we know nothing about this — and one of the
documented disasters in these pages is precisely that confusion, running at
scale, on real people.
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Here is the asymmetry that made the grading necessary. Almost every story
you will encounter in which artificial intelligence catches a criminal is [CLA
IMED] — sourced to the company that sold the software or the force that
bought it. Almost every story in which it harms an innocent person is [ES-
TABLISHED] — sourced to a court record, a settlement, or an inspector gen-
eral. That asymmetry does not prove the technology fails. It proves that fail-
ures generate public documents and successes generate press releases.
Read every enthusiastic number in this field with that in mind, including the
strongest ones I found.
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What each chapter owes you
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Every chapter closes with two things.
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The Move — one named, runnable action. Not a principle. Something you
can do on a Tuesday.
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What would change my mind — the observation that would break the
chapter's claim. A chapter that cannot name its own falsifier is an opinion
wearing a citation.
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What this book deliberately does not do
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It does not teach you inference. It does not explain Bayes' theorem, cata-
logue cognitive biases, or argue at length about why "deduction" is the
wrong word for what detectives do — though the first chapter says so in
passing, because the correction cannot be skipped entirely.
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That work is done in the companion volume, The Science of Deduction /
AEEISILI9NI150%uI%, which sits in the same library. That book is about
the reasoner. This one is about the job: what closes cases, what the laborat-
ory can bear, how separate reports get joined into a network, where de-
ployed systems have hurt people, and how to do open-source work without
committing a crime.

TH

stiuegluniisdery The Science of Deduction / Anansuvinisayuu Tu

osayaidieaiu idanuindedlinaua duiidisenu: erlsanildee Hes

UftAnssunseldudlnu menunenfugnaadiiiueiavisesisls ssuud

Tusseindedauiilm wazagiaudvamuannundadalaline

o1vaunssulangngls

Where the two touch, this book compresses and points. It does not repeat.
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What it will cost you to use
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Two things, and they are the price of everything in here.
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First, you must be willing to write down what would prove you wrong be-
fore you look for what would prove you right. This is the single behaviour
the research supports most strongly and the one practitioners skip most
reliably.
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Second, you must keep the machine's output in the category of lead rather
than finding, in writing, every time, including the times when it is obviously
correct. Every documented disaster in this book is a case where someone
stopped doing this once.
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CHAPTER CHAPTER 1 — THE MAN WHO WAS NEVER WRONG

EN
There was a real man behind Sherlock Holmes, and he was a surgeon.
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Joseph Bell taught at the Edinburgh Royal Infirmary, where Arthur Conan
Doyle was his clerk. Bell's party trick — and it was, in the lecture theatre,
deliberately a trick — was to tell a patient his occupation, his recent travel,
and his habits before the patient had finished sitting down. A tan line here,
a callus there, a particular way of holding the shoulder. Doyle watched him
do it for a year and then spent forty years writing him down. [ESTABLISHED]
(Irish Times)
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EN
That is the gift the fiction gave us, and it is a real one: attention to the spe-
cific. Not attention in general — attention to this callus, on this hand, which
is not like other calluses. Almost everything good in investigative practice
descends from that habit, and no machine yet built has replaced it.
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https://www.irishtimes.com/culture/books/how-arthur-conan-doyle-became-a-real-life-sherlock-holmes-1.3544438
https://www.irishtimes.com/culture/books/how-arthur-conan-doyle-became-a-real-life-sherlock-holmes-1.3544438

Then there is the poison.
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The universe was rigged
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In sixty stories, Holmes is wrong four or five times, and never catastrophic-
ally. This is not a statement about Holmes. It is a statement about Doyle,
who wrote both the clue and the world it pointed to, and who therefore
never had to face the situation every real investigator faces every week: a
clue that is perfectly clear, perfectly consistent, and points at an innocent
person.
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The word for what Holmes does is not deduction. Deduction runs from gen-
eral premises to a conclusion already contained inside them; if the premises
hold, the conclusion cannot fail. Nothing Holmes does has that structure.
He observes something surprising and proposes the explanation that would,
if true, make the surprise unsurprising.
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Charles Sanders Peirce named that move abduction — reasoning from a
surprising fact to the hypothesis that would explain it. You come home, the
lawn is wet, you conclude it rained. Not certain. Best available. [ESTAB-
LISHED] (PhilArchive; Acta Analytica 2024)
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The philosophy literature is unambiguous that detectives are the standard
textbook example of abductive reasoning, and that the stories' in-universe
use of "deduction” is Doyle's label rather than a claim about logic. [ESTAB-
LISHED] (ResearchGate, The Abduction of Sherlock Holmes)
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Why does the word matter? Because a deduction is finished and an abduc-
tion is provisional. The first admits no new evidence; the second is obliged
to. A detective who believes he is deducing has given himself permission to
stop.
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Peter Lipton sharpened the point into the most useful distinction in this
book. Among competing explanations, some are lovely — elegant, unifying,
satisfying to hold — and some are likely — probably true. These are not the
same property, and human beings systematically mistake the first for the
second. [ESTABLISHED] (Synthese)
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Every wrongful conviction and every failed deployment in the chapters
ahead is, underneath, a lovely explanation that was not likely, held by people
who could not tell the difference because nothing in their process required
them to check.
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I am not going to develop the logic further here. The companion volume in
this library, The Science of Deduction, does that work properly — abduction,
base rates, the full anatomy of how a mind fails. This book takes the
correction as given and gets on with the job.
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https://link.springer.com/article/10.1007/s11229-009-9709-3
https://link.springer.com/article/10.1007/s11229-009-9709-3

Doyle himself did the job, and it looked nothing like Holmes
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The part of the legend that deserves more attention than it gets is that
Conan Doyle twice worked real cases, and both times the method was slow,
documentary, and adversarial rather than brilliant.
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George Edalji, a solicitor, was convicted in 1903 of maiming animals. Doyle
took the case up and argued that Edalji's severe astigmatism made the
crime, committed at night across rough fields, physically implausible. Edalji
was released after roughly three years of a seven-year sentence. The public
scandal around the case was one of the pressures that produced England's
Court of Criminal Appeal in 1907 — an institution, not an arrest. [ESTAB-
LISHED] (Irish Times; ACS Bulletin)
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https://www.irishtimes.com/culture/books/how-arthur-conan-doyle-became-a-real-life-sherlock-holmes-1.3544438
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Then Oscar Slater, convicted in 1909 of murdering Marion Gilchrist in Glas-
gow. Doyle pushed, funded and argued for nearly two decades. The
conviction was quashed in 1928. [ESTABLISHED] (same sources)
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Nineteen years. There is no chapter in the canon where Holmes takes nine-
teen years. The real work of exoneration is paperwork, persistence, and
public pressure — and Doyle, who invented the fantasy, spent his own
investigative life on the unglamorous version.
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The method is older than the English, and it was written for
people with no trammg
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The oldest surviving forensic manual is Chinese. Song Ci compiled Xi Yuan
Ji Lu — "Collected Cases of Injustice Rectified," often rendered The Washing
Away of Wrongs — in 1247. It teaches coroners and local magistrates, expli-
citly assumed to have no formal training, how to distinguish murder from
suicide from accident: how a drowning body differs from a body put in wa-
ter after death, how strangulation marks differ from a hanging, how to read
a stab wound. It predates the first European work of forensic medicine by
roughly three and a half centuries. [ESTABLISHED] (Wikipedia; Mutter Mu-
seum)
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MUARVANANSTURINVBIELTUTIAIUANITIYASY [ESTABLISHED]
(Wikipedia; Mutter Museum)

Note what Song Ci was doing: not equipping a genius, but raising the floor
for the ordinary official who would otherwise guess. That is what a manual
is for, and it is what this one is for. The history of investigation is not a
history of great minds. It is a history of procedures that made average prac-
titioners less wrong — Vidocq's criminal-record files in Paris from 1811, Hans
Gross's 1893 Handbuch fusing law, medicine, chemistry and photography
into a single discipline, Bertillon's measurement cards, Vucetich's
fingerprint classification. [ESTABLISHED] (Britannica, Hans Gross; Public Do-
main Review, Vidocq)
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Public Domain Review, Vidocq)
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Two of the stories you have probably heard about that history are wrong,
and both are wrong in the same direction — toward a tidier narrative.
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"Every contact leaves a trace" is not a sentence Edmond Locard wrote. It is
a later slogan compressing his considerably more hedged, conditional
writing across the 1920s and 1930s — sometimes the criminal leaves traces,
sometimes he carries them away. Locard never stated transfer as an abso-
lute law, and the absolute version is the one that gets quoted at crime
scenes. [ESTABLISHED] (NIH/PMC; Wikipedia)
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Fingerprinting's first criminal conviction was Argentine, not British.
Francisca Rojas, 1892, Necochea — a bloody print on a doorpost, classified
by Juan Vucetich's system and used by the police official Eduardo Alvarez. A
full decade before the 1902 English case that Anglophone histories usually
name first. [ESTABLISHED] (Gale Academic OneFile)
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OYuilaNASTWAN [ESTABLISHED] (Gale Academic OneFile)

And a third, told mainly for what it teaches about how such stories form.
The Will West case of 1903 — two unrelated men at Leavenworth with sup-
posedly identical Bertillon measurements — is universally told as the mo-
ment anthropometry died and fingerprinting won. The historian Simon Cole
argues the popular version was shaped and circulated by fingerprinting's
own advocates; the real discrepancy included a foot-length difference of
around seven millimetres, outside Bertillon's own tolerance, which clerks
had glossed over. The failure was human, not methodological. [CONTESTED]
(Simon Cole, Suspect Identities, Harvard UP; Hyperallergic)
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Hyperallergic)
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A profession's founding myths are written by whoever won. Keep that in
mind later, when a newer technology arrives carrying its own set of origin
stories.
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What the fantasy is actually for
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None of this is a reason to be embarrassed about loving the stories. The
passion they produce is real and it is the correct passion: a preference for
finding out what is true over being told. People who come to investigation
through Holmes tend to arrive with the right instinct and the wrong model,
and the fix is not to lose the instinct.
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The fix is to notice what Holmes was actually given that no real investigator
has. He was given a world where the clue meant one thing. What he was not
given — and what you have — is a machine that can hold ten thousand cases
in view at once, so that you never have to bet everything on the one clue
you happened to notice first.
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That is the trade this book is about. Holmes narrowed brilliantly because he
had to. You do not have to, and Part II is about what becomes possible when
narrowing stops being forced on you by the limits of a human attention
span.
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The Move — Name it an abduction, out loud. When you form a theory of a
case, write the sentence: "My best explanation is X." Not "the evidence
shows X" The phrasing is not humility for its own sake — it is a structural
reminder that the conclusion is provisional and owes a debt to every altern-
ative you have not yet killed. Then, before you look for anything supporting
X, write the two rival explanations you would have to eliminate. This costs
four minutes and it is the cheapest error-prevention available to you.
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What would change my mind: if controlled studies showed that experi-
enced investigators who label their inferences as provisional perform no
better than those who do not, this Move is ritual rather than method. To my
knowledge that specific comparison has not been run — the supporting
evidence is indirect, coming from research on falsification prompts rather
than from labelling itself. [ABSENT]
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CHAPTER CHAPTER 2 — THE INVENTION OF THE CRIME RATE

EN

Before anyone could investigate crime scientifically, somebody had to count
it. That turned out to be much harder than investigating it, and two
hundred years later it is still not solved.
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EN
The consequences run through everything that follows in this book. Every
claim that a technique works, every claim that a country has a problem,
every claim that anything has improved, is a claim about a number — and
the numbers in this field are stranger than almost anyone using them real-
ises.
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The scaffold pays its bill
wUUsENI58UaV UL

In the 1820s the French state began publishing something no state had
published before. The Compte général de I'administration de la justice
criminelle, first volume 1827, was the world's first continuous national
criminal-justice statistics series: the accused, the convicted, the recidivists,
counted annually across every penal jurisdiction in France. [ESTABLISHED]
(Criminocorpus; Ministere de I'Intérieur, on measuring delinquency)
TH
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1AUATINDIVEYINTIU)

Two men read it and found something disturbing.
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André-Michel Guerry presented his Essai sur la statistique morale de la
France to the Académie des Sciences on 2 July 1832, publishing it in 1833. He
mapped crime, suicide and literacy across the French départements —
tables and shaded maps, a technique so novel it won the Prix Montyon. It is
generally regarded as the founding document of empirical social science. [
ESTABLISHED] (Friendly, A.-M. Guerry's Moral Statistics of France, arX-
iv:0801.4263)
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(Friendly, A.-M. Guerry's Moral Statistics of France, arXiv:0801.4263)

Adolphe Quetelet, working the same data from 1826 to 1831, found the thing
that unsettled the century. Crime totals did not fluctuate. They recurred,
year after year, with a regularity you would expect from a physical process
rather than from millions of separate human choices. He put it in a
sentence that has never been improved on:
TH
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> "There is an account paid with a terrifying regularity; that of the prisons,
the galleys, and the > scaffolds... there is a tribute man pays more regularly
than those owed to nature or to the Treasury; > the tribute paid to crime!"
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[ESTABLISHED] — from Sur ['homme et le développement de ses facultés (1835),
in the standard English rendering (MacTutor, Quetelet on crime).
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[ESTABLISHED] — 910 Sur 'hnomme et le développement de ses facultés
(1835) TuduruuuagenguuInsgiu (MacTutor, Quetelet on crime)

Understand what this meant to people who read it. Crime was supposed to
be the purest expression of individual moral failure — a free choice, made
by a person, blameable. Quetelet had shown that society produced a stable
annual quantity of it, as reliably as it produced wheat. The murders had not
yet been committed and their number was already, approximately, known.
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From that came the homme moyen, the average man, introduced in his 1831
crime work and elaborated in 1835: a fictitious person for whom everything
happens at the societal average. [ESTABLISHED] And from that lineage came
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sociology itself. Durkheim's Le Suicide (1897) built directly on Quetelet's
demonstration of statistical regularity as evidence that social facts exist in-
dependently of the individuals who compose them — while attacking the
average man as a confusion between the collective character of a society
and the mean of its members. [ESTABLISHED] (Porter, Statistical and Social
Facts from Quetelet to Durkheim)
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111 Le Suicide (1897) w3 Durkheim a31s3ulasmssundsii Quetelet uandls
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to Durkheim)

So the crime rate is not a bureaucratic convenience. It is one of the found-
ing objects of the social sciences, and the argument about what it measures
is the same age.
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The crack in the foundation
5085171ugIusIn

There is an obvious objection, and Quetelet had already made it himself in
the early 1830s: the figures count crimes the state found out about. Beneath
them lies an unmeasured residue — offences committed and never
reported, never detected, never recorded.
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That residue acquired a name, the dark figure of crime, though I should be
careful here: the concept is Quetelet's, while the fixed phrase and its first
user I could not pin down. [ESTABLISHED] for the concept; [ABSENT] for the
coinage. (dark figure of crime, with its citation to Quetelet 1831)
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For a hundred and forty years nobody could measure it, because the only
instrument available was the police record, and the whole problem was that
the police record was the thing in doubt.
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The solution, when it came, was to stop asking the police and start asking
the public.
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* The United States fielded the first National Crime Survey in July 1972 —
72,000 households, 15,000 businesses, 26 metropolitan areas — becoming
an annual series in 1973 and renamed the National Crime Victimization
Survey in 1992. [ESTABLISHED] (Bureau of Justice Statistics)

* The British Crime Survey followed in 1982, created explicitly in response
to an acknowledged crisis of confidence in Home Office police-recorded
figures. It became the continuous Crime Survey for England and Wales
in 2001. [ESTABLISHED] (Crime Survey for England and Wales)
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1992 [ESTABLISHED] (Bureau of Justice Statistics)
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TABLISHED] (Crime Survey for England and Wales)

Ask people directly whether anything happened to them, and compare the
answer to what the police wrote down. Here is what fifty years of that has
produced.
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In England and Wales, year ending March 2026, an estimated 36% of head-
line crime — theft, robbery, criminal damage, violence — was reported to
police. Nearly two-thirds was not. [ESTABLISHED] In the United States,
NCVS 2023: 46% of rape and sexual assault, 42% of robbery, 57% of aggrav-
ated assault, 41% of simple assault were reported. [ESTABLISHED] (BJS,
Criminal Victimization 2023)
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Roughly half of ordinary crime, in two of the best-instrumented countries
on earth, never enters the statistics at all.
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Fraud is worse, and fraud is our subject
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Now the number that should reorganise how you read every figure in this
book.
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England and Wales, year ending March 2025. The Crime Survey estimated
4.2 million fraud incidents. Action Fraud, the police-facing recording body,
recorded 299,046 fraud offences in the same period.
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That is a capture rate of about seven per cent. Ninety-three per cent of
fraud, in a wealthy country with a mature statistical apparatus and a dedic-
ated national reporting centre, does not appear in the recorded-crime
series. The Office for National Statistics says so itself: the recorded fraud
series "is not a good indicator of volume or trends over time because a large
proportion of fraud victims do not report incidents to Action Fraud." [ES-
TABLISHED] (ONS, Fraud and computer misuse in England and Wales, YE
March 2025)
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tuAednsnsiulduszana Eawefidud msdelnafdvanivesidudli
Usngluaadnoanssudituiinliiae Tulsemasise Sssuvadai
wALENs wazlAudsuudseauralasanie d1tnuatfurags (ONS)
vonFuLes: yaadRn1sdelnaiituiinld “luldditadindmivusinamnie
wnldunIuYIwIan InszEdemeannisdelnsdruuinn liudaunnnisal
#19 Action Fraud" [ESTABLISHED] (ONS, Fraud and computer misuse in
England and Wales, YE March 2025)

Computer misuse in the same period: 692,000 incidents estimated, 55,576
recorded. About eight per cent. [ESTABLISHED]

TH
nsldmaunamaslunaninlugaananieanu: Ussdu 692,000 wwanisal
Juiinly 55,576 UssunauuUatUosidus [ESTABLISHED]
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And the Home Office's estimate of the total economic and social cost of
fraud, year ending March 2024: £14.4 billion — £9.2bn falling on individuals,
£5.2bn on businesses. [ESTABLISHED] (Home Office)
TH
Home Office UsgiliuAununaiAsugnatazdinnsingeinisdelng ?J??uzjﬂ
fiunau 2024 157 £14.4 billion — £9.2bn anegfutiaanyana £5.2bn Anog
f1UgsNA [ESTABLISHED] (Home Office)

Sit with the seven per cent. It means that a national fraud statistic is not a
measurement of fraud. It is a measurement of reporting behaviour, lightly
correlated with fraud. If reporting rises ten per cent because a campaign
told people where to complain, the statistics record a crime wave that did
not happen. If reporting falls because victims conclude nothing will come of
it, the statistics record a triumph.

TH

Baefidudduiinnununeiien: adfnisselnsseiunildldianisdelng

fu¥n wgAnssunsudsnu iduusiunsselnssaiisadniies 4101

uwdsprnuisdududefidudimszuauilgywisuenliaudinegludoaou

luu adfeziuiineauerveinssunluneiia H1A15UIIANUARAINTIE

L=

¥ 1 v @ 1 a X aa o/
Jideveasuiudslunlifieslsiinvu adfasduiindesus

Every figure in this book that comes from a police or complaint system —
including all of them — sits on top of that.

TH

(% v A 1 é’lﬁl o = o lﬂl b4 a =y
nndavluniiideiauiinunainszuurisansessuUsusassasey — Aayn
AaUNE — AvaguNgIUTY

36


https://www.gov.uk/government/publications/economic-and-social-cost-of-fraud-2023-to-2024/economic-and-social-cost-of-fraud-2023-to-2024
https://www.gov.uk/government/publications/economic-and-social-cost-of-fraud-2023-to-2024/economic-and-social-cost-of-fraud-2023-to-2024

Why one country's number will not compare to another's
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This is the part that answers the question people actually ask: is it worse
here than there?
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Three independent things break the comparison, and each alone is enough.
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Legal definition. What counts as the offence differs. UNODC states it about
the offence usually considered the most comparable in the world: "Varying
legal definitions of homicide among countries, together with differences in
capacity, criteria and approaches to case recording, mean that a comparat-
ive analysis of homicide statistics must be conducted cautiously." [ESTAB-
LISHED] (UNODC, Methodological Annex, Global Study on Homicide 2019)
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ANATUANEATN LN LAZITNISTUTINAR UN1EANUIINITIATIZA
WIEUNBUADRNISAINNTSUABIVINBE195ERNSE 39" [ESTABLISHED] (UNODC,
Methodological Annex, Global Study on Homicide 2019)

If a body with a bullet in it is not cleanly comparable, nothing softer is.
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Counting rules. Does a series of offences against one victim count as one
crime or many? Does an incident with several offences count once, under
the most serious? Countries answer differently, and the answer multiplies
or divides the total.
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Reporting propensity. Compare the English fraud figure above with the
American violent-crime figures and you are comparing two publics with
structurally different willingness to report, shaped by trust in police, by
stigma, and by insurance — a claim usually requires a crime number, which
inflates recorded property crime in countries with high insurance
penetration and does nothing for the uninsured.
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The instrument built to escape all this was the International Crime Victims
Survey, first fielded in 1989 in thirteen countries, run six times — 1989, 1992,
1996, 2000, 2004,/05, 2010 — across eighty countries over its life. [ESTAB-
LISHED] (UNICRI)
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Survey Faviadausnd 1989 ludiuanuuszina dfiunisunads — 1989, 1992,
1996, 2000, 2004/05, 2010 — mamquLLU@%UUizmmaaﬂmq%mﬁu [ES
TABLISHED] (UNICRI)

Note the last round. 2010. The best mechanism anyone built for comparing
crime between nations stopped running sixteen years ago.
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What exists instead is a classification standard: the International Classific-
ation of Crime for Statistical Purposes, adopted by the UN Statistical Com-
mission in March 2015, precisely because national legal categories and
pipeline stages could not be reconciled. [ESTABLISHED] (ICCS final text) A
common vocabulary is real progress. It is not a common measurement.
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##+# The example that teaches the lesson
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Sweden recorded 64 reported rapes per 100,000 residents in 2016; Germany
recorded 10. On the face of it, a factor of six.

TH
anuluinnstndunudeninuly 64 seusevins 100,000 auludl 2016
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Recalculate the Swedish incidents under Germany's narrower legal defini-
tion and counting rules and the Swedish figure falls to about 15 per 100,000
— still higher, no longer a different planet. Three mechanisms drive the gap:
Sweden's broad definition, extended in 2018 to a consent standard; a count-
ing rule that records each incident in a series of repeat victimisation as a
separate offence; and the fact that around 40% of Swedish reported rapes
in 2016 involved no violence, a category some other countries would not
have classified as rape at all. [ESTABLISHED] for the recalculation (Bré, Re-
ported and cleared rapes in Europe, 2020)
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ertes muaunsUsemalidaindunstadiuaedaedn [ESTABLISHED]

dusunisaruaailug (Bra, Reported and cleared rapes in Europe, 2020)
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And the other side, which must be stated because it is strong: a broad,
consent-based definition is arguably the more accurate legal standard, and
the narrower ones elsewhere are the failures. Higher willingness to report
— itself a sign of functioning institutions — raises the count independently.
Disentangling artifact from behaviour is not settled. [CONTESTED]
TH
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Wuanuduman m’mﬁﬂmﬁaﬂmuﬁgaﬁu — fduleRadeyy DY
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What the evidence supports is only this, and it is enough: the raw cross-
country number will not carry either conclusion. Anyone who quotes it to
prove a country is dangerous, or safe, is doing something the data cannot
do.
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Four ways to say who has the worst fraud problem
#rsuaninlasitayminisdelnaiaiiienan

Here is the scale question, put concretely. Same phenomenon, four normal-
isations, and the ranking does not survive the trip.
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Country Absolute reported loss Year Scope
United States (FBI $16.6 billion across 2024 internet crime only
IC3) 859,532 complaints
United Kingdom £14.4 billion economic YE Mar  all fraud
(Home Office) and social cost 2024
United Kingdom £1.1 billion 2024 banking and payment
(UK Finance) fraud only
Thailand (Royal >60 billion baht across 2024 cybercrime cases
Thai Police) >400,000 case filings
Singapore (SPF) SS$1.1 billion, ~S$930m net 2024 all scams
of recoveries
Japan (NPA) ¥71.9 billion across 21,043 2024 tokushu sagi only — a
cases narrow category
TH
Uszina YoARTIALALIEN U YaULYA
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[ESTABLISHED] for each figure within its own stated scope. Sources in the
dossier and in Appendix B for the Thai line.

TH
[ESTABLISHED] dwsunsiazsiavnisluveuiwanszyliveduios uasnun
agluniluenans uaglu nanwin ¥ dusunarveding

By absolute loss, the United States and the United Kingdom have the
world's worst fraud problem.
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By loss per head, that inverts. Singapore, with about six million people and
roughly SS0.9bn in net losses, sits near $150 per person. The United States,
$16.6bn across roughly 335 million, sits near $50. Thailand, roughly S1.7bn
across about 72 million, sits near $24. The smallest absolute total produces
the largest per-capita burden. [ESTABLISHED] as arithmetic on the figures
above; the population denominators are approximate.
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By share of GDP and by loss relative to median income, the ranking would
shift again — and I did not compute either, because doing it properly re-
quires GDP and income figures sourced fresh rather than carried. [ABSENT],
declared rather than estimated.
TH
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None of the four is wrong. Each answers a different question. Absolute loss
tells you where the money is and therefore where enforcement resources
rationally go. Per-capita loss tells you the chance that this happens to you.
Share of GDP tells you what the economy is losing. Loss against median in-
come tells you what it does to a household — and that last one is the only
one that describes suffering, because 50,000 baht taken from a household
is a different event depending on what that household earns in a month.
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Before the numbers, though, sits the plainer version of the same problem.
When a Frenchman says there is a lot of crime and a Thai says there is a lot
of crime, the two sentences are not comparable, and the reason is not that
one of them is mistaken. They are describing different quantities, through
different reporting systems, against different baselines of what feels nor-
mal. The reason this chapter exists is that the numbers, which look like they
should settle it, turn out to be exactly as local as the sentences.
TH
1 = @ = v A dl s 3 1 [ v &
NBUNNNILAY {]mummmﬂuugﬂqumiamwmmgﬂauum AUNSILAFAL
nilaadindonseinssuann aulneaunilayaindenveyinssuuin desselen
sunulale wazldldwszdeladnlafin wanwiusseneUsunaauazegi
HIUSTUULANAMUANALTEUU WBUAULEUgUANAIAUYdnFanIUnG un
P 13 Y = =] ad Y Ly [ a [y
Uflegfnszaa Jegmilouazyfiseilld nauluaniziuney dudselen
Wia11uLea

And the number everyone asks for
HazAILAYNNNAUAIUNI

"What proportion of cases get solved?" is the natural question, and it has no
international answer.
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In the United States, the Uniform Crime Reporting definition of cleared in-
cludes both clearance by arrest — someone arrested, charged, and turned
over for prosecution — and exceptional clearance, where something out-
side police control prevents that: the offender has died, the victim will not
cooperate, extradition is refused. The traditional published aggregate does
not distinguish between the two, which means a headline clearance rate
can be substantially better than the arrest count would support. [ESTAB-
LISHED] (FBI UCR, Clearances)
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ans1Uaaamdutwiaialuanss 919Rn31911UNSIUNNDIBEIUN
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sssuiion liugnanuunnAesewinedasedneil [ESTABLISHED] (FBI UCR,

Clearances)

In England and Wales, since April 2014, every recorded crime is assigned
one of around twenty defined outcome types — including categories like
"evidential difficulties: suspect identified, victim does not support action,’
which has no American equivalent at all. Before 2014, only about 30% of
crimes received any outcome. [ESTABLISHED] (Home Office crime out-
comes)
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(Home Office crime outcomes)
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These are not two measurements of one thing. They are two different con-
structs, computed over denominators that are themselves incomparable for
the three reasons above.
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For fraud specifically, the record thins to almost nothing. The clearest
figure I found is British and dated: in the year ending September 2021, the
Crown Prosecution Service prosecuted 7,609 defendants with fraud or
forgery as the principal offence — around 0.75% of fraud crimes reported
that year — securing convictions in 84.9% of those prosecutions. [CON-
TESTED] in the sense that I reached it through a summary of parliamentary
evidence rather than the underlying document, and it should be re-checked
before anyone quotes it. (UK Parliament Justice Committee, Fraud and the
Justice System)
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Committee, Fraud and the Justice System)
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And the United States — the country publishing the most granular fraud-
loss figures in the world — publishes no fraud clearance rate at all. IC3 is a
complaint clearinghouse, not a clearance reporting system. [ABSENT]
TH
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Read those two together. Where the number exists it is under one per cent,
and mostly it does not exist. Anybody who tells you what proportion of
fraud gets solved, in any country, is either quoting something that has been
re-checked or making it up.
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Tngflifidiavias lasiivenanildinisdelnsgnadaaeludndaninls ladn
Usgnalvu flalldsnadaiiiunisasvaeudnuga Afdniuuies

What this chapter is for
unitiiliweasls

Everything after this rests on measurements, and you now know what kind
of objects they are.

TH
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A recorded-crime figure is a measurement of reporting behaviour. A cross-
country comparison is almost always invalid and the invalidity is structural,
not sloppy. A clearance rate means something different in every jurisdiction
that publishes one, and for fraud most do not publish one.

TH

U =2

FuavevanssuiituiinliTanginssunsudennnu msiSeuiisudnu
Usznaldlaildununnads waedldldlddudusedasiaina ldldanuaging
SasUaaffinnumunedrsiulunniunsnaiimeunsiu uagdmiunsde
Tng daulualiimeunsiay

This is not a reason for despair, and it is certainly not a reason to stop
counting — the alternative to bad measurement is not good judgement, it is
anecdote, and Quetelet's whole achievement was proving that anecdote had
been lying to everyone for centuries. It is a reason to hold every number in
this book by its handle: the period it covers, the body that issued it, the
definition it used, and what it is actually a count of.

TH

liilgmnealnadunis wazlilvmgualiidniunig nadenununisianugla
T1i91saenf uhAelTaa1a0Y LazHANIUNIRUAYDY Quetelet ABNTS
NFAUIF0E18084 LNNNYNAUNIMAIANITTY TUABUANAIITUNNAILAY
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The volume that arrives out of all this — hundreds of thousands of reports a
year, in every country with an internet connection — is the problem the
second part of this book is about. But the first thing to know about that
volume is that it is the visible seven per cent.

TH
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The Move — Ask for the denominator. Before proposing any improvement
to any investigative process, ask the owning organisation for the number
you intend to improve, as it stands today, with its definition and its window.
Do not accept a proxy and do not accept a rate without being told what sits
underneath it. If the number does not exist, that is your finding and it is
your first piece of work: not the tool, but the measurement that would let
anyone tell whether the tool helped. An organisation that cannot show you
its denominator is one where your success cannot be demonstrated —
which means it also cannot be defended when someone senior decides it
should stop.

TH
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What would change my mind: if a body published cross-nationally harmon-
ised fraud statistics with comparable definitions, counting rules and report-
ing-rate adjustments — the thing the ICVS was attempting when it stopped
in 2010 — then most of this chapter's caution would become obsolete and
comparison would become a legitimate move. The ICCS is a step toward it.
It is a vocabulary, not yet a measurement, and until it is, the caution stands.
TH
o¢lsezvinlinuuaoule: Silmhsunianeunsadninisdolnefiuszauiu
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CHAPTER CHAPTER 3 — THE TRACE AND WHAT IT CAN BEAR

EN

In 2009 the US National Academy of Sciences published the report that
broke the profession's nerve. Its central conclusion, in the committee's own
framing: with the exception of nuclear DNA analysis, no forensic method
had been rigorously shown to be capable of consistently and with a high
degree of certainty demonstrating a connection between evidence and a
specific individual or source. [ESTABLISHED] (NAP; Innocence Project, ten
years on)

TH

1wt 2009 aaiuIneImansURIYIRARIF (National Academy of Sciences)

WSS UNYIlRInsilideu ity Jeagunan Tunseuiiaaznssunsileu
IS } 4 a ‘& a = = 1 = 1aada

104 91 sniunisiessianweluiedsainesegiauien 1ieni

UAneAansIslaaengnivgauad1aduaInintoulesweurang iU

yARavisounaanunfnIzaslaegainausuazmenuiulaseaugs [(EsT

ABLISHED] (NAP; Innocence Project NIUHNAUY)

EN
The report's sharpest observation was structural rather than technical: be-
fore it, forensic science had been tested and appraised by standards de-
scribed in law rather than in the scientific method. Courts had been
deciding what counted as science. [ESTABLISHED] (forensicstats.org)
TH
Fodunafinuiignvesmenuiutedassads bilvEeanaia noundiu
dfinemanignuagauuazUsaifiudsunsguiideullunguune Taildly
Bnsmeinerdans Aauauinduiteslsiulduinendians [ESTABLTS

HED] (forensicstats.org)
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https://nap.nationalacademies.org/read/12589/chapter/2
https://innocenceproject.org/news/lasting-impact-of-2009-nas-report/
https://innocenceproject.org/news/lasting-impact-of-2009-nas-report/
https://nap.nationalacademies.org/read/12589/chapter/2
https://innocenceproject.org/news/lasting-impact-of-2009-nas-report/
https://forensicstats.org/blog/influencing-forensic-science-for-a-decade-remembering-the-2009-nas-report
https://forensicstats.org/blog/influencing-forensic-science-for-a-decade-remembering-the-2009-nas-report

Seven years later the President's Council of Advisors on Science and Tech-
nology went discipline by discipline and asked a narrower question: does
this method have foundational validity — has anyone demonstrated, empir-
ically, that practitioners using it produce accurate results at a known error
rate?
TH
Bndsieun anmituinuuszsnunsuisuinermansuazimalulad (PCAST) 14
arnfiaganuidemauiiuauntt 3508 armamuaaunaldssng
(foundational validity) w38l — filAsuanageUseAnBuamIadIGUUR
muﬁ’h’j’%‘%ﬁ‘lﬁ’wagﬂé\'aﬂué'mﬂmwﬁﬂwmmﬁmwm?

This chapter is that scorecard, plus the strongest objections to it, plus the
thing underneath both that turns out to matter more than any individual
technique.

TH
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The scorecard

TuAzuuu

Discipline PCAST 2016 finding Grade

Single-source DNA Foundationally valid [ESTAB
LISHED]

DNA mixtures, two Foundationally valid [ESTAB

contributors, known LISHED]

ratio

DNA mixtures, three Validity established only in very limited [CONTE

or more / low circumstances STED]

template
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Discipline PCAST 2016 finding Grade
Latent fingerprints Foundationally valid as a subjective method — but  [ESTAB
the false-positive rate is "substantial and likely LISHED]
higher than expected by many jurors”
Firearms and Not established — one appropriately designed [CONTE
toolmarks study existed at the time STED]
Bite marks Not established [ESTAB
LISHED]
Hair microscopy Not among the disciplines found foundationally [ESTAB
valid LISHED]
TH
a1 JaAUNUYDYI PCAST U 2016 nsn
AduBUMAAE? ANMUANMAANNALTITINGIY [ESTA
BLISH
ED]
Adweonay desli  HAuaumvnEuNaIBesINg Y [ESTA
fn9819 9nI1dIU BLISH
N3IUAI ED]
a & 4 Yo A o
Aduenan ANl AnuaumnauNalasunistuduanigly [CONT
freg1duly / Ysunar - a@anunisalfisiiauin ESTED]
Hoyun
GUEPRHEITR fimnuaurnaunaBesngulugueisitednide  [EsTA
— uinauInaegludns "unweauasuazi BLISH
wnliugeninngnayudulugiandn” ED]
aslunazsessey  delaildsunistudu — Tunaiuiinisdnwi [CONT
ERRD) DONUUUBY I LMNUNZAULNYITULAY? ESTED]
50811A galaldsunistiudu [ESTA
BLISH
ED]
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a1 JaAUNUVDI PCAST U 2016 1nsa

N1SATIVAUNUAEY Tusglunquanuinuifinuauvnaunaids [ESTA
naedgansIAl FINFIU BLISH
ED]
(PCAST report PDF)

TH

(PCAST report PDF)

Read the fingerprint row twice. It is the most misunderstood line in forensic
science. Fingerprints passed. They are valid. And in the FBI/Noblis "black
box" study — 169 examiners, 3,628 non-mated comparisons — examiners
produced six false positives: a rate of about 1 in 604, with a 95% upper
confidence bound near 1in 306. [ESTABLISHED] (NIJ; original study PDF)

TH

unraeiniiedossuaesseu Sufsuswiaiignidilafiauiniianly
ffinermans awiiie s liuaumnauna wazlun1s@nwinuu "nasean”
494 FBI/Noblis — §fns2afigati 169 Au naiUdsuriisugiilaingsiu (non-
mated) 3,628 A1 — fnsrafigarilinauanas wnade Amdusastuszanm 1
Tu 604 Tnsfivauuuvasgaearndesiu 95% agiivssaas 1 Tu 306 [EsTA
BLISHED] (NIJ; original study PDF)
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https://obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/PCAST/pcast_forensic_science_report_final.pdf
https://obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/PCAST/pcast_forensic_science_report_final.pdf
https://nij.ojp.gov/topics/articles/history-and-legacy-latent-fingerprint-black-box-study
https://www.ojp.gov/pdffiles1/nij/304621.pdf
https://nij.ojp.gov/topics/articles/history-and-legacy-latent-fingerprint-black-box-study
https://www.ojp.gov/pdffiles1/nij/304621.pdf

Both facts are true simultaneously. A discipline can be genuinely scientific
and still be wrong once in every few hundred identifications, and if you run
a national database against millions of records, "once in six hundred" is not
a rounding error — it is a queue of innocent people. Missed identifications,
incidentally, run far higher than false ones; the discipline is deliberately
tilted away from false incrimination.

TH

Forfissaidaseiinfouiu arvmiaduinermansuild wazdsfinniends
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What died
Aanaeluuan

Hair microscopy. The FBI, the Innocence Project and the National Associ-
ation of Criminal Defense Lawyers jointly reviewed FBI microscopic hair
comparison testimony given before 2000. In the 268 cases where examiner
testimony was used to inculpate a defendant at trial, examiners made scien-
tifically invalid statements — claims exceeding what the science could
support — in 257 cases: 96%. Thirty-five of those defendants had received a
death sentence. Erroneous hair statements were found in 33 of the 35. [ES-
TABLISHED] (FBI press release)

TH
174 14 14 L4 . .

N13ATIAUNUAIYNADIYANTIAU FBI, Innocence Project uag National
Association of Criminal Defense Lawyers saufununiuan linsilssuiiiau
WunuiundesganssAtvas FBI Mllinewl 2000 Tu 268 af Nidlinsves
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https://www.fbi.gov/news/press-releases/fbi-testimony-on-microscopic-hair-analysis-contained-errors-in-at-least-90-percent-of-cases-in-ongoing-review

Fasmatiuaudumaulasulnwusenistiin dauAsaBAUNUNRANAIA
wulu 33 970 35 AR [ESTABLISHED] (FBI press release)

That is not a discipline with a quality problem. That is a discipline that was
never doing what it said it was doing, sustained for decades by the fact that
nobody had checked.

TH
tulalaanuniideuniaunin dufeaivinliinevind@aindneinvias waziue

v q

Tanansgulmsansizluilasnsia

e®_

Bite marks. Examiners cannot reliably agree that an injury is a human bite
mark, let alone match it to a source. Both underlying assumptions — that
human dentition is unique in a forensically useful way, and that skin reliably
records it — are unproven. At least 26 people have been wrongfully con-
victed, arrested or charged on bite-mark evidence. [ESTABLISHED] (NIST IR
8352sup3; Innocence Project)

TH

soufn grsnigaiifiuiesiusdinindeolildusiudiunaunatiu u sou

fnvosnuduioly msdudiuuvasiundslidomnis aunfigiuiugiuisaes
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Tduselomild waztanintmlatuiinsesnulilaegnainteie agratios 26

Y

AU gNARAUAIINYRA QNTUNN UTOQNAITEMIAIUNANGIUTOLARN [ESTABLIS
HED] (NIST IR 8352sup3; Innocence Project)

Arson indicators. Cameron Todd Willingham was convicted in 1992 and ex-
ecuted in 2004 for a house fire that killed his three children. The roughly
twenty "arson indicators” used against him — pour patterns, crazed glass,
and the rest — have since been shown, one by one, not to distinguish arson
from accidental fire. Guidance contradicting the trial theory had already
been published before his trial. [ESTABLISHED] on the fire science; [CON-
TESTED] on the legal characterisation, since the Texas Forensic Science
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https://www.fbi.gov/news/press-releases/fbi-testimony-on-microscopic-hair-analysis-contained-errors-in-at-least-90-percent-of-cases-in-ongoing-review
https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8352sup3.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8352sup3.pdf
https://innocenceproject.org/news/why-bite-mark-evidence-should-never-be-used-in-criminal-trials/
https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8352sup3.pdf
https://innocenceproject.org/news/why-bite-mark-evidence-should-never-be-used-in-criminal-trials/

Commission reviewed the case without issuing a declaration of innocence.
(Marshall Project; DPIC)

TH

Fadiinadanawae Cameron Todd Willingham gadiaduasinulud 1992 uag
gnusensTimlull 2004 91nuglWlwsituiias Tingnianuauuen "fad
Samfnanas smgaudenldnaniinwme — sUwuunsludl (pour patterns)
nszanfiunnidusiaun uagtiodug — gnigaulunasiauniiazdodueninas
Tnffnnsnandsesnannndsiudiangtiumalild Auusinfidasunguii
Tiﬂu%’umaﬁgmwﬂLLW'i'LLé"Jfiaum'sﬁmsmmﬁsumLmé’hasgﬂ [ESTABLISHED]
luduvesIngrmanssaase [CONTESTED] Tudiuuain1shnIunIengmuie
S IEAMEASIINBNS IR INEAaR WS s indanuniuaidudilaglildeen

AUsENIAAINNUTENS (Marshall Project; DPIC)

Bloodstain pattern analysis. The NAS found its conclusions "more subject-
ive than scientific" and the associated uncertainties "enormous." A 2021
black-box study of 75 practising analysts found conclusions were often er-
roneous, and — the detail that belongs in this book — misclassification rates
moved depending on whether the analyst had been given biasing context. [
ESTABLISHED] (ScienceDirect; N1J)

TH
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A159LATIBKsULUUASIULABA NAS wuldeasuvesaviil "Wlusnideun
Auduinenmans” wazanu e unnIuun "uKIAIa" NISANYILUUNADY
Al 2021 AuRURURU 75 AL wudndeaguiianainues wagseazidend

v A 1 dyil 3 P ] o a d' 1 Y Yo
nilsdaiauidaunuline snsinisdnuuniin Wasuwlas mudnginsieilasu
Jayausunndniutenfnselal [ESTABLISHED] (ScienceDirect; NIJ)
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https://www.themarshallproject.org/2014/08/03/did-texas-execute-an-innocent-man-willingham
https://deathpenaltyinfo.org/innocence-texas-forensic-science-commission-closes-case-of-possible-innocence
https://www.themarshallproject.org/2014/08/03/did-texas-execute-an-innocent-man-willingham
https://deathpenaltyinfo.org/innocence-texas-forensic-science-commission-closes-case-of-possible-innocence
https://www.sciencedirect.com/science/article/pii/S0379073821001766
https://nij.ojp.gov/topics/articles/study-reports-error-rates-bloodstain-pattern-analysis
https://www.sciencedirect.com/science/article/pii/S0379073821001766
https://nij.ojp.gov/topics/articles/study-reports-error-rates-bloodstain-pattern-analysis

The objection, stated properly
JalAude nanad1ausssu

The reform position is not unopposed and it would be dishonest to present
it that way.

TH
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yedudheufzulinuAndu Weusniuliinlidedng

The US Department of Justice formally disputed PCAST's framing. Its argu-
ment: PCAST treated pattern-comparison as metrology — measurement —
when examiners in fact compare features visually. DOJ agreed that methods
must be scientifically valid and reliable; it did not agree with PCAST's
specific findings. [CONTESTED] (DOJ statement)

TH
n5¥n529yR5IUANST (DOJ) ARAIUNSBUYY PCAST agrailunenis 9o
Tdudadian PCAST UfjURnenisiUSeuiiisusunuumiiouduunsinen
(metrology) — Aansin — waiaseaTafiguiiouiiudnumedsasn
DOJ iudeiisnsfesaumnannauazinedeomaineimans uslsi
WuseAUTaAUNULRWIZYBY PCAST [CONTESTED] (DOJ statement)
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https://www.justice.gov/archives/opa/pr/justice-department-publishes-statement-2016-presidents-council-advisors-science-and
https://www.justice.gov/archives/opa/pr/justice-department-publishes-statement-2016-presidents-council-advisors-science-and

The firearms examiners' professional body, AFTE, contested the "single
study" characterisation as an undercount of their field's research base. And
the subsequent research partly vindicates them: later work reported false-
positive rates of 0.656% for bullets and 0.933% for cartridge cases, with
false negatives at 2.87% and 1.87%. [CONTESTED] (AFTE response; Ames II line
of research)

TH

AFTE a9dnsimndwvesgasafigationsiiu Aadiudnin "nsAnuiistiu
e fuguanudderesavinusiiniins snAdeiienuanfiddiananian
U9dU MUlUNAEINITIBUBATINAUINGN 0.656% dMsunINTEAU
uaz 0.933% dmsudasnnszau LazdnsINaauaid 2.87% uag 1.87% [CO
NTESTED] (AFTE response; Ames Il line of research)

Practitioners also argue PCAST relied on studies that did not permit
verification and understated real-world reliability. [CONTESTED] (TDCAA)

TH
HUHURuGE8nd1 PCAST sramsanwiiUalinsavaeviudululs was
Usziiuanuundenalulanasaniuly [CONTESTED] (TDCAA)

My reading, offered as a judgement rather than a finding: the practitioners
are right that the field has been validated further since 2016, and the re-
formers are right that the burden was always on the discipline to produce
those numbers before testifying, not after being embarrassed into it.

TH
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https://afte.org/wp-content/uploads/2024/11/postion-pcast-2015.pdf
https://pmc.ncbi.nlm.nih.gov/articles/PMC10092368/
https://pmc.ncbi.nlm.nih.gov/articles/PMC10092368/
https://afte.org/wp-content/uploads/2024/11/postion-pcast-2015.pdf
https://pmc.ncbi.nlm.nih.gov/articles/PMC10092368/
https://www.tdcaa.com/journal/responding-to-pcast-based-attacks-on-forensic-science/
https://www.tdcaa.com/journal/responding-to-pcast-based-attacks-on-forensic-science/

Even the gold standard has a soft centre
uﬁtwimmgﬂummﬁqﬁé’qﬁqﬂéaumanma

DNA passed both reports. It is still the strongest forensic evidence that
exists. And it has two weaknesses that matter enormously in practice.

TH
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Mixtures. When a sample contains three or more contributors, or very little
material, analysts increasingly turn to probabilistic genotyping software.
PCAST called the validity studies supporting it scarce, and results depend
on inputs the analyst sets — including the assumed number of contributors.
[CONTESTED] (Federal Judicial Center; Harvard JOLT)

TH
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Ay 1anduilug1uld [CONTESTED] (Federal Judicial Center; Harvard JOLT)
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https://www.fjc.gov/content/361268/probabilistic-genotyping-systems-low-quality-and-mixture-forensic-samples
https://jolt.law.harvard.edu/assets/articlePDFs/v31/31HarvJLTech275.pdf
https://www.fjc.gov/content/361268/probabilistic-genotyping-systems-low-quality-and-mixture-forensic-samples
https://jolt.law.harvard.edu/assets/articlePDFs/v31/31HarvJLTech275.pdf

How much does that matter? In one documented case, the same DNA evid-
ence was run through two leading systems. STRmix returned a likelihood
ratio of 24 in favour of the hypothesis that the person was not a contrib-
utor. TrueAllele returned between 1.2 million and 16.7 million in favour of
inclusion, depending on reference population. The divergence traced to
modelling parameters, thresholds, and an ad hoc procedure at some loci. [
ESTABLISHED] (Thompson 2023, J. Forensic Sci.; arXiv commentary)

TH
Huddeyualnu? Tuadinilanivuiinli neumangrufduetudeliugnsu
Huszuutuihaesszuy STRmix lisnsndunzinezidu (likelihood ratio)
Wiy 24 advayuauuigiunityanadulilyg et TrueAllele Ti

1 14 = 14 LY [J Y o 1 1% 1
51379 1.2 41U 819 16.7 87U atiuayun1s s Uud Mi19e19 udaus
U5y ns919899lY anudniiduluaannsimesvasuuuingaes inamisndu
WATTUABURNIZAINUIAINUSNUGNTTU [ESTABLISHED] (Thompson

2023, J. Forensic Sci.; arXiv commentary)

Same sample. Opposite conclusions, seven orders of magnitude apart. Re-
member this when Part II describes software that scores the similarity
between cases: a number produced by a model is a statement about the
model as much as about the world.

TH

fagaferiu Jeagunssiuiiu isiudaduduvunn (orders of magnitude)
o & My & i = s g v 1 ' a o
50l ilionian 2 wadsonAwIsniAzLLLAUAGIESENINNAR LAY
MNUUVVINADIVONLTBIFILUUTIADINDE) NUNIUBNI5D31aN39

62


https://pubmed.ncbi.nlm.nih.gov/36847295/
https://arxiv.org/pdf/2306.10038
https://pubmed.ncbi.nlm.nih.gov/36847295/
https://pubmed.ncbi.nlm.nih.gov/36847295/
https://arxiv.org/pdf/2306.10038

Transfer. DNA moves. Secondary and even tertiary transfer — person to ob-
ject to person — is documented, unknown contributors turn up in most
samples in some persistence studies, and the research on how often the last
person to touch something is actually the major contributor is explicitly in-
adequate. [CONTESTED] (ScienceDirect)

TH
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259UagwA luu daluineanaasnamay [CONTESTED] (ScienceDirect)

Your DNA being somewhere is not evidence you were there. It is evidence
your DNA was there.
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The thing underneath all of it
Awidouaglaanunil

Now the finding that reorganises the chapter.
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Itiel Dror took latent-print examiners and re-showed them pairs of prints
they themselves had judged, confidently, about five years earlier. This time
the prints came with biasing context — for instance, that the suspect had
confessed. Two-thirds of the examiners changed their decision. The prints
had not changed. [ESTABLISHED] (Dror, Human Factors in Forensic Science)
TH
ltiel Dror tongaeiifiefigasefigaiatsihiieudunssdnduliosesreiula
dlouszanaiUneu nduanliaudugdnads asmilasihiiewmieudoya
viuniitninend — iwu Mfdesasduansnmudi aesluamvesgnsaofige
wWasuFsnRuYaInuLee aeinile lildlUasuae [ESTABLISHED] (Dror,

Human Factors in Forensic Science)

The canonical case is Brandon Mayfield. After the 2004 Madrid train bomb-
ings, which killed 191 people, the FBI matched a latent print from a bag of
detonators to a lawyer in Portland, Oregon. He was arrested. The Spanish
National Police then independently identified the print as belonging to an
Algerian national, Ouhnane Daoud. The US government paid Mayfield two
million dollars.
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The Justice Department's Inspector General identified the mechanisms.
Confirmation bias: verifying examiners, told a match had already been
made, downplayed differences they had themselves noticed. Verification
bias: the "independent" verifier knew the answer before looking. [ESTAB-
LISHED] (NPR)
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A1InUER39N159 IUYDINTENTIERTIIU (Inspector General) szynalale

9ARBUIUAIINTD (confirmation bias): {nsIaaNNINTIYIQNUBNTITUE

Teudn sanmnudrAgvesnnunsnfie i eafysdudu (verification
bias): §n3aNA "Base" FAmaunouaLy [ESTABLISHED] (NPR)

Note carefully what failed. Not the fingerprint method — that is foundation-
ally valid. Not the examiners' competence. The information architecture.
They were told the answer before they were asked the question.
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The fix, proposed by Dror with Thompson, Meissner, Kornfield, Krane, Saks
and Risinger in 2015, is Linear Sequential Unmasking: the examiner docu-
ments a conclusion about the trace before being exposed to the reference
sample or anything about the suspect, and a taxonomy classifies contextual
information by how biasing it is, constraining what may change after un-
masking. [ESTABLISHED] as a published protocol; its field-wide adoption I
could not measure. [ABSENT] (J. Forensic Sci. 2015; LSU-Expanded, 2022)
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IBunfe nsunUanuafuLBadu (Linear Sequential Unmasking) Laue
1w Dror $21AU Thompson, Meissner, Kornfield, Krane, Saks wag Risinger Tu
1 2015 gasrafgaiituiindeasuiisafusessesly deu Tdifiusegnedneds
vsodeyalan Reatudiesasds waziinmsdnmnangirdeyauiunudasyin
Fnmireafunniiesudlu ivesinineglsasuldudalamedeyauda (EsT
aBLIsHED] Tuguglnsinaeaiimeunsuds dauniniluléiiarasns wuda
13l [ABSENT] (J. Forensic Sci. 2015; LSU-Expanded, 2022)

The arithmetic of the whole system
LAVAIAYVDINITSUU

The Innocence Project's fixed dataset of 375 DNA exonerations (1989-2020)
breaks down as: eyewitness misidentification 69%, misapplication of
forensic science 43%, false confessions 29%, informants 17%. [ESTABLISHED]
(Innocence Project)

TH

% a . & Y a v aa =
YAVBUAAINIVD Innocence Project 15899 N1SWUNAAILALDULD 375 AR
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SUASAINLND 29% K [WiUaya 17% [ESTABLISHED] (Innocence Project)
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The broader National Registry of Exonerations counter stood at 3,855 exon-
erations and more than 36,111 years lost when checked on 29 August 2026
— a live figure that will have moved by the time you read this. [ESTABLISHED]
(exonerationregistry.org)

TH

F21IUNINI19N 31904 National Registry of Exonerations a1 3,855 ARTNIWUAA
wagagdelunin 36,111 U ilensiaaeuluiui 29 dmnau 2026 —
Aaavilfunaouet wazazeduludnilionaduiaussvinil [ESTABLISHED]

(exonerationregistry.org)

The percentages exceed 100 because cases carry multiple causes. That is
the real lesson: wrongful convictions are rarely one bad technique. They are
a bad identification, confirmed by a bias-exposed examiner, sealed by a
confession extracted from someone who should never have been inter-
viewed that way. The last of those is not a forensic failure at all, and it has
its own chapter.
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And note the counterweight, because it belongs in the same paragraph. The
first criminal conviction ever secured by DNA — Colin Pitchfork, 22 January
1988 — came out of an investigation that first cleared a man named Richard
Buckland, who had falsely confessed. The technology's founding case is an
exoneration and a conviction in the same file. [ESTABLISHED] (ITV News)
TH
dhnindaenadesedludontinfieatuil aforiadusniidadulddemidue —
Colin Pitchfork Jufi 22 uns1Ax 1988 — snanmsiuaufineunsn wdes
¥1wiie Richard Buckland giiavansamiiio addessweamaluladiluvions

NuRaLaznNIsAnauadlneluniuLReIAY [ESTABLISHED] (ITV News)

The Move — Blind yourself before you look. Before examining any evid-
ence, write down your conclusion about the material in isolation, dated,
before you learn who the suspect is or what anyone else believes. If you
already know, say so in writing and record that your assessment is context-
exposed. This is Linear Sequential Unmasking reduced to something one
person can do alone, and it is the only technique in this chapter with direct
experimental support for reducing error: Dror's two-thirds reversal is what
happens when it is absent.
TH
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What would change my mind: if a large field study showed examiners
working under sequential unmasking produced the same error rates as
those working with full context, the protocol would be theatre. The evid-
ence for it is currently experimental and analogue rather than operational,
and I could not find a field-scale outcome evaluation. [ABSENT]
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CHAPTER CHAPTER 4 — READING THE PILE

EN
Between April and June 2020, French and Dutch authorities read more than
115 million conversations belonging to over 60,000 users of an encrypted
phone network called EncroChat. The downstream result: 6,558 arrests
worldwide, around 900 million euros in assets seized, more than a hundred
tonnes of cocaine, 160 tonnes of cannabis, over 900 weapons. [ESTAB-
LISHED] (Eurojust; Computer Weekly)
TH
mihiduaauazusefuauie L unaunund 115 dudeninu vosg
14971 141 60,000 AL ULLASBYBTNSANILE9TaTe EncroChat Szsinaieu
Wwgunaliguigy 2020 WaTinL: nsdunu 6,558 518 vhlan ningaugn
Sauszana 900 d1ugls TawauninFessu fywn 160 fu 9195097 900 Tu [E
STABLISHED] (Eurojust; Computer Weekly)

EN

The following March, the same pattern with Sky ECC: over 160,000 ac-
counts monitored, more than a billion messages accessed, around 10,000
arrests, 121 tonnes of drugs. [ESTABLISHED] (Eurojust annual report 2021)

TH

Sky ECC gsauinulunauiiunaudaun: ilfaniudydnii 160,000 Uy
Y = 14 1 d! L ¥ ¥ L5 a

WWIAUBANNTT NHaRRAIUYEAIN JUNNUTENA 10,000 518 BUANRARA

121 $1u [ESTABLISHED] (Eurojust annual report 2021)
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EN

Now the correction that must travel with those numbers, because it is the
most commonly abused fact in this entire field: the breakthrough was not
artificial intelligence. It was a technical intrusion into a network — a hack-
ing operation. No model broke the encryption.
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EN
What machines did was everything after. A billion messages cannot be read
by people. Triage, entity extraction, keyword and link analysis at that scale
is automated or it does not happen. So these operations are legitimately
evidence that automated processing changes what is investigable — and
they are not evidence that Al catches criminals. Anyone who cites En-
croChat as an Al success is either confused or selling something.
TH
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EN
This chapter is about drawing that line precisely: what a machine actually
does to a stack of case material, and what it categorically does not.
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The claim you will hear, and its grade
dodneninaazlagu uazinsnvesdiy

Bedfordshire Police seized around two dozen smartphones in a fraud
investigation — 1.4 terabytes of data. An Al system reportedly read and
translated more than 100,000 messages in a single day, work said to have
otherwise taken months or years. Six men were convicted over a scheme
that took £800,000 through more than 3,000 cashpoint withdrawals. The
system is named Nectar and it is supplied by Palantir. [CLAIMED] (IBTimes
UK)
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frsrauanesatusinauninlnulssanagalualunisduaiunnaelng —

Joya 1.4 mslua ds1e9uinszuu Al erusazuladanuld unnnda

100,000 FaaruluFuiiys uiinanfuiunidgesddnanduieuniodul
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Bun 3,000 A%s szUUETE Nectar USHW Palantir \Jugdam [CLATMED]

(IBTimes UK)

The convictions are real. The volume claim and the counterfactual timeline
are police self-report via press, and [ found no independent verification of
either. Nobody timed the alternative.
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The same platform, examined by journalists, integrates around 80 data
streams and touches 11 categories of special-category personal data —
race, sexual orientation, political opinion, health, sex life, trade union mem-
bership. Bedfordshire Police and Palantir respond that it aggregates data
already lawfully held and adds no predictive layer. Senior MPs and Amnesty
International describe it as indiscriminate mass surveillance with
inadequate oversight. [CONTESTED] (Liberty Investigates)
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Investigates)

Both things are true about the same product in the same year. That is nor-
mal in this field and the book will not resolve it for you. What it will do is
insist you notice which grade each sentence carries.
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What the machine actually does

a o t!l [ o Y a
ﬁ\i‘l/llﬂ'iﬁ]\‘ﬁ]ﬂi‘l/l’lvlﬂﬁix‘l

Strip away the marketing and a language model applied to investigative ma-
terial does five things well. All five are unglamorous. All five are real.
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It translates. Case files, chat logs, and scam scripts in a language the in-
vestigator does not read become readable. For Thai material specifically this
is not a minor convenience — it is the difference between a corpus being
searchable and being a wall.
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It extracts. Given ten thousand free-text complaint narratives, it pulls the
structured entities buried in prose: account numbers, phone numbers, LINE
identifiers, wallet addresses, company names, the URL the victim was sent.
These exist in the record already. They are simply not in fields, which is why
no database query can reach them. This is the single highest-value task in
the entire chapter, and everything that follows depends on it.
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It normalises. The same bank account written six ways, the same phone
number with and without country code, a company name transliterated dif-
ferently by four officers. Making these agree is tedious, mechanical, and
exactly what machines are for.
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It clusters. Given normalised entities plus the language of the narrative it-
self — the phrasing scammers reuse, the story structure, the promised re-
turn — it groups reports that resemble each other. Not "solves." Groups.
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It summarises. Two hundred complaints become a page a human can hold
in mind. This is where hallucination risk is highest and where the chapter's
warning lives.
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What it does not do

[
S

Aansiulsivia

It does not decide. A cluster is a hypothesis about which files belong to-
gether. Treating such an output as a conclusion is the single failure mode
behind every documented disaster in this field.
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It does not testify. No model's assertion is evidence. The evidence is the
underlying document the model pointed you at, obtained and preserved
under a documented chain of custody. A summary is a finding aid, not an
exhibit.
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It does not know what it does not know. A model asked to summarise two
hundred complaints will produce a summary of two hundred complaints. It
will not tell you that the three hundred most relevant complaints were
never filed because those victims did not report.
TH
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And it will invent. In November 2025, West Midlands Police used Microsoft
Copilot to compile an intelligence assessment before a football match. The
model fabricated a prior fixture between Maccabi Tel Aviv and West Ham
that had never taken place, and the invented incident went into the docu-
ment used to justify banning Maccabi Tel Aviv supporters from attending.
Police initially denied the Al was at fault, then conceded it. The force with-
drew Copilot access; its chief constable resigned in January 2026. [ESTAB-
LISHED] (The Register, 19 Jan 2026; The Register, 28 Jan 2026)
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WABUNNFIAN 2026 [ESTABLISHED] (The Register, 19 Jan 2026; The Register,
28 Jan 2026)

Reporting at the time indicated that only eight UK forces had confirmed
Copilot may not be used in investigative or intelligence work; at least 21
continued using it. [ESTABLISHED] (ResultSense)
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Read that last pair of numbers as the real state of the art. A general-purpose
assistant invented a fact that changed a policing decision, the failure was
public and career-ending, and most forces carried on.
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The rule that follows
ANNAIUN

There is a discipline that makes all five useful capabilities safe, and it is one
sentence:

TH
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> The machine may only produce pointers, never assertions.
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Every output must resolve to a document you can open. A cluster is a list of
case numbers. A summary is a set of quotations with file references. An ex-
tracted account number is a span of text in a specific complaint. If an out-
put cannot be traced back to a source document, it does not leave the ma-
chine.

TH

nadwsynTudasdudouludaenarsiinandagld ndunilsdesonmsnunsiay
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This is not caution for its own sake. It is what makes the work checkable by
someone who does not trust you, which is the only kind of work that sur-
vives a courtroom or a hostile review. It also happens to eliminate the hallu-
cination failure mode structurally rather than probabilistically: a fabricated
fixture has no source document, so it never passes the gate.

TH
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Note that the West Midlands failure would have been caught by this rule at
zero cost. The invented match had no citation because it had no source.
Nobody looked.
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Where the honest evaluations are

dld = ] tsl 1
‘VI‘INﬂ"IS‘US%LZJ‘L!NGBEJ'N“UGFIS\‘I’E]Q

If you want to know whether models genuinely help investigators, the state
of evidence in August 2026 is thin and I will not dress it up.

TH

ADUTVDINANFIU A LHOURIMNIAY 2026 H3U19LUN AIRAIBEINTIIMUUTIABY
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regavaulaasmseli tufsAneu wasnuazliusufuliiugandmdu

The UK College of Policing is running a formal evaluation of an Al assistant
called CoPA, built on Azure OpenAl and restricted to College of Policing,
CPS and gov.uk sources, piloted at Greater Manchester Police and British
Transport Police. The project started July 2025 and was due to complete
March 2026. No results were published as of this writing. [ABSENT] (Col-
lege of Policing)

TH
INYELAITIENTIVDIUNNS (UK College of Policing) Aindauseiiiugae
Al %8 CoPA agnatlumienis szuuilad1auu Azure OpenAl Srinunasdoyal’
7 College of Policing, CPS uag gov.uk 111 115890615291 SALM DS
WHULBALMBSIAZANTIAVUAISING Y 1ATINISISURBUNTNA AN 2025 ANUA

[4 < = = o [y Y ] A a g
udasaReuiunay 2026 delaifinadws lawweuns a1 1nariidouil [ABSENT
1 (College of Policing)
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So the position is: a controlled evaluation exists and has not reported;
meanwhile an unevaluated general-purpose assistant is in use at more than
twenty forces and has already caused one documented harm. That is the
actual landscape. Anyone describing it as settled in either direction is not
reading it.
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The Move — Demand a citation for every machine-produced sentence.
Configure whatever tooling you build so that no output is emitted without a
pointer to the source document and the exact span it came from, and re-
fuse to act on any sentence that lacks one. Apply it to your own summaries
too. The rule is trivial to implement and it converts the dominant failure
mode of language models from a probability into an impossibility.

TH
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What would change my mind: if the CoPA evaluation, or one like it, showed
that citation-gated assistance produced no measurable improvement in in-
vestigator accuracy or speed against a control, then the five capabilities
above are a story I find plausible rather than a benefit anyone has demon-
strated. As of August 2026 that evaluation has not reported, and I am expli-
citly writing this chapter on a promise rather than a result.

TH
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CHAPTER CHAPTER 5 — LINKING

EN

Five hundred people are defrauded by the same operation. Each of them,
separately, walks into a station or opens a website and files a report. The
system now holds five hundred cases.

TH
AunsauALgnnalnufgInuraen urazaudsiudaaisinsanselaiu
T uaudenuveRie neuilssuviionneginiound

EN
It should hold one.

TH
U I Y a A
dumshalinfLfen

EN

The gap between those two sentences is the largest single inefficiency in
the enforcement of online fraud anywhere in the world, and closing it is the
one task in this book where a machine is unambiguously better than more
staff. This chapter is the mathematics of closing it, and the mathematics
turns out to be fifty-seven years old.

TH
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The criminal's structural weakness
Qm'éauLﬁ‘ijﬂmaa%ﬁwmawmﬂns

Start with why this is possible at all.

TH

Suanivinluisesiitaduldlanausinsn

Fraud at industrial scale requires reuse. The same mule account receives
from many victims. The same phone number is dialled from. The same LINE
identifier, the same wallet, the same landing page, the same script — be-
cause writing a new script for every victim costs money, and the entire
business model is volume at low unit cost.

TH
n1saelnesERvenamnssudedldyn Uayddferiuiuduainmtevalsau
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The formal description of exploiting that: entity resolution works precisely
because organised fraud recycles identity information, and it proceeds by
federated matching across exact and approximate — fuzzy — comparisons
of that recycled data. [ESTABLISHED]

T
fesuneiBegUisvesmsiiussleninnqaduilegudn: nrsdsanudi i
Tamsensselnaidanadussdnsihdouaseysnunduunldsh uasiu
suiiuludremsiuguuusiugud drunmsiuisuiisudeyafignldtndu i
WUUASIYNAINYIHATIUUUTENIA — ARULASE [ESTABLISHED]
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The criminal's efficiency is the investigator's handle. Everything below is
machinery for gripping it.

TH
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Fellegi and Sunter, 1969
Fellegi uag Sunter, U 1969

In 1969 Ivan Fellegi and Alan Sunter published the formal theory of probab-
ilistic record linkage, and it remains the foundation of every automated
linking system in use.

TH

11U 1969 Ivan Fellegi uag Alan Sunter finung i BegUtsvaIN1IUe
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The setup: take two records and compare them field by field — name agrees
or not, date of birth agrees or not, address agrees or not. That pattern of
agreements and disagreements could have arisen in one of two ways. It
could be a true match, in which case each field agrees with some
probability (the m-probabilities: real matches still disagree sometimes, be-
cause people misspell names and transpose digits). Or it could be a true
non-match, in which case each field agrees with some other probability
(the u-probabilities: unrelated records still agree sometimes, because plenty
of people share a birthday).
TH
Tanddeduduuuuil: thsefoudesenisuiisuiufiazilad — Temseiu
v3olal YuRanssiunieli fiogaseiuviell sUuuuvesiladfinsuay linss
tudntuldanaemiavint mausn fudu N153UATY Uazusiasiannss
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Their fundamental theorem: the optimal linkage rule is a likelihood ratio
test on the comparison vector. Compute how much more probable this ex-
act pattern of agreements is under "match” than under "non-match," and
that ratio is the whole of the evidence. Bayes' rule then converts it into a
posterior probability of matching, using the prior prevalence of matches in
the data. [ESTABLISHED] (Splink documentation, UK Ministry of Justice; Lin-
acre, the mathematics)

TH
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TABLISHED] (t@n@s Splink, ﬂizmaqqassiuamwmm’ﬁ‘fﬂs; Linacre,
adinAansitomas)

Now look back at Chapter 3.

TH

dounauluguni 3
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The modern standard for reporting forensic evidence is that the expert
gives a likelihood ratio: the probability of the observations under the pro-
secution's hypothesis divided by the probability under the defence's. Not a
probability of guilt. A ratio between two explanations. The format exists
specifically to block the prosecutor's fallacy and its mirror image. [ESTAB-
LISHED] (arXiv 2502.03217)

TH

wasgrutiagiurasnssenuneundng usiRInetmansae fideivnny
T Sasdaunnzinesiiu: munienduvesdidunaldnelfauudgm
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vaInuin 1usnsdusEniAesuIgde Uy gﬂLLUUﬁﬁ‘ﬁULﬁ@ﬁﬁﬂ
WANAIUATISENITHAEA WAL VIDUNAUVRIIULAYANIE [ESTABLISHED]
(arXiv 2502.03217)

It is the same object. A fingerprint examiner evaluating a mark and an al-
gorithm deciding whether two fraud reports describe one operation are
performing the identical mathematical act: comparing how well two com-
peting explanations account for what was observed. Fifty years and two
disciplines apart, one structure.
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That is not a pleasing coincidence. It is the reason the discipline of Chapter
3 transfers directly to the machinery of Chapter 5 — including the discipline
about what a likelihood ratio may not do.

TH
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What a likelihood ratio may not do

AI [ 1 @ o v v
Anoansrdruniazurandurinlila

The forensic literature is strict about this and the strictness must come
across into linking work.

TH
I3IUNTTUNNTAINYIANAASTUIINAUIF B9 WAaTAIUTNINUUADITIUNNG
NuUTaNlYIARnIY

There is a hierarchy of propositions, formalised by Cook, Evett and col-
leagues, running from narrowest to broadest: sub-source (the DNA came
from this person), source (the semen came from this person), activity (this
person had intercourse with the complainant), offence (this person commit-
ted rape). A likelihood ratio is only meaningful once you fix which level you
are addressing, and reporting a source-level ratio as though it answered the
offence-level question is a known and serious interpretive error. [ESTAB-
LISHED] (Cook et al. 1998; Evett et al. 2000)
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h_

9N13 Vl,aﬂ]’]ﬂLLﬂUVlﬁﬂvL‘lJﬂ’J’NVlﬁﬂ svﬂumm'nmamm (DNA ummﬂﬂuﬂu
i) seduumasian (maqaummnﬂuﬂuu) sydunsnsEI (AuALiTine
Auiusiudidemne) sefuanuiin (auauiidemnuudu) Samdwnnising
Dulenumnedseiiemuuntaudaindidmeuseaula steaudnsiau
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ﬁmwﬁi’ﬁﬂﬁuﬁl,l,az%'ﬂmLsa [ESTABLISHED] (Cook et al. 1998; Evett et al.
2000)

Translate the hierarchy into fraud linking, because it is exactly as necessary
here:
TH
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Level The proposition your model is actually testing
Sub-source  These two reports contain the same account number string
Source The same bank account received money in both cases
Activity The same person or group operated that account in both cases
Offence The same criminal network committed both frauds
TH
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A clustering algorithm answers the top row. It is routinely reported as
though it answered the bottom. A mule account can be resold. A phone
number can be recycled. A scam script can be copied by an unrelated gang
who found it in a Telegram channel. Every step down that table is an addi-
tional inference the model did not make and cannot support.
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Write the level on the output. If a system reports "these 340 cases are one
network," it has stated an offence-level conclusion from sub-source evid-
ence, and the person who wrote it does not know what they built.

TH
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There is a second thing that must be written alongside the level, and it is a
different kind of thing from either the level or the ratio: the status of the
link. A likelihood ratio expresses how strongly the evidence favours one
explanation over another. It cannot express that there is no evidence — a low
ratio and an absent one are not the same claim, and a system with one
number for both will report ignorance as innocence. That distinction has a
formal history going back to Lukasiewicz and Belnap, at least one docu-
mented disaster attached to it, and a schema decision that follows from it.
It is worked out in the appendices.
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The courts have already pushed back once
ANALAYANAUNILAINSINTY

In 2010 the England and Wales Court of Appeal considered a footwear-mark
analyst who had used a standardised likelihood-ratio scale to express a
"moderate degree of scientific evidence" that a particular pair of Nike train-
ers made the marks. The court held the testimony should not have been ad-
mitted, and said forensic scientists should not use mathematical formulae
such as likelihood ratios where no firm statistical database exists to un-
derpin the numbers.
TH
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The judgment explicitly preserved probabilistic reporting in DNA, where the
population-frequency databases are robust. Its scope is narrow on its face.
It has nonetheless been widely cited as a general judicial rejection of
Bayesian reasoning, and the forensic-statistics community's published
response argues the court's language outran its intent. [CONTESTED] (Rv T
position statement; bibliography of responses; Kaye, Likelihoodism,
Bayesianism, and a Pair of Shoes)
TH
fimmnwiisnsnsmsnudsanninzdulunsd DNA Tedredaieu
mezgmﬁagammﬁﬂszmﬂﬂuﬂszﬁﬁuﬁum vaulwAvassiuuAUIiias LAY
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T; Uismmﬂsmmﬁmau‘lﬁ; Kaye, Likelihoodism, Bayesianism, and a Pair of
Shoes)

The operational lesson for anyone building a linking system is direct: your
m- and u-probabilities are the statistical database. If you cannot say
where they came from — estimated from labelled data, derived from ob-
served frequencies, or guessed — you are in exactly the position the court
objected to. A number with no provenance is not more scientific than an
opinion; it is an opinion that has been made harder to challenge.
TH
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Crime linkage as an existing discipline
m'smauimnﬁ’lumuumammuaﬂu,m

None of this is new to policing, which is the good news and the news that
punctures any pitch built on novelty.
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The field is called crime linkage or case linkage; in the United Kingdom it is
comparative case analysis. It has decades of behavioural-science literature
behind it, distinguishing proactive linking — trawling a database of unsolved
crimes for series nobody has noticed — from reactive linking, testing
whether specific unsolved crimes attach to one case of interest. [ESTAB-
LISHED] (literature review, ScienceDirect)
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It also has an honest problem. Human agreement on linkage judgements is
poor: one study of Canadian police officers coding linkage scenarios found
only 38% agreement for homicide and 25% for sexual assault. [ESTAB-
LISHED] (same review)
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That figure is the strongest argument for automation in this book. Not that
machines are clever — that the human baseline being replaced is barely
better than noise.
TH
o gj = v ¥ v dl U 1 dl o U L AN v A 1 dg, 1
flaviuAevola u,emwuunLLuqummmUizUUam‘lumﬂ,uumaaLauu il
INS1ZIATBIINTRAN — INsIzidugIuuYwdninazgrununtuunulialy
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The state of the automated art, honestly reported:

TH

an1uzvaInNAlUlag on LR lLIUL S189UNUNS:

* The standard method has been logistic regression on modus-operandi
features. A 2025 paper tests regression, sampling and machine-learning
alternatives explicitly against the UK policing Al Covenant's explainability
and transparency requirements, demonstrating a more explainable model
on a 361-victim romance-fraud dataset in which the true linkage status
is unknown. [ESTABLISHED] that the work exists; it is an arXiv preprint and
[ did not confirm peer review. (arXiv 2510.03730)
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https://arxiv.org/abs/2510.03730

» Separate work proposes a Siamese autoencoder for high-dimensional,
sparse crime data, tested against the National Crime Agency's ViCLAS vi-
olent-crime linkage system. A methods paper, not a deployed evaluated
tool. [ESTABLISHED] as research. (arXiv 2511.07651)

* No published field evaluation showing that automated case linkage im-
proves clearance, conviction or recovery outcomes in fraud. [ABSENT]

TH

- BumsguAe nsanassladann uuAENYIEFULUUNSNBLAR MUV
2025 FUNTINAFADUNIWABNNINISONDDEY N5EUMBEN LA LUYTULASUTS
TaeiguiudafirnuaaiualNaIuIsalunisasSuleazAulusalavas UK
Policing Al Covenant aginatiniau wansliiiulunaiasurglanniiuy YA
v ay e A = & A v oa '
doyannae lnalsuaugniiige 361 518 Yaaaruzn1sidonlasiuriasaly
\Uuins v [ESTABLTSHED] 19uideiiflogase usidunsusudiuu arXiv uaz
nuladldgududnrunisnuniulaegnsiaaral (arXiv 2510.03730)

- uBnfunilaaus Siamese autoencoder dwiuteyaavanssuiifiifas
uagnszdanszane naaeufusruULTeuTosaRa1 TN VICLAS
484 National Crime Agency 1UUUNAMULTIEANT "I,m”lszil,ﬂ%"mﬁaﬁgﬂﬁﬁvlﬂ
Tgaua3anazUseiliunaudl [ESTABLISHED] Tugnugauide (arXiv

2511.07651)

= a dld a o Id! 3 dl =
« laifin1sUseiuNanIAAUIUNANUWLNE NS BInan9IIn15TauTaenn
SRlUIRYIUNUTATIUAAA DMNIINITARAUANINY HIDHAANSNISISunAY
nsndaulunfaslng [ABSENT]

Note the last line carefully, because it applies to any proposal you make. The
mathematics is sound, the human baseline is weak, the research is active —
and nobody has yet demonstrated the outcome.

TH

aussvinannelin szsiuldiudeiaueln q Naauaviaue adamans
WL Euguywdsauue 1uddeaiauiued — wasdilitlasuans
HAAWS LWL
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The other kind of linking, which is already running
n1sidoulesdnuuunils NAMasinausguan

There is a system in Thailand that performs linkage at national scale today,
and it is financial rather than investigative.

TH
fissuunildlulssindlnen@enlosluszauussinaaguailuiuil uazdudu
seuuaun1siu llydunisduanu

The Central Fraud Registry is a shared interbank database: a person
flagged at one institution has accounts suspended across all of them and is
blocked from opening new ones. Built through cooperation between the
ministry, the central bank, the anti-money-laundering office and the
bankers' association. [ESTABLISHED] (Nation Thailand)

TH

Central Fraud Registry Aagudayasansgninesunans: yanafigninsedi
antunilagnazfudaylunnanitu uasgniulilhdadny @l fuaietu
1INANUTINLBIETNINNTENTN 5UIANSAAN drdnaulesiuuazusiudsiu
ANSWONRU LAZAUIANSUIAS [ESTABLISHED] (Nation Thailand)
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https://www.nationthailand.com/business/tech/40069582
https://www.nationthailand.com/business/tech/40069582

That is entity resolution deployed in production, on the money rather than
on the narrative. The gap it leaves is precise and worth naming, because it is
where work remains: the registry links accounts. Nothing yet links the stor-
ies — the free-text account of what the victim was told, who contacted
them, what the script was. Those narratives are the only record of the hu-
man operation behind the accounts, and they are sitting in prose,
unstructured, unsearched.

TH

& I gu ’é t:l k4 a ¥ a 1 dl 1 1 1 dl L é’ ¥
HuAeNISYRIIUEINIEUITMAT vuiu lulvuwsean Yesineiduineld

U 1 dl dl = 1 a’l = d’l dl o/ =~ 1
TALULALAITBETE INTIENUTaeagnsIlY: Neilouiiweules Uayd §9ly
fiezlsweuled 5aaan — dernudaseiiveninutiognuanaels lashndoun
ansUAluegnsls SeaannaniufetuiinfeivesufiRnsuyednegna
UnyUmaniu wazdivueuegluguieeu lifilassads limegnau

That is the opening. Not a replacement for anything that exists. The layer
nobody has built on top of the layer that already works.

TH
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& A ' ’~ a Aa 1 Y v A Y Ao ' P% & a
uufeveula lulydmeaunuezlsidegudi dunetundilidlasasng vugun
hauldagudn
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The Move — Write the proposition level on every link. Whenever a system
or a person asserts that two cases are connected, record which row of the
hierarchy the evidence supports: shared string, shared account, shared op-
erator, shared network. One line, in the file. It costs nothing and it prevents
the single most consequential error in linkage work — carrying a sub-
source finding into an offence-level claim, which is how a resold mule
account becomes an accusation of running a syndicate.

TH
visedrun — Weuszavvastatauamiiulivunnnisieulss Wislan
sEUUMSaYAAaNa1aTInaesrfwenlesiu Tidunindmangunyuuaila
YOIFAIRUYU: ANFITINAU UyT39uAU HAIUANTINAY WIBLATEUNLTIUA Hile
ussin TulWd dulifidunu wasduduanudanainidinainausaigaines

< o < = o v w YR : 1o & v
niaufglunugenlenn — indaAunuseauandurasian lvastude

NA1791952AUAINURA UUADISTIUTTNTIanvIesanatududana1nnin

v U

aiiunsilussAnsenvanssy

What would change my mind: a field evaluation showing automated linkage
improved case outcomes would move this chapter from mathematics to
evidence. Equally, a study showing that machine linkage agreement is no
better than the 38%/25% human baseline would gut it. Neither exists. This
chapter currently rests on a sound formalism and a weak comparison class,
and I would rather say so than imply more.

TH
azlsagvilvinulasula: n1sussfiunrauunuananIsioulesan lugis
o L% Y o ddc’; d'l c’lj a 1 % LY U
ilinaanwsvesnfnau azdeuunilannadaansluguangiu Tunendunu
AsAnNYINAAIIIANUTIUASIAUYBINSanlusmeAsosdns iR lunIdy
FIUNYBEN 38%/25% aziianeuniias §elaiiinsaesegne unilluneuiine
VUFUTBNLULRUILEZNGUUSHUTEUTNISDULD LATHUYNWALUULASI q And1
vandutiyiniuinadntu
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CHAPTER CHAPTER 6 — WHERE THE MACHINE HAS BEEN WRONG

This chapter pays for the last two.

TH

UNUADIIANVDIADIUNNDUNLN

The pattern that follows is the most useful thing in the book, and it is worth
stating before the evidence rather than after: in every documented case be-
low, the software did approximately what it was built to do. It returned a
candidate. The harm came from a human treating the candidate as an an-
swer. Not one of these is a story about a computer being stupid.

TH
ganawaIslunnnsaintuiinlinuarvinnulalndidesiundugnasnaun tude
sUsuuniiUszlesingalunisdoduil uazasyanounangiu lilunas
nangu duAuAIdeNaNUMEN MINdsaIianouNYRESUAABNTY
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Judmeu liinsallvuluiiluiFesmaununesl

Prediction
ANSNEINsal

Geolitica, the renamed successor to PredPol, sold place-based crime fore-
casting to police departments. In 2023 the journalists at The Markup
audited roughly 23,600 predictions made for Plainfield, New Jersey, against
crimes subsequently reported.

TH

Geolitica Aie PredPol Tudeln vieusniswennsalensanssuBanuitly
®UIB91UA1923 U 2023 1211984 The Markup AS1980UANEINTAIST?
23,600 s1en157iszuuyinlilsidies Plainfield 5 New Jersey iisufu
oMwyINTSUTR AT U
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Fewer than 100 matched — a success rate below 0.5%. Arrest rates in pre-
dicted areas were unchanged whether or not a prediction had fired that
day. [ESTABLISHED] (The Markup; methodology)

TH

[ 12 [ o & 5 1 1 Y L ad
nseruliifia 100 57815 — 8r5IA1NANTIRINDT 0.5% SnsrdunNTuNuAN
gnwensainbisneiu lddndutuezlidwennsaloanumselad [ESTABLISHED]
(The Markup; 521U8U35)

Earlier, RAND ran one of the first controlled tests of place-based prediction
in Shreveport, Louisiana, and found no meaningful reduction in property
crime against matched control areas. [ESTABLISHED] (RAND, via R Street)

TH

v & ¢ a é‘l a =l 1 13 &
ABUNTIUL RAND NA@UNISWEINTAITINUNLUUINGUAIUANTUATILTN ¢
Miing Shreveport 5§ Louisiana wazwuinenvyinssuneningdulilaanas

1 S v o w dl = [ tg dl n:lu v ¥ 1
aglitydAgyllaisuiunuiauAuNTUA ) [ESTABLISHED] (RAND, WU R
Street)

The Los Angeles Police Department used PredPol from around 2011. Its own
Office of Inspector General concluded there was insufficient data to show
the tool reduced crime — after eight years, the department could not
measure its effect. LAPD dropped it in 2020. [ESTABLISHED] (MuckRock;
GovTech)

TH
nsus1sa9aeawewadd (LAPD) 14 PredPol dauss1il 2011 wasndsannuunl
nsufanavesiulild drdineugnsanisialy (Office of Inspector General)
ﬁumnsuLaqasﬂawaua"Lstaawu,am:nLﬂsmuauamawmﬂiiu LAPD 1anld
Tu 2020 [ESTABLISHED] (MuckRock; GovTech)
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https://themarkup.org/prediction-bias/2023/10/02/predictive-policing-software-terrible-at-predicting-crimes
https://themarkup.org/show-your-work/2023/10/02/how-we-assessed-the-accuracy-of-predictive-policing-software
https://themarkup.org/prediction-bias/2023/10/02/predictive-policing-software-terrible-at-predicting-crimes
https://themarkup.org/show-your-work/2023/10/02/how-we-assessed-the-accuracy-of-predictive-policing-software
https://www.rstreet.org/commentary/what-works-in-american-policing-part-6-predictive-policing-promise-pitfalls-and-the-limits-of-algorithmic-forecasting/
https://www.rstreet.org/commentary/what-works-in-american-policing-part-6-predictive-policing-promise-pitfalls-and-the-limits-of-algorithmic-forecasting/
https://www.rstreet.org/commentary/what-works-in-american-policing-part-6-predictive-policing-promise-pitfalls-and-the-limits-of-algorithmic-forecasting/
https://www.muckrock.com/news/archives/2019/mar/12/algorithms-lapd-predpol/
https://govtech.com/public-safety/LAPD-Pulls-Plug-on-Another-Data-Driven-Crime-Program.html
https://www.muckrock.com/news/archives/2019/mar/12/algorithms-lapd-predpol/
https://govtech.com/public-safety/LAPD-Pulls-Plug-on-Another-Data-Driven-Crime-Program.html

Eight years of operational use without a measurement. Remember Chapter
2's Move: ask for the denominator first. This is what its absence buys.

TH

TFauasadad lufinnsinnadnase 31vnuseanuni 2 13: anunisdiunau
A a a S X v

AadANnIs llfiddudouln

Prediction about people
A1SNEINSAlAYINUAIYAAS

Chicago's Strategic Subject List scored individuals for their risk of involve-
ment in gun violence. RAND, contracted to evaluate the 2013-14 cohort,
found that people on the list were neither more nor less likely to become a
shooting victim than a matched control group. RAND also found the pro-
gramme lacked clear guidance on what an officer should actually do with a
name once it appeared — the instruction amounted to "take action." The de-
partment contested the finding. The programme was decommissioned as
grant funding ended and was confirmed dead in January 2020. [ESTAB-
LISHED] (RAND; Chicago OIG)

TH

Strategic Subject List va33anInlinzuuuanuidssneyanainasidily
WINUAUAIUTULTIRIND15UN RAND Sudneuseiliungusiagnet 2013-14
waznuiaulusietelildilemaundunietosasinzanilumbensts
dleiisufunduaiuauiidugly RAND dswuiilassnislifivuamiedaaudn
thitensvineglsfudeiinatum — Adsdud “Tiduiuns” nsusse
THudanail Tnssnsgnuanilounuativayuun wagldunsdudiuingiuda
Tuiauuns1Au 2020 [ESTABLISHED] (RAND; Chicago OIG)
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https://www.rand.org/pubs/commentary/2016/09/cpds-heat-list-and-the-dilemma-of-predictive-policing.html
https://igchicago.org/2020/01/23/oig-releases-advisory-on-the-chicago-police-departments-predictive-risk-models/
https://www.rand.org/pubs/commentary/2016/09/cpds-heat-list-and-the-dilemma-of-predictive-policing.html
https://igchicago.org/2020/01/23/oig-releases-advisory-on-the-chicago-police-departments-predictive-risk-models/

LAPD's Operation LASER, built on Palantir Gotham, targeted "chronic of-
fenders." The department's Inspector General audited it in 2019 and found
that almost half of the people on chronic-offender lists had zero or one vi-
olent-crime arrest, that around 10% had no recorded quality interactions
with police at all, and that training was informal and varied between
divisions. LASER was shut down that year. [ESTABLISHED] (Courthouse
News)

TH

¥

Operation LASER w83 LAPD @319uu Palantir Gotham waggjailnluin "¢
oa %X o, v & o a oA

nseviRngL3e5Y" Insianisinluvesnsunsivaeudulul 2019 wuinfeu
aswmilswesnulusietegnszvinlingnisesudiuseiRdunuainuguusadu

o d! 3 a o ao v saa % o L 2/
AUINIaNIASI 517 10% Lifiujdunusniauniwiusisiatuiinliae uay
nsinausuldidunams arsiulumuusaziun LASER gnUaluluuies [Es
TABLISHED] (Courthouse News)

And in New Orleans, a Palantir deployment ran from 2012 to 2018 without
the city council or the public being told, structured as a philanthropic gift
specifically to avoid public procurement review. No efficacy evaluation was
ever published. [ESTABLISHED] (The Lens; ACLU)

TH

wariiineadaud szuuvad Palantir iuleSasRaustl 2012 4 2018 Tnoann
Wiosnazanssauulil ﬂugﬂﬁ'ﬂguLf]usuaaﬁuﬁfzyl,ﬁamsqﬂa \elAgInIs
asvdeuNsIndedadaniasslaang linefinswmeunsuaussidu
Usz@NSWalay [ESTABLISHED] (The Lens; ACLU)
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https://www.courthousenews.com/audit-finds-lapd-predictive-policing-programs-lack-oversight/
https://www.courthousenews.com/audit-finds-lapd-predictive-policing-programs-lack-oversight/
https://www.courthousenews.com/audit-finds-lapd-predictive-policing-programs-lack-oversight/
https://thelensnola.org/2018/10/24/months-after-end-of-predictive-policing-contract-cantrell-administration-works-on-new-tool-to-id-high-risk-residents/
https://www.aclu.org/news/privacy-technology/new-orleans-program-offers-lessons-pitfalls-predictive-policing
https://thelensnola.org/2018/10/24/months-after-end-of-predictive-policing-contract-cantrell-administration-works-on-new-tool-to-id-high-risk-residents/
https://www.aclu.org/news/privacy-technology/new-orleans-program-offers-lessons-pitfalls-predictive-policing

Across all five: no independent evaluation found any of these tools
working as advertised. In three of the five, the finding directly preceded
discontinuation. That is not a selection of failures — it is what the inde-
pendent evaluation record for predictive policing contains.
TH
wavnnsdl: lifinsuszifiudasslanuinasesiiomaniivinenldnui
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Identification
N135TYAINUY

Four wrongful arrests, all in the United States, all documented in court
records or settlements.

TH
YUAANIAAI mwmiumsgmmm mwmuuuwﬂ,uLaﬂm‘imama%amﬂaa
gAY

Robert Williams, Detroit, January 2020. Michigan State Police ran security-
camera stills through facial recognition; the system flagged Williams's ex-
pired driver's licence photo. Police built on that with a photo lineup and
nothing else. He was arrested in front of his family and held thirty hours. In
June 2024 Detroit settled, adopting what the ACLU called the strongest po-
lice facial recognition policy in the country: no arrest based solely on a
match or on a lineup that followed one, plus an audit of every facial-
recognition-derived arrest warrant since 2017. [ESTABLISHED] (ACLU)

TH

Robert Williams finsags unsiau 2020 (15725588010 M EeNNE04
2asUadszuvandituni ssuutlungululuduanuneguediadend
A1579RBYERAYINUUAIBNSIS BN WaIERERe) LilezlsBuBn wign
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https://www.aclu.org/cases/williams-v-city-of-detroit-face-recognition-false-arrest

Fusominseuafiuazgnaruauinamdutalug Wousiguisu 2024 Ansosd
gouAy uazduulevnei ACLU Boniwlsunsandiluntivessisei
unndigalulssme: iusunulagedouanadug uien1sGesuniniwdiniy
wanuadugiu uazdesmsaeunnedunnatuiitnainnisaaslunti
Wausil 2017 [ESTABLISHED] (ACLU)

Porcha Woodruff, Detroit, February 2023. A facial recognition match plus a
victim misidentification, no other corroboration, produced a carjacking
warrant. She was arrested eight months pregnant, held eleven hours, ex-
perienced contractions in custody. Charges were dropped a month later.
Her own civil suit against the city was subsequently dismissed — the
wrongful-arrest facts are not in dispute, but her personal remedy failed. [E
STABLISHED] (Washington Post; CBS Detroit)

TH

Porcha Woodruff insass nuaIWus 2023 Hadugainnisandnluni vaniu
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gnNog — ‘U@LVIQQSG’JﬁR]UNﬂGI’JVLMmﬂ’iIGILLEN LLﬂﬂ’]iLEJEJ’JEI']ﬁ’JuGI’J?JmLﬁiﬂil
#1159 [ESTABLISHED] (Washington Post; CBS Detroit)

Nijeer Parks, New Jersey, January 2019. A shoplifter presented a fake ID
bearing Parks's photo. Parks had never held a driver's licence and lived
thirty miles away with a solid alibi. Ten days in jail; case dismissed for lack
of evidence. [ESTABLISHED] (NJ Monitor)

TH

Nijeer Parks 112129538 uns1Ax 2019 Auvlugvadlusuguinsuseanna
Uasuifinguuas Parks Parks liimefiludud endeegisesnluaudulud waz
NUaunrantinuuy AnAnduiu ARQNENINSIUIANENFIU [ESTABLISHED]

(NJ Monitor)
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https://www.aclu.org/cases/williams-v-city-of-detroit-face-recognition-false-arrest
https://www.washingtonpost.com/nation/2023/08/07/michigan-porcha-woodruff-arrest-facial-recognition/
https://www.cbsnews.com/detroit/news/woman-wrongly-accused-carjacking-loses-lawsuit-detroit-police-used-facial-tech/
https://www.washingtonpost.com/nation/2023/08/07/michigan-porcha-woodruff-arrest-facial-recognition/
https://www.cbsnews.com/detroit/news/woman-wrongly-accused-carjacking-loses-lawsuit-detroit-police-used-facial-tech/
https://newjerseymonitor.com/2024/02/01/lawsuit-seen-as-crucial-test-of-police-use-of-facial-recognition-technology/
https://newjerseymonitor.com/2024/02/01/lawsuit-seen-as-crucial-test-of-police-use-of-facial-recognition-technology/

Randal Reid, arrested near Atlanta in November 2022 on a Louisiana
warrant. A detective relied solely on a Clearview Al match to a stolen-cred-
it-card purchase. Reid had never been to Louisiana. The use of facial
recognition was omitted from the arrest warrant affidavit. Six days in jail.
Jefferson Parish settled the federal civil-rights suit for $200,000 in May
2025. [ESTABLISHED] (Biometric Update)
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Randal Reid gndulnauenuaunifioungadinigy 2022 aunungduainsyg

AuTaun Unduendenaduruad Clearview Al liNa9a8191AED ﬁumsgm%amaq

fetnsiashniignalue Reid linglugeidoun nslénsansluniignas1s

nAln1sUsEnaunIedU AnAnvniu e Jefferson Parish sauAIuAf

answaiadlumasguianansdisifu $200,000 Lileiisunguniau 2025 (£

STABLISHED] (Biometric Update)

One failure pattern, four times: an algorithmic match treated as sufficient
grounds for a warrant without independent corroboration. In the Reid
case the tool's involvement was actively concealed from the court. The
ACLU has counted more than a dozen known wrongful facial-recognition
arrests in the US; every publicly identified subject to date has been Black. [
ESTABLISHED] (ACLU)

TH

sUnuUANmRLAE dns: wadugeindanasfiugnioliumaisswadmiy
wunedu Taglifinstududass luafivas Reid unumvaanTasiiognlas
9naalagionun ACLU funisduiiadiannnisanslumiiiduigily
an¥sn Idunnnidunsd dgndunnauiignssysseasisaraudsiuilduau
91 [ESTABLISHED] (ACLU)

That last sentence has a measurable substrate. NIST has tested around 200
algorithms from about 100 developers across more than 18 million images.
False-positive rates differ across demographic groups by up to a factor of
roughly 7,203 — and they do so even on high-quality images, so this is not
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https://www.biometricupdate.com/202506/wrongful-arrest-in-us-linked-to-facial-recognition-error-leads-to-200k-settlement
https://www.biometricupdate.com/202506/wrongful-arrest-in-us-linked-to-facial-recognition-error-leads-to-200k-settlement
https://www.aclu.org/news/privacy-technology/more-than-a-dozen-wrongful-arrests-due-to-police-reliance-on-facial-recognition-technology
https://www.aclu.org/news/privacy-technology/more-than-a-dozen-wrongful-arrests-due-to-police-reliance-on-facial-recognition-technology

an artefact of bad photographs. The highest one-to-many false-positive
rates were for African American women; rates were lowest for people of
Eastern European descent; false positives are also elevated for women,
children and the elderly. False-negative differentials are far smaller, around
a factor of three. [ESTABLISHED] (NISTIR 8280; NISTIR 8429)
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Y1 NIAUOEIU MdaluAuteasglsUuns Tuoen uaskauINaIedegdu
TuEnede 1An UazHEI01Y AUANNYBINARUAILANNTININ BY51IAMWIN [E
STABLISHED] (NISTIR 8280; NISTIR 8429)

NIST's own caveat is the one that matters most here: it measures al-
gorithms in isolation. It does not measure the police workflow around them
— the human review, the corroboration practice — which is precisely where
all four cases actually broke.
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https://pages.nist.gov/frvt/reports/demographics/nistir_8280.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8429.ipd.pdf
https://pages.nist.gov/frvt/reports/demographics/nistir_8280.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8429.ipd.pdf

Fabrication
n1sUaauulag

Chapter 4 told the West Midlands story. It belongs in this chapter's ledger
too, as the only clean, named, dated case of a general-purpose language
model producing a wrongful law-enforcement decision outside biometrics:
a fabricated football fixture entering an intelligence assessment, a ban im-
posed, a chief constable's resignation, and twenty-one forces continuing to
use the tool. [ESTABLISHED]

TH

unl 4 1d11509 West Midlands luuén sfudesegludydvesuniiaae szl
S A ad A oA o 0o Qv

nsalifeINaven e 1iun vaslunaniviaunuseasnnvinlvinuleau

Co £ v a a a ¢ a 1 :9{ ¥

Ganuldnguunadadulatinuenislulewnsnd: dannusaniussdungaidily

Tusrenudszdiugninses mdsiugneen Wutseatesn wazdauidn

igaudsltinsesiiolisio [ESTABLISHED]

The gap | could not fill
sfa919nuy lioraianaula

I searched for a documented case of an Al system producing a wrongful
outcome in fraud or financial crime specifically — a named person wrongly
arrested, charged, or frozen out of their money on an algorithm's say-so. I
did not find one comparable in specificity to the facial-recognition cases. [
ABSENT]

TH
nuAUINsaIiTuinlvessEuy Al finenainwainlunisaslnase

s nssumenisiiulasiawte — auiifidessygniu gndsdom wiegn
favnanduvesieansizsanasiiuven uulinunsalafisiwisifisuwin
nsdionslumiimani [ABSENT]
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This is not a clean bill of health and must not be read as one. False positives
in Al transaction monitoring are extremely common by design — an entire
industry literature exists on "false positive fatigue" The difference is that
the harmed party is usually a delayed or blocked transaction rather than a
person in a cell, which generates no court record, no settlement, and no
journalism. The absence of documentation is a fact about what gets docu-
mented.

TH

flaflolususesntidan uwasiueudueenetiu navinalslussuu

n329@UgINssUme Al wulanalulaeniseanuuu — H55anssuns

QRANMNTINIIAIY "AUMLlesAIIINKAUINAIN" (false positive fatigue) 7
1 I~ g =) L] a 1 = v 1 4 v

ansAeihedemesindugsnssunignuiimsagnseiu Tulvauluiesds

ssnssuliadrsiuiinana laadreniseeuniiu liadreain nisluditenans

q

v = A 4 (3 a 1 v = [ a .g
GuiinAedemaaseineglsgniuiin lalddneslsifadiu

Anyone in Thailand building on the Central Fraud Registry described in
Chapter 5 should read that paragraph twice. A system that suspends a per-
son's accounts at every bank simultaneously, on a flag, is a system with
exactly this harm profile and exactly this documentation deficit.

TH

Taslulszinalnenidsrosenain Central Fraud Registry fiasunaliluuna
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What the regulators did

AmiigeaunInuauana

The response so far, for the record:

TH

L=

| das & v &
AsmevauaLvinNinemaull Tuiinlinsedl:

Where Instrument Effect

EU Al Act Article 5(1)(h) Real-time remote biometric identification in
public spaces for law enforcement prohibited,
with narrow exceptions requiring a
fundamental-rights impact assessment. In
force since 2 February 2025.

EU Al Act, Annex I1I high-risk ~ Many law-enforcement uses — risk assessment,
crime-analytics profiling — become subject to
high-risk obligations from 2 August 2026; full
compliance 2 August 2027.

UK NPCC Covenant for Using  Voluntary principles: transparency, fairness,
Al in Policing (2023), Al human oversight. Signed by all chief constables.
Strategy and Adoption
Playbook (April 2025)

US State law Roughly two dozen states had restrictions by

2025; Montana and Utah require a warrant
before police facial recognition use.

TH
luy sasdie Wa
annnglsy Al Act a5 5(1)(h)  sumsseydeunalulawnsngnialna

wuuissalniluiuiiansisasziitents
Haduldnguane Taeidesniiunay o 7
FosfinsUsviliunansynurednsdy
Nugu Twadeduldfaud 2 nuanius
2025
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NPCC Covenant for
Using Al in Policing
(2023), Al Strategy
and Adoption
Playbook (tuw18u
2025)

ANSIVDIUNANT
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nslgausunstsdulgnguunenane
sULUY — nMsUsefiuaades s
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AwminAu 2026; n1sUfURnmeE LAY
sUwuU 2 #anAu 2027
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Tngimninsisaanau
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s1aedluasgidedninniglul 2025

o

wsuuNUazgAuUR iR adinung
Aranaumn1sazltnisansnlunin

[ESTABLISHED] (EU AI Act Article 5; NPCC Al Strategy; Stateline)

TH

[ESTABLISHED] (EU Al Act 41%151 5; NPCC Al Strategy; Stateline)
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https://artificialintelligenceact.eu/article/5/
https://www.npcc.police.uk/SysSiteAssets/media/downloads/publications/publications-log/science-and-innovation/2025/npcc-ai-strategy.pdf
https://stateline.org/2025/02/04/facial-recognition-in-policing-is-getting-state-by-state-guardrails/
https://artificialintelligenceact.eu/article/5/
https://www.npcc.police.uk/SysSiteAssets/media/downloads/publications/publications-log/science-and-innovation/2025/npcc-ai-strategy.pdf
https://stateline.org/2025/02/04/facial-recognition-in-policing-is-getting-state-by-state-guardrails/

And the independent verdict on the most-cited safeguard: Northumbria
University research in 2026 found that the UK Covenant's "human in the
loop" principle often exists in name only, providing false assurance rather
than a genuine check, and that England and Wales lack any central inde-
pendent body to coordinate Al standards, oversight and procurement
across 43 forces. [ESTABLISHED] (Northumbria University)

TH

uagAdnAudassrammsmstlaosiuiigndafenniige: swAdeves
Northumbria University U 2026 Wu311annis "ugws‘iagﬂ(mwi" (human in
the loop) ¥83 UK Covenant ﬂnﬁaejuﬁi‘(u'ﬁa Tinnuitulavaou q ununns
ATRABUIH wardinquiunadlifimienudaszdunaivszauninsgiu
nsiiugua uaznsingedndnadiu Al limiasausiisai 43 s [ESTA
BLISHED] (Northumbria University)

"A human reviewed it" is the sentence every one of these deployments could
truthfully say. A human reviewed Robert Williams's photo lineup. A human
signed Randal Reid's affidavit. A human put the invented football match into
the intelligence document. Human oversight is not a safeguard unless the
human is structurally able to disagree — which means seeing the underlying
material, knowing the tool's error rate, and having time.

TH

“fayudasromuuda Aeuseloaiiynnisiadsluuninaldlaglailavn wyud
MFITNTUNITLTBILOININYD Robert Williams uywdasunlumlinisves
Randal Reid uywe‘iﬁ‘]uﬂﬂéﬁfm\jmuaaﬁLLda%uaGTuLanaﬂiﬂﬂansaa A15ANY
aualnsuyudlaildumsnistesiu uusuyudautueglusumisilaugald
ssadslaseadng — deldifuteyaduma $SasanuRananveunsesiie
wazdiIan
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https://newsroom.northumbria.ac.uk/pressreleases/ai-in-policing-safeguards-cant-keep-up-new-research-warns-3456318
https://newsroom.northumbria.ac.uk/pressreleases/ai-in-policing-safeguards-cant-keep-up-new-research-warns-3456318

The asymmetry, named
AU liauunsngnasdie

Hold this chapter next to the successes and notice the difference in grades.

TH

Maundiiisuiuanudnsa uaginnsasisivedndls

Failures here are [ESTABLISHED]: inspector-general audits, RAND evalu-
ations, court settlements, NIST measurements, a journalist's audit of 23,600
predictions. Successes are mostly [CLAIMED]: vendor blog posts and force
self-reports.
TH
mwé’umaﬂuuwﬁlﬂu [ESTABLISHED]: msmmaawaapﬁmwmsﬁ'ﬂﬂ 19
Usziliugas RAND msganauludia n1sianaved NIST 115as19daUa)
wensal 23,600 s18A151aeting1 anudusadwlnailu [cLAIMED]: Uden

VOIRUNY LAZIIYIUNNUIBNUTLUAIRAD

That asymmetry does not mean the technology fails more than it works. It
means failure produces adversaries — a person who was jailed, a civil liber-
ties organisation, an auditor — and adversaries produce documents. Suc-
cess produces marketing. If you weigh the two categories by the quality of
their evidence, you will systematically underrate the technology. If you
weigh them by their volume, you will systematically overrate it. There is no
honest way to avoid holding both facts at once.

TH

anyldauunstiululanuainmelulagdumalussnininauls duwda
TIANMUAMKAIAZ1EIBATITIU — AUTIYNTIAN BIANTANSWALLDY B
A58V — HAZHIINTITINASINENENT AUANSETNITNAA Taded
Ussimilieaunmmnangu anezUszifiumalulaganiteseegradussuy
o v a a 1 a 1 [ 1 dl v dl
FageUsuna auazUseilivgininesegiulussuu lulinsgedndnialuuim
1A89n150avaLnssaasl nSaufula
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The Move — Write the corroboration before you act on the match. When a
system returns a candidate — a face, a cluster, a name — record, before tak-
ing any action, what independent evidence would have to exist for the can-
didate to be right, and then go and find out whether it does. Not evidence
consistent with the match: evidence obtained without reference to it. Every
case in this chapter is a case where that step was skipped, and in one of
them the tool's involvement was hidden from the court so the step could
not be demanded by anyone else.
TH
vilszdun — sumsbududeuiinansacdiovmunadug WessuuAus
Goneenin — luntiwilslu nquuilsndgu Fenilsde — Tiiufindeuasiiavin
oglsvsAuimdngudaszeslsfesdioges dudenmiuiesgn udreslunin
fufiesavieli luliwdnguiinenndesiunadug umdundnguitlaulagll
$raBamadugiiuias nansdlluunilfensdiituneuiignitu wazluniansdl
unumveuaiesilegndeuninata tielililasigenfestuneuilldiae

What would change my mind: if an independent evaluation showed a de-
ployed predictive or identification system reducing crime or improving ac-
curacy against a proper control, the balance of this chapter would shift and
I would say so. As of August 2026 the independent evaluation record con-
tains no such finding, and the pattern of five programmes and four arrests
is consistent enough that I would want a strong study, not a promising one.

TH

azlsazvinlinuasula: winnisuszidiudaszuansinszuunensainsesey
AInUNlguIsIane vy INssUMsBINAUWILET lAllaisuiunguAIUAY
= = = Y A a

MNzay aunaveIuNiasiuasy uLasNUAE ALY 0 LABUAINIAN 2026
Tuiinnisuszilivdassdaladiiderunuituiiu wazsuuuuvesinlasinisiud
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CHAPTER CHAPTER 7 — FOLLOWING MONEY

EN
There is one domain in this book where the wins are checkable, and it is
worth understanding exactly why before looking at the wins themselves.
TH
L 1 aglld a A o Y a 1 o = & 1 7
nilsdeaniifilamufeindosuznsreasuliase m@ma’nw}vlmal,ﬂulﬂjuuu
A lalidnneu uiAoanfTerusLa

EN

Follow a criminal's reasoning and everything else is deniable — a match is
contestable, a cluster is an opinion, a prediction is unfalsifiable in either
direction. But money either moved or it did not, and when a government
seizes it, a court docket says so. The claim "we recovered $3.6 billion" is ad-

versarially checkable in a way that "our system improved investigations"
never is.

TH
MINTOLAUAAVDIBIBEYINT UavnegrTiiaaufiaslanun — andulada
Taudale nquiisauladaduuannuiu dmensaligadmalalalidnzesn
nsense wikulwadeudenselindeude wazillesguradaduld Gudin
a < vy . & o ' I ' o A [ . " v
ARvBIAIaNUBNLILULY ANNA1I81931 "is8aaule $3.6 billion" nsaaeuls
WUULN T BANEASI9L dauA19 "sEuuYeas il sauaIuATY" laifidu
n3IvERURUULULA

EN

That is why this is the strongest chapter in Part II, and it is also why it is the
shortest list.

]
a
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The seizures
A58ANSWE

Bitfinex. Around 120,000 bitcoin were stolen in the 2016 hack of the ex-
change. In February 2022 the US Department of Justice seized 94,643 BTC,
worth roughly $3.6 billion — the largest financial seizure in its history at
the time. Ilya Lichtenstein and Heather Morgan pleaded guilty in 2023 and
were sentenced in 2024 to 60 and 18 months. By sentencing, the
government reported recovering around $10 billion in stolen and appreci-
ated funds. Investigators followed roughly 2,075 addresses controlled by the
hacker. [ESTABLISHED] on the seizure and sentences, from DQOJ records; [C
LAIMED] on the specific attribution of the tracing to Chainalysis Reactor,
which is the vendor's own framing. (TRM Labs recap of DOJ figures;
Bloomberg)

TH
Bitfinex. fnAawiisna 120,000 wisvaygnaluslulumsudnnainuanilaeu
WU 2016 WaUANATWUS 2022 NSENTNYASTINANSST 8n 94,643 BTC

]
=

¥aA1512 $3.6 billion — s A Tun1sBaninddunenistuasdlugige

q

ludseiRrmansvasniieau dagn aamualal uaziawses uasunu Su
arsnlud 2023 wazgndndudianlul 2024 Wua 60 Weuunaz 18 ihau
ANARU DeTUARE %’gmasﬂmﬂu'ﬁﬂﬁmﬁuﬁuﬁgﬂﬂuﬂLLazgaﬁhﬁLﬁuﬁﬁlﬁ
571 $10 billion inFuaumusesiiogsnn 2,075 uvia Audninasaruaueg (£
STABLISHED] @M115UN158ANSWILALAIANINGT 91nUUTINVB DOJ; [CLAIM
ED] dmiudasynzasritmusosdae Chainalysis Reactor Insgiiufionsau

a o

NUSENFUIBLE4 (a5URavuas DOJ 1ng TRM Labs; Bloomberg)

Welcome to Video. A darknet site selling access to 250,000 child sexual
abuse videos, paid in bitcoin. Tracing the payments located the server in
South Korea and identified the administrator, then identified the user base
through other exchanges. Result: 337 users arrested or charged worldwide
and at least 23 children rescued, with around eight terabytes of material
seized. [ESTABLISHED] for the arrests and rescues, corroborated by DOJ's
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https://www.trmlabs.com/resources/blog/ilya-lichtenstein-sentenced-for-role-in-bitfinex-hack-in-razzlekhan-case-as-government-recovers-about-10-billion-in-stolen-funds
https://www.bloomberg.com/news/articles/2022-02-08/doj-seizes-3-6-billion-in-bitcoin-stolen-in-2016-bitfinex-hack
https://www.trmlabs.com/resources/blog/ilya-lichtenstein-sentenced-for-role-in-bitfinex-hack-in-razzlekhan-case-as-government-recovers-about-10-billion-in-stolen-funds
https://www.bloomberg.com/news/articles/2022-02-08/doj-seizes-3-6-billion-in-bitcoin-stolen-in-2016-bitfinex-hack

own announcement and international reporting; [CLAIMED] for the tracing
methodology narrative, sourced to the vendor. (Al Jazeera; Chainalysis)

TH

<
a Y <=

Welcome to Video. ulasiuunisnitinuigansianadinloarasdinniang

=1

AN 250,000 AAU Sudeluinasl ausesRunInewaInuLdsnIesly
NIARLALAZAINAKATIUU INULIITTYFIUK I umaIauaniUasuBy 9

U ¢ A 1Y) o ¥ v o & ' v Vv
Haans: dggniununsensdent 337 aualan uaz Winednsiios 23 Aulasuy
n1sdaemae wieutayandnlasauuansilud [ESTABLISHED] dmSuns
JUANLATNITYVIBMED UsEN1AT09 DOJ LaILAZII8IUYITEAVLIUIYIA
Budunseiy; [CLAIMED] dwsuiTaaaninniusesatnals sizunanuseny
418 (Al Jazeera; Chainalysis)

That case is the one to hold on to. Twenty-three children were removed
from ongoing abuse because somebody could follow a payment. Whatever
scepticism the rest of this book earns, it does not extend to that outcome.

TH

2 ] ]
A =

ARUuRBARTASI LA lRI IngRuatuAungaaInnIsgnalsaziliniAngg
Aliueg Ins1elaunNsesRuNdele nildeiauinsteasduiuizesdunin
wirlanau Jeasdetulinseunquilsnadnsi

Colonial Pipeline. A $4.4 million bitcoin ransom paid in May 2021; the FBI
recovered $2.3 million (63.7 BTC) in June by obtaining the private key to the
DarkSide wallet and seizing the funds under warrant. [ESTABLISHED] on the
recovery.

TH

Colonial Pipeline. Anlatnaaeil $4.4 million InelulwReunguaiau 2021;
FBI 8nAula $2.3 million (63.7 BTC) Tuifiouiiguieu Ingldnauadiusivue
nsz1U18U DarkSide 11 wa28aiuneldvune@ia [ESTABLISHED] dm5unis
gnAu
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https://www.aljazeera.com/news/2019/10/16/officials-arrest-338-worldwide-in-dark-web-child-porn-bust
https://www.chainalysis.com/blog/chainalysis-doj-welcome-to-video-shutdown/
https://www.aljazeera.com/news/2019/10/16/officials-arrest-338-worldwide-in-dark-web-child-porn-bust
https://www.chainalysis.com/blog/chainalysis-doj-welcome-to-video-shutdown/

And a correction I owe you: no source I found names Chainalysis, Elliptic
or any vendor as the tracing tool in this recovery. The record says the FBI
obtained the key; the method of acquisition is undisclosed. This case is
widely cited in vendor marketing. It should not be attributed to a named
product without better sourcing than I could find. [ABSENT] (CNBC)
TH
wazeudlunufnAnsnaeg: Lisiuwasdoyalaniuunuszyin Chainalysis,
.. AN Aaw W 2, a4 A = -
Elliptic mausu‘mgmaiw’lﬂuJuLﬂsaauamusaa‘lumiaﬂﬁuﬂsm Uunn
=) 1 14 aa v 1 a, a o ¥ ¥ = 6
vaniesin FBI laneyuan Falaunlignidaie usenguiedeatilunis
o 1 aq A 4 a ada A Y & 1 v &
aatafuuwsate asulanlifiunassnsdananinnnunlea nldaasenlmdu
NASTUVDINANA TN TANAAATINTG [ABSENT] (CNBC)

The honest caveat about the word "Al"
ALADUAIUATILI DA "Al"

Blockchain tracing is usually described as artificial intelligence and mostly is
not.
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https://www.cnbc.com/2021/06/07/us-recovers-some-of-the-money-paid-in-the-colonial-pipeline-ransom-officials-say.html
https://www.cnbc.com/2021/06/07/us-recovers-some-of-the-money-paid-in-the-colonial-pipeline-ransom-officials-say.html

The core of what makes it work is graph analysis and clustering heuristics
applied to a public, permanent ledger — grouping addresses that must share
an owner because of how transactions are constructed, then attaching
known entities at the edges where funds touch a regulated exchange. That
is excellent engineering on an unusually cooperative data source. It is not a
large model reasoning about crime.

TH
a' ell o YV 4 & a s a a a 1 LK) LYl =
asnvihliiuldnafonisimsizinsinuazdsannnissiungu Tofutaduen
UsznmilUanesioans1sastazands — Junguinegiifeddiidnvessiuiu
LWs'lzIﬂ5\1a%'wuaaqsmsuﬁ’aﬁu‘lﬁﬁluv&uﬁu WAIHNFIAUNTINUINVIY T4
aa a a P o w U A a Yy o
ganRuldunzaaiauaniasunegnialdnisiiugua duAslmnssutudau
vuumnastayanlinnusuiedaungd duldlylueavualungnislvivauna
15999198y INTTU

The distinction matters because the transferability is limited. Blockchain
tracing works so well partly because the blockchain is a complete, immut-
able, universally readable record of every transaction that ever happened.
Almost no other investigative domain has that. Do not generalise from its
success rate to anything else.
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Thailand's version, and where its evidence stands
avuvesszmdlng uazgniindangudueg

Thailand's money-side apparatus is collected in full in Appendix B. The
relevant figures for this chapter, with their grades:

TH

nalnatunisiiuvesUsemalnesiusiuliasulunianuin o favnunidly
WIDULNSAVDILHALAD HAAil:

* 351,000-plus mule accounts closed and THB 3.6 billion frozen, October
2025 to June 2026; more than 29,000 suspects arrested. [CLAIMED] —
government spokesperson.

* 189,887 personal and 10,672 corporate mule accounts uncovered with
over 1.1 million linked transactions traced, October 2025 to May 2026. [C
LAIMED]

* A single transnational syndicate's assets temporarily seized by the anti-
money-laundering office at THB 20,392 million, including THB 7,720 mil-
lion in cash and equities. [CLAIMED]

* A cash-withdrawal reporting rule at THB 5 million credited by the gov-
ernment with cutting large cash withdrawals by around 35%; a deposit
rule at the same threshold from October 2026. [CLAIMED]

* A victim refund mechanism through the anti-money-laundering office
without a court order, under a ministerial regulation effective 12 August
2026. [ESTABLISHED] that the regulation exists and its date; its effect is
unmeasured.

TH

L% 4 1

Ugyusinnda 351,000 UsytgnUn Laziiu THB 3.6 billion gnatdn Aaus
AaAs 2025 faliquiey 2026; HRasasdend 29,000 AUQATUNN [CLAIMED

] —lawniguia
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- Usy¥iinynnasssuna 189,887 Uyl uastudiiiuana 10,672 Uy gn

v
1

Ualus wieuganssuidenleandn 1.1 usiensfignauses dausnaia
2025 9w u¥AIAL 2026 [CLAIMED]

- nindAuveanietisenvInsuimIAeietiifuignedatiasnlae
dvinauiesiuuazusiuusiunswendu 7 THB 20,392 million 57u8913u
AALAEUANNISWE THB 7,720 million [CLAIMED]

. ngmiswmummauﬁuanﬁ THB 5 million Fs¥gunaliiiasAnintneannis
neuduanfoulnnjassi 35%; ngmsshnidufinaueiifioafudunaiay 2026
[CLAIMED]

- natnAuRulA idewe rudiinnulesiuuazusiudsumsneniu lae

liidasfiddsmna meldngnsznsianfinadsduly 12 &swnau 2026 [ESTA
BLISHED] I1ngnsensniiiogasnas iuninatsduly; navesiudilignia

(Xinhua; Nation Thailand, June 2026; Nation Thailand, August 2026)
TH

(Xinhua; Nation Thailand, 3gu18u 2026; Nation Thailand, #wAy 2026)

Every operational number is a government describing its own work. I
searched for an independent audit and found none. [ABSENT]

TH

A1aUURN1ITMNAINBITUIALEINUTBIAILEY KUAUINITNTIVADUDATE

uan linuiay [ABSENT]
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https://english.news.cn/asiapacific/20260713/ff40e37fbe61446da8b67d924cfc67da/c.html
https://www.nationthailand.com/news/general/40067385
https://www.nationthailand.com/business/tech/40069582
https://english.news.cn/asiapacific/20260713/ff40e37fbe61446da8b67d924cfc67da/c.html
https://www.nationthailand.com/news/general/40067385
https://www.nationthailand.com/business/tech/40069582

The last item is the interesting one. A refund path that does not require a
court order changes the economics of victimhood more than any detection
technology in this book — because it shortens the distance between a re-
port and money coming back, which is the only outcome most victims care
about. It is also, structurally, a decision system operating on flags. Read it
alongside the documentation gap at the end of Chapter 6.

TH
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Singapore, and the limits of a good example
d9nlUs uazdndnnvasnieeinia

Singapore's Anti-Scam Centre, established 18 June 2019 and expanded into
an Anti-Scam Command in March 2022, is the model most often held up in
this region, and deservedly — it fuses bank, telco and police data specifically
to find connections between accounts that look unrelated.
TH
auglasfunisnasna (Anti-Scam Centre) vasAsalusAauuuagnsiignen
%umﬁaaﬁqﬂiugﬁmﬂﬁ WAZANAITUA? @uéﬁﬁaéfuﬁa 18 diqu1eu 2019 uay
venedumhetyunisiesiunisuasnals (Anti-Scam Command) Tuldeu
fwAY 2022 — FunasusINTYATUIATST INTANUIAY KAZANTILIRIBT
WomanadeuTessenindndiiglidierdesiulasiane

Its reported results: more than S$730 million recovered for victims since
2019. In an earlier window, June 2019 to 2022, 40,900 bank accounts frozen
and over S$310 million recovered — a recovery rate of about 25% of repor-
ted losses. In 2025, cross-border work under Operation FRONTIER+
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recovered over S$28 million and led to more than 2,100 arrests; the 2026
iteration reported more than 3,000 arrests across ten jurisdictions. [CLAIM
ED] — every figure is Singapore Police Force self-report, and I found no
independent audit of any of them. (SPF Mid-Year Scam Brief 2026; Opera-
tion Frontier+ III)

TH

HadnSTisee: Jund $$730 million AulvimEeldnausd 2019 Tugas
Aeuntiiiy quieu 2019 9 2022 UsyB5UIAS 40,900 UnuTanaidn uaz
Aufuléndn $$310 million — 8ms1nsAus1 25% YosmugaiAsiindals ¥
2025 rutunsuuaunele Operation FRONTIER+ Aukulanin $$28
million uazilugn1sdununin 2,100 aw; 20Ul 2026 51891UN15IUANNT
3,000 AUlUAULYADIUIAAA [CLAIMED] — nnéx’atamﬁuimmuﬁuaw‘him
asalusied wazwulinunisnsivaeudaszvesiiaalaiay (SPF Mid-Year
Scam Brief 2026; Operation Frontier+ 111)

[ want to be careful here, because the grade is easy to misread as an accus-
ation. Singapore's police are not suspected of inventing numbers. The point
is narrower and it applies to every force in this book including Thailand's: a
self-reported recovery rate is not the same kind of object as a court dock-
et. The 25% figure is the most useful number in this chapter — it is the only
place anyone has published a denominator — and it is still unaudited.

TH

g v o él’ J a [ o 1 P o a v v

AssilunvasE e nszinsatienuiaduainaimlade drsiadealuslala

gnasdeindusiiay Ussiiunaundnuu wazloldanuynmibeaulumidoaud

udwesUszmdlne: dnsinsautunsieamesildingusznnfieaiu

o =2 o o & o a o & & da o

UUNNAAYDIAIA AILAY 25% ﬂamLaqusﬂwquﬂuuwu — WunngIn

filaswennssidiueanu — wazdundilidniunsnsieaeuedd
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If you use Singapore as your comparator in a meeting, and you should, use
it honestly: this is what they report, and nobody outside has checked it. That
sentence will do you more good in front of a sceptical officer than an un-
qualified claim, because the sceptical officer already suspects the number is
polished, and saying so first makes everything else you say more credible.

TH

TasnTusiduiussuiiouluiivseyuld uazaasTd udldesremsslumsan: i
fedsiinaniumesnu uaglifilasuonmisnunsiaeusiuas Useloaiy
Frenmusentinemseiivaduldnnnidinangeihififouls mszune
Mseautuadvaguiriiduavgniaunin wasenuneudeios ynagned
amijiamﬂﬁ?u%ﬁn%a?\a%u

Why this chapter is short
v luunildedu

Because I could not honestly make it longer.

TH

o YV v 1 ‘:9‘.1 ] ‘ﬁl ¥ " v
sERUYinlRTueIn It sdednd lula

124



The independently verifiable wins for data-driven investigation, worldwide,
in a decade, amount to a set of asset seizures where a government press re-
lease confirms the amount, a darknet takedown with a confirmed arrest
count, and one class of operation — encrypted-network interception —
whose breakthrough was not analytical at all. Everything else in the success
column is the seller or the buyer describing the purchase.

TH

Fovuziinsnasuldesnaiudassvenisduauiituinieusedoya vilan
naeanilmAsse Segiiil: nnsBanswdauganilsiiuaastinvesigunadudi
$runuiu nstaduansnidenisefmdousuaunissunuiisuduld uag
UftRnsuilsUssinn — madnilainFetedhaa — figandndulaildinen
nsAnTeiiag ivdevauuslureduinnudiiefeduevioddeidses
N3 YeUBUBIFLBS

That is the true state of the evidence in August 2026. It is much weaker than
the discourse implies. It is also not nothing, and 337 arrests with 23 children
rescued is not the kind of "not nothing" anyone should be casual about.

TH

O A dl Y a % = a U J J dl
UUADANUETILTINSIVBINANGIU B4 1DUAIMIAL 2026 TUBUNIININNTTH
arssaszuenlinnn uanlalgdnlifiezlsias uaznisdunu 337 aundauan 23
aulasumsaigmae lily litieslsiee” Ussinnnlasarsnedsegnslildle
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The Move — Sort every claim by who would suffer if it were false. For any
figure you are about to rely on or repeat, ask who published it and what it
would cost them to be wrong. A DOJ seizure amount is checkable against a
docket and a false one is a scandal. A vendor's case study costs nothing to
inflate. A force's recovery statistic sits between: real institutional account-
ability, no external audit. Write the answer next to the number. You will find
the numbers reorder themselves, and the ones that survive are the ones to
build an argument on.

TH

idszdun — Sesdrnunndinamdremuinlasesdeneniniuduig
Frarnndafinuidssionvienadt oudilasusunsiu uagdianan
wadadainls Sununisianindues DOJ asrvdauiulUinAR e AaLa
Uaaudidesdean nsdlnwvesuitnduenessuavlilag lifidunu 47
nsAutuvemihsnunisegasinans: Sufinveunsaniuaie udliflas
AEUBNATINEDU WeuAneulithe q fiavti udidavezdaddulnddae
dsiules dhitsenfiesfinasldaiadoliuds

What would change my mind: an independent audit of Singapore's or Thai-
land's recovery figures — by an auditor-general, a parliamentary committee,
or academic researchers with data access — would promote a large block of
this chapter from [CLAIMED] to something firmer, and would be the single
most valuable piece of research anyone in this region could publish. Its ab-
sence is the reason the chapter reads more cautiously than the subject de-
serves.

TH

azlsazvilvinulasula: nnsnsivasudaserafiavnisAuiiuyesdsnlus

wsaUszmAlng — 1neRnIINITUNLAY ANYATIUIENITITANT HSaTINITeLTs

v
=

Apmsiiansindsdioya — aveniiomdiunajuesuniion rcLAIMED] Tu
Tugdsiitunsndt uazezfumAdetudiviidaniigailaslugiiniailes
weunsli nsisudslifesfewmaraiiunieuudasedaseTantiivhde
aumslasy
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CHAPTER CHAPTER 8 — OPEN SOURCE, LAWFULLY

EN

On 17 July 2014, Malaysia Airlines Flight 17 was shot down over eastern
Ukraine. A group of researchers with no security clearance, no subpoena
power and no access to intelligence established the route of the missile
launcher that did it — by watching soldiers post photographs of their own
CONVOy.

TH

'suw 17 nsngnAu 2014 L‘VIEJ'J‘U‘LJ MH17 ¥99@19n150U Malaysia Airlines nﬂEN
anllouruninangfusenveseATy ﬂumvuLaumwaasaﬂwﬂm'sﬁﬂw
ﬂameﬂmﬂaﬂquumaamiuuﬂqsm'maaumwﬂaamaszmummau 1aidi
grunessanmngen uarlifidnsidndwinanses wanwvildde3tine) —
whgnmslnadnwaguuIusavasnuesasludeaiie

EN

The method was geolocation: matching landmarks visible in user-posted
video and photographs to satellite and street-level imagery. A "Magnit" su-
permarket sign in one frame. A particular intersection in another. The con-
voy traced from Russia into rebel-held Ukraine, frame by frame, cross-
checked against the soldiers' own social media showing the same vehicles
along the same route. [ESTABLISHED] (Bellingcat, geolocating the MH17 Buk
convoy)

v
9 [ [ 1 o

TH

BUUAINITIZYNARAINAN (geolocation): Fugandunaliinleuwazaineny
a ¢ Y v 1 = Y 2 L4 ¢ @
nRlglnan Whdunmaiemaisusazawseauauy Unegasunsing
"Magnit" Tuinsunils Ausniawizganiialudninsunils auiusagnauseaeain
SadednlUlunungasuiinuggansesiiazinsy udmsiaaeuluifuludea
NRYVINNITLET NUAAYTUN UL AUAYINUULEUNIAEINY [ESTABLIS

HED] (Bellingcat, miszqﬁﬁ’mmuin Buk ¥89 MH17)
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https://www.bellingcat.com/resources/case-studies/2014/09/29/geolocating-the-mh17-buk-convoy-in-russia/
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EN
In 2018, after the Skripal poisoning in Salisbury, the same outfit examined
the passport records of the two men Russia presented as tourists. The pass-
ports carried numbers differing by three consecutive digits — implausible
for unrelated ordinary citizens — and an issuing-unit code, 770001, reserved
for state VIPs and intelligence officers. The two were identified as GRU
Colonel Anatoliy Chepiga and Dr Alexander Mishkin. [ESTABLISHED]
(Bellingcat)
TH
1 2018 ndammaE Y Skripal fidies Salisbury wihssuiRatuiinge
TuiinniedoiRunawesedesauiisadeinaveinduinvesiion nilsde
WWuneasaauiivneavAsiuigsaunandaneny — lWululdendmsu
walessssumiiliifadesiu — wasiisaniwesnienats 770001 fiasuls
dmsuyanadidnuasisuasidimiiivnses weassaugnszyfainduiy
18N Anatoliy Chepiga #4128 GRU wag n5. Alexander Mishkin [ESTABLISH
ED] (Bellingcat)

EN

In 2020, the FSB team that had followed Alexei Navalny was reconstructed
from purchased call-detail records, flight manifests and vehicle registra-
tions cross-referenced against one another: operatives who flew a day early
or late along Navalny's exact route, cell-tower pings placing one of them
near his hotel at the time of the poisoning. [ESTABLISHED] (Bellingcat meth-
odology)

TH

1 2020 #iu FSB fiiama Alexei Navalny gnauadrstulwsiamnanuesnsiizoun
uwininaswasuluitu: tuiinmeaziBennising mededlavasiivadu
waznelousuninue wadedmihiindudeundendmileiunuduna
weniudziu Navalny wardanaminiannsdwininnsiumiadmdiiau
wial3lndlssusuveawlugaana1fiiinn 19119817y [ESTABLISHED]
(sz108U75v94 Bellingcat)
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https://www.bellingcat.com/news/europe/2018/09/14/skripal-poisoning-suspects-passport-data-shows-link-security-services/
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https://www.bellingcat.com/resources/2020/12/14/navalny-fsb-methodology/

These are, by some distance, the most impressive investigations conducted
by private individuals in the modern era. And the third one is not a method
you may use.

TH

ada = o o = | A & o o
auaflAen1sduaumilseiivlangauinnyaranluneiinlalugadagiu
Heinsnuduluunn uwagdsnisiaunedsnaalslila

q

The line, drawn where it actually is
idunu Ngndinlinsgaisivegass

Bellingcat's own methodology write-up is admirably direct about this. The
passport, phone and vehicle records came from Russia's black and grey data
markets — Telegram bots selling personal records for around ten euros, de-
livered in minutes, for a total spend they describe as a few hundred euros of
cryptocurrency. They state plainly that this trade is illegal under Russian
law, that data brokers are caught and prosecuted, and that what they ex-
ploited was Russian state negligence and internal corruption — not a
technique available to investigators generally. [ESTABLISHED] (Bellingcat;
BBC Russian on the data black market)

™
seauszlouizues Bellingcat losyniTesiinsegnainduvy Suinuilsde
Wuna Insdng wageruwinuginaneaindeyadauazdinivessadey —
vanuU Telegram wetiufinduyanalusasnduyls dwsunslulifuid
suudmonssyildluiedaiidesylsluanatueiuln wainwndsunsdly
aswinsisiaanguaneneldnguuneiaide Sunewideyagn
Funuuazsniiuad uagsiimanuliselovifomnaussannuasisiadedy
nsnasanelu — ldlvmadaditinduaiuialuamsoldld (ESTABLISHED]
(Bellingcat; BBC Russian Sammﬂﬁwﬁaga)
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https://www.bbc.com/news/world-europe-48348307
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This was investigative journalism knowingly using unlawfully obtained data
because the state whose crime was being exposed could not credibly pro-
secute the leak. It was a defensible choice in that specific configuration. It is
not a template.

-

H
ffonsAoasmavudsduauiiiiniidditeyaiildunlagliveudie
N VUNY LLaw‘h”lé’LW'iw%’gﬁmsugy'mssusummuﬁﬂé’agnL‘T.Iﬂiﬂavlajmmsa
suiluaiiunisiinailfedrnindede luusumamesiutudumadeni
Uoarula dulalauwdnuulviviiay

The same act, performed against a private citizen in a jurisdiction with
functioning data protection law — the European Union, or Thailand — is it-
self a crime. If you take one thing from this chapter, take the separation: the
geolocation work is replicable and lawful; the database work is neither.
Almost everyone who cites Bellingcat as inspiration has failed to notice that
these are two different kinds of activity.

TH

o = o Xy o = o ° o
nsnsgviwuuRgaiuil dvidenadissnluluwagunamaniinguune
1% ¥ 1 Ao o Y a L= [
AuAsasdoyadiuynnanUedulylaase — annmglsuniauszmdlng — 1 Ju
919y 1n35UTUAITULEY MINANIZINTIAWABIINUNY 99AT AU 91U
szynnanawvingT lduazgnnguane druaugrudeyauulildnsaes
2819 UNUNNAUNSN Bellingcat Wuusstunalalivivdunnindfenanssy
apeUszaNuan1eiY
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The standard that exists
NINsFIUNNaLGUA

There is a formal standard for doing this properly, and most people who do
open-source investigation have never opened it.

TH

Y
a 1 4

fluesgrundunisnisdmsuirdsiiedegnies wazaudlugiiduaiuain

u

wnandalireidauiuias

The Berkeley Protocol on Digital Open Source Investigations was pub-
lished jointly by the UN Human Rights Office and the Human Rights Center
at UC Berkeley School of Law on 3 January 2022. Its full subtitle names its
purpose: the effective use of digital open source information in investigat-
ing violations of international criminal, human rights and humanitarian law.

TH
Berkeley Protocol on Digital Open Source Investigations LHgLNIIINAU
Tngdinaudmaiddve@nsuyvevuwisanyszvis@ (UN Human Rights
Office) uazAUANSUYWEBULIAMELRAERS UC Berkeley iaTui 3

& o [ 1% ¥y 1A aa v
unsIAN 2022 Yaseatuiinuanyalsasalinsu: Iddayannunanlafdiia
28193UsEANSNALINDAUAIUNITALLUANY MUY DIYITENINUSENA NVUNY
ANSUYYHVU LN NUILUYBYSTTN

What it covers: methodologies for gathering, analysing and preserving di-
gital open-source information in a professional, legal and ethical manner;
guidance built for admissibility before international tribunals rather than
for publication; templates and a glossary. And a chapter that no comparable
document has: measures investigators should take to protect their own di-
gital, physical and psychosocial safety and that of witnesses, victims and
first responders, given routine exposure to traumatic material. It is available
in all six UN languages. [ESTABLISHED] (OHCHR; full PDF)
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https://www.ohchr.org/en/publications/policy-and-methodological-publications/berkeley-protocol-digital-open-source
https://www.ohchr.org/sites/default/files/2024-01/OHCHR_BerkeleyProtocol.pdf

TH
Y a =1 ] a a L4 e v
fliunsaunguananll: sedsudslunissiusin Jnsien uasinusnedoya
nunasdandviaegraduiionndin gnaguuie waziiasusssy; wwameniasng
X P [ & [ 1 1 \ A 1
Yuenissuiladunerundnguderasyninedsena ldldinenisieuns;
L4 a o s d! dl 1 = = o] dl
wuunesuLazafs AN wazunuilanlifienansladisufeddad: unsnisn
Unduaiumisinweunlasaruuasnfieniefdna N1en1eaIN Lasn1eIn
FIANVBINULDY FINDIVDINGIU T LATHADUAUDINANITAILTN LNTIZABY
wBeutilevniadnsunaunanislafulsedn suilvswluismnaivininis
Yo9ANRUSEU1UIA [ESTABLISHED] (OHCHR; PDF avuLin)

I did not extract verbatim clauses on hashing or retention from the docu-
ment body and will not paraphrase them as though I had. If you need
quotable text, open the PDF. [ABSENT] on the specifics.

TH
nuliildAndannunseiaisesnisinuesrsenisinuinwideyasenunain
\Wennenans wazazliisauissuiulnisnafuiinuind nnaasens
VaAue198ale Ualwa PDF [ABSENT] drususigazidunianiy

The wellbeing chapter deserves a sentence of its own. Anyone who works
through hundreds of fraud complaints is reading, in sequence, the worst
financial day of several hundred people's lives, many of them elderly, many
describing shame. The protocol treats the analyst's exposure as a methodo-
logical issue rather than a personal weakness, and that framing is correct.

TH

uniFesgunnzaumsiduisseloavasiaiues lnsfisutosieadounisde
Tnavaefosizes mdwwiuiimieiganensduluiiavesauvaisios
audsasioiy varauludaseny nawauusseeiennusues Tuslnneail
foimsndyomvesininseniulsafiudesandeuds lildgnsoudau
yAAR NBUARTILGNETDS
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The techniques that carry weight
wmAlANdYIvLn

Geolocation is the workhorse. Match what is visible — signage, architecture,
road markings, vegetation, terrain profile, the relationship between fixed
objects — against satellite and street-level imagery. It is slow and it is
verifiable by anyone who repeats it, which is the property that makes it
evidence rather than assertion.

TH

ao = & A o A o o A v a1a A < v
ﬂ']iiz‘q‘ﬂﬂﬂa']ﬂﬂ']w ﬂ@Lﬂi@\iuaﬂaﬂmﬂfl\iqu'ﬁuﬂW?jﬂ QU@ﬂQV‘N@QLﬁuvlﬂ —

Uy an1Unenssu LATBINNIBUUAUY WINTTU anvasiuszma A1
AUNUSIENININGNAFIBYAUN — LWIAUNINEIWANITIULATATNTZAUAUY
futh waglasimuiivautunswiunsivdeutile auautidendsiiod

irliiudunangu Tdlbimeeddudu

Chronolocation and shadow analysis. Sun angle and shadow length can es-
tablish when an image was taken, or narrow candidate locations given a
known date and time. Failure mode, stated in the same breath: it requires
the object's true height to be known or estimable, diffuse light defeats it,
and it yields a band of possible times or locations rather than a point. [ES-
TABLISHED] (Bellingcat)

TH

A1352YLIa191AM (chronolocation) HazN153LASIEIT YUVBINIDITING
P : = C o v _ o A’ %

wazANNETeLUanlainwgnaelieln wistiedriasuniaidulule

WensiuTunuaziianaguds gageunawaluaumslafediu: dusasinse

Uszunaunnuganswesingld uasnszanevinlmsdlalils wazsiulinadu

1 = o A g 14 1 = P 1
Yravaanamsemuiisiiulula lulygafieanuuuew [ESTABLISHED]
(Bellingcat)

Reverse image search, with its instruments honestly graded. Google Lens
has the largest index and the best object recognition, and deliberately does
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https://www.bellingcat.com/resources/2020/12/03/using-the-sun-and-the-shadows-for-geolocation/
https://www.bellingcat.com/resources/2020/12/03/using-the-sun-and-the-shadows-for-geolocation/

not perform facial matching — a design choice, not a limitation. TinEye
finds only exact or near-exact copies, which makes it good for dating a first
appearance and weak for everything else. Yandex has the strongest face
matching, with reported accuracy in the 65-75% range against Google's 30-
40%, and is strongest on Russian, Eastern European and Asian source ma-
terial. And the qualification that matters: none is reliable enough for
definitive identification. [CONTESTED] — the accuracy figures come from
comparative reporting rather than controlled evaluation. (comparison,
2026)

TH

MsAUMIAMGIUNEU (reverse image search) WiauinsnvadusiaziAsosile
U934 Google Lens figuitoyalnnjfignuazansiinglétfian uazaslelaivi
asdualunt — Wunadenidsesnuu lallddadiin TinEye mldlanng
duunfinflouunnusznsvdelndifvsunn Ssddmiumiuiivsngafausn
uazsoudmIUNNoE198U Yandex Sugluniildufaunseiian Smesuany
usiughogluting 65-75% iisuiiu 30-40% w84 Google uazudaunssiigaiy
Foyadunisaniade glsunsTueen uazioide dosriniiddyde: lud
Lﬂéaaﬁdﬂmﬁ'ﬁaﬁawaﬁm%’umsszqﬁmuﬁ%ﬂnm [CONTESTED] — R3La%
AMUiLg1NInTIsuBalssuiisu lulyannsusadiuwuuiinisaiuau
(MswguLiiay, 2026)

Satellite imagery, free and adequate for more than people expect. Coperni-
cus and Sentinel Hub give free access to Sentinel-1 and Sentinel-2 optical
and radar imagery with historical archive; USGS Landsat is the standard for
change over years and decades; NASA Earthdata is broad and free. Google
Earth Pro remains central to practitioners specifically because of its
historical-imagery time slider, which lets you find when a visible change oc-
curred. Resolution caveat: Sentinel-2's roughly 10-metre pixels will show
you vehicle concentrations, new construction and runway activity, and will
never show you a person. That requires commercial sub-metre imagery,
which is not free. [ESTABLISHED] (GIIN)
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https://www.indiehackers.com/post/google-lens-vs-bing-vs-yandex-the-ultimate-reverse-image-search-showdown-for-2026-3e9b7b3e2e
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amgrenaiien WS wasiisawennnitiiauiialuanAn Copernicus uay
Sentinel Hub WAlAINHNWaNYITILAIAZISAN5IN Sentinel-1 way
Sentinel-2 W3 wiaunAdan wdounas; USGS Landsat iunnsgiudmiugnis
Wasuwaslugamatsamanenaissy; NASA Earthdata Asaunquninauag
w3 Google Earth Pro fanafiugudnansdmiuguithnu mssuauidounan
vaanmdeundalasianis futhelinumldimaudsuulasdiseadiuldiin
Fuidleln fosriadunnuaiden: Rnwavuins 10 wasves Sentinel-2
waRIALAUNNSTINAIVBIEIUNINUE N1shaas1elua uasRanssuuusund ud
sglififunanddiiiiusyana duseddnmaedmndudanuagidoasiini
WS wazdulins [ESTABLISHED] (GIJN)

The technique that does not work
watianlslilana

Metadata.

TH

NN
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The instinct of every newcomer is to check a photograph's EXIF data for
GPS coordinates. For anything downloaded from a mainstream platform,
this is close to useless. Instagram strips GPS, camera make and model, and
timestamps from feed posts, stories and reels. Facebook strips location and
camera data from what other viewers see — while retaining the full original
internally for its own purposes. X strips most metadata aggressively.

TH
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HisuAunnAuidyvingyIasfediu Aensiataya EXIF 9090 a1eien
Wia GPS dwiuddlanaufianiluanunainunannesunszuandn 35duny
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The exception, and it is the kind of exception worth knowing: stripping is
not consistent across sharing modes. GPS has been found surviving in Ins-
tagram direct messages when original-quality sharing is used, and direct-
message and file-sharing features across several major platforms have been
found to leak location in some configurations. [ESTABLISHED] (platform
metadata comparison, 2026)

TH

Founiiufiog waziduuszinniinisily: nsavdeyaliaenndesiuluyntes

n19N5uT3 fn1snwu GPS semegludonnudrudaves Instagram isldinng

WYSHUUAMAMELRTU wazilinasdemnudiudaiunsuysinaluvats

uwannosuvdngnwuinialuasuisluunanisaas [ESTABLISHED] (13

wWisugunanvesunannasy, 2026)
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This is precisely why Bellingcat's toolkit is built on visual geolocation rather
than metadata extraction. The metadata is gone. The supermarket sign is
still in the frame.

TH

[y

HAownNANSIFITIYALATBILBY4 Bellingcat A519UUUUNITTEYNAARINAIN
@enn lildnisiaumam wmammngluuas thegasunsin
sy

ngseglu

The law, and the question nobody has answered for you
ngyang wazatanun lisilasnaulina

In the European Union, and this surprises people: using genuinely public
information is lawful in principle, but GDPR governs the processing of per-
sonal data even when the source data is public. Processing requires a law-
ful basis, commonly legitimate interest, and a documented assessment of it.

TH
Tuananglsy Fastivinliauudanta: nsldteyanilamenaansisazegng
winsegnnguanelagnannis uiGDPR AIUANNTISUSEINaKaYaNAdIUYAAA
wilunsaifideyanumaludisisae msuszanananasdigiunengmung
59350 lnevlUAsUselaviduvaunianguuie (legitimate interest) Wiou
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The threshold at which obligations begin is described as low, and the trig-
ger is specific: it is not a single transient lookup, but the point at which you
begin building a pattern of life on an individual, monitoring them gener-
ally, or extracting and retaining information as a record. [ESTABLISHED]
(ScienceDirect, comparative analysis of OSINT legal aspects; Proelium Law)
TH
inaueinnsEnRISRugnaS Ui uazganszduanzas: lilinnsdug
Fandrihnnufivsiadio wiidueiinaisuaieguuuunslidinves
yananils ihansmuwaniwlaeialu wiesuazifiuinundeyal idutiudin
[ESTABLISHED] (ScienceDirect, mﬁLﬂS’wﬁLU%EJULﬁﬂUUS%Lﬁuvmﬂg]wma

294 OSINT; Proelium Law)

Read that trigger again, because it is exactly what an investigator does. The
moment you open a file on a person and start filling it, you are processing
personal data as a record. Practitioner sources name the adjacent criminal
exposures plainly: unauthorised access to information systems, identity
fraud or impersonation, stalking and harassment, and knowingly handling
unlawfully obtained data.

TH
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In Thailand, the Personal Data Protection Act took effect 1 June 2022 and
applies extraterritorially to anyone processing the personal data of people
in Thailand. It is enforced by the Personal Data Protection Committee.
Penalties include up to one year's imprisonment, and liability can attach
personally to a responsible individual rather than only to a company. [ES-
TABLISHED] (Securiti guide; IAPP)

TH

Tuusznalneg wsesralyaRfuasesdoyadiuynna (PDPA) dnavsAuld
faud 1 Suisu 2022 uagiinauenaruwaduglafmuiivszinanadeya
druynnavasynmalulszindlne JUsduldhenasnssunmsquasesdoyadiu
yAAa UnadlnyTufangeaaniiel wazaruufinnnagiuiyanar
Suiingouunisdrudale lalleiesu3en [ESTABLISHED] (Afie Securiti;
|APP)

And now the gap, which I am flagging rather than filling because filling it
would require inventing law: I found no source addressing how the PDPA
applies to an individual, non-commercial investigator as distinct from a
corporate data controller. [ABSENT]

TH

Ha : 9 v & = a o a o o
noulliAeYeine nudliiuununioziudu nsiznsiinozfesasnesngrung
dy 1 4 dl 1 = 1 U Y o A
Fuies: wulinvuvasdayalaaeiinaaiiein PDPA Usauldnuiinduaiu
oy hivasnilslugrustanyamasdnals suunndseingaiuau
v o I3
YoyailueAns [ABSENT]
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That is not a small hole. It is the exact question anyone in Thailand doing
independent investigative work needs answered, and the honest position is
that it requires an opinion from a Thai-qualified lawyer, not a paragraph in a
book. If you intend to do this work seriously, that opinion is a prerequisite,
not an afterthought — and obtaining one before you need it is itself
evidence of good faith if you are ever asked.
TH
Tulailyvednidn q duRemauteilashmululsandlneiiviaudua
Basedoan1sdmouned uazgnbuiitedndfesiudeanisanuiiiuain
VIUﬁEJﬂ’NSW]SJﬂﬂJﬁﬁJUGIGI'IﬁJﬂQMZJ'IEJVL‘VIEJ VLQJ'GL%IEJE]%U’]WUQG.LU%N%‘[E] ﬁﬂﬂﬂmﬁlﬂﬁ]
IN9ULY1993999 ﬂ’J']llLﬂu‘NULUUﬁQQWLﬂ‘ULUQQMN "laﬂ%vsamwwm —
LLazmsmammquﬁudaummwmaﬂ%ﬂu Adundngruvesmnugaialaly
Aasiues windlasauraluniends

The posture that follows
VNNAIUUN

There is a version of open-source investigation that is lawful, verifiable and
genuinely powerful, and it has three properties.

TH
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It works on what is visible in the material rather than what can be bought
about the person. It preserves and documents as it goes, so a stranger can
repeat the work. And it can state, for every fact in the file, the lawful basis
on which it was obtained.

TH

v o a a < X o A& v o YY) v &

uummuuuamuaamu"léﬂumam VL%JT%?N%*UE]VLG] WNYINUAIYAAA NULAU

Snwnaztuiinenaslunieunuvinau elieundanuivigiaunuld

° o 14 @ a Y o P 14
wazdusunnvanavsluwily duvenlailauvugiunisnguunele

The MH17 investigation has all three. The Navalny investigation has the first
two and not the third, and its authors said so themselves. Take the first. Do
not take the third and hope nobody asks.

TH

= = & % = = v M 1Ny A
n1sAuaIU MH17 insunsaude n15duaiu Navalny laesdausnueliddedn
a1 uazdlsuvasiuoanauiiu s nuudeusn egemuuteian
wamdvinaglidlasany
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The Move — Write the lawful basis in the file, at the moment of collection.
Every time you record a piece of information about a person, write one line
beside it: where it came from, whether it was publicly accessible without
circumventing any control, and why you are entitled to retain it. Do it at
collection, not later, because reconstructing it afterwards is both harder
and less credible. This single habit is the difference between an investiga-
tion and a dossier, and it is the difference a regulator, a court, or a defence
lawyer will look for first.
TH
virdszdrun — Weugrunanguuneasluniiy o vasfifusiusiudoya vn
afainatufindeyatuniaisrfuyananis iBeundeussiadiulidng a:
fusnanlvu sudhaslduuvasisuglaglidemauidssnisauaule q wie
Tl uazmnlanadsdiandinudnwiily vinluvaeiifusavsn ladlefinds
wszasiutulninenduienniuazindedetesnit dduderiiae
AmuuAnsesErinsivauiuuiuaraudeya uagiiuAedsivinsay

o =

irfiugua fa wionweihednasazuemluduiuusn

What would change my mind: a published Thai regulatory decision or legal
opinion establishing how the PDPA treats individual investigative processing
would replace the largest open question in this chapter with an answer. Un-
til that exists, everything here about Thai law is a statement of the statute's
shape, not of how it will be applied to you.

TH
ozlsezvilimuaeule: Aidaduvemhenuiiugualnevseauiiu

dl 1 1 4 dl o 1 a wa | dl
NNYUUIBTHELNWIHAY 1NN11UAT7 PDPA UfURkan1sUssananalinenis
duahuvaslaenyanasgals azunuiamaulailvgnanluuniieainau
unirdsiueziiegass nnasinernunguunglneuiesiuaastiagusis
vosunUayeld WilvAuaasinduazgnihunldivaaetisls
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CHAPTER CHAPTER 9 — CUSTODY

EN

A prosecutor in Maryland wanted to show a jury that a defendant's girl-
friend had threatened a witness. He had the evidence: printed pages from a
MySpace profile under the name "Sistasouljah,’ containing the threat,
alongside a photograph and a birth date matching her.

TH

@ 9 N s W & Yy & da o s
dun1slusussuauniindnguegluile: nihuinunesnunnlusivg
MySpace %@ "Sistasouljah" Tutiugisvug wisunnaisuaz uininsiu
WWUAIT09T1LaY 1UIRBINTS IANEINYULALILEBYNTWETUALNER

EN
The Maryland Court of Appeals threw it out. The trial court, it held, had
failed to acknowledge the possibility that another person could have cre-
ated that profile or authored that posting. The pages were not properly au-
thenticated. Conviction reversed, new trial ordered. [ESTABLISHED] (Griffin
v. State, 419 Md. 343 (2011) — full opinion)
TH
maqmssaﬁum%’gLL@J%LLauﬁlﬂ%’wé’ﬂgm%uﬁ ATAININYIONNAY figndalv
WI15NARTYAN [ESTABLISHED] mnWanIuAIlady: anadudlalldRarsun
TausuenvaelusTudiumdedeuTnadiuly vindumaniuidainiunns

0o aa W

FuseenuuNE19gnAaa (Griffin v. State, 419 Md. 343 (2011) — A13llade
avuLA)
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EN

The court then did something unusually helpful: it specified what would
have sufficed. Testimony from the person who created the profile. Forensic
examination of that person's own computer. Or records obtained directly
from the platform linking the account and the post to a specific individual.

TH

ntumaidsivasldunfinanuni: veniieslseziisswe alinisainau
fasalusindiu msnsefigadnsifiinermansreuinmesvesauauiy
109 Wietuiinfivenssnnunannasy Santaduasinadidrfuyanandilag
AN

EN
That is the most citable precedent in this book for a sentence every
investigator needs written on the inside of their skull:

TH

]
o A

= @ Sy a vyvad = v A o W = =
HuAsussinguns1sdlaangalumisdeianil dmsuuszleaienninduau
nnausesaan idulunglnanvasiaes:

EN
> A screenshot is not evidence. It is a picture of evidence.

TH

> awnnae hilywang u duRennareveswmangiu

EN

Nothing in Part II changes this. A machine that reads a million messages and
finds the one that matters has produced a lead. What makes that message
admissible is entirely the boring apparatus described in this chapter, and if
the apparatus is missing, the finding is worth nothing regardless of how
correct it is.

TH

s dl cll dll cgll dl L% d' 1 £ v Y ¥ 14
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What a chain of custody is for
waldnisasaunsaaneruvang uilliinessls

The function is narrow and specific: to establish an unbroken, documented
record of who possessed a piece of evidence at every point between seizure
and court, so that contamination or tampering challenges can be foreclosed
rather than argued about.

TH

4 dl U v U = dl 1 = U J
ihveaiuwAukazzas: asrsiuiinilivieneunaziiienaissessuinlas
ATBUATDINETUNANLTLLUTUYNYA AuAEnURstUa Jolaudusoalu
\WounsaUaouulasdagnUausegluiae ludssunfieaniu

For digital material the requirement is stricter than for physical, for one
reason: a file can be copied, modified or moved without leaving any visible
trace. A tampered document looks exactly like an untampered one. The
record is the only thing standing between the two. [ESTABLISHED] (practi-
tioner analysis)

TH

aa v ¥

dmsuingAdvia denmunduniningninienin Memanalied: nagnan

q
=) ¥

aon wily wisdheldlaglinssessesnueaiuldias wnasiignUasuua

B = M v = A a a A 1
nihnuniiewenaisilignUasuudamnusenns TuiinAedufeanAusening
AD9AIUU [ESTABLISHED] (N53As1ehlaaruufeu)
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What breaks it, in practice: unlogged transfers between people, missing
hash verification at handoff points, evidence copied or opened on a device
without write protection, absent records of who accessed a file and when.
Any one of these can be sufficient grounds for a court to exclude the evid-
ence outright — independent of what the evidence would have shown. [ES-
TABLISHED]

TH

TunmaUuR iaslgvndeiseanaiil: deieszuinsaulagliastuiin lainse
ALaYTIgRdIay Anaanrsalanerunangiuuugunsaimlilinislasiunis
a IS W e ) ¢ A Y a A % Ty

Wweou nazluivunninlasngslndiiols danaqluinnelvaialisunenu
naNITUBUNITU — laglaiRgaaeiweunangiuiuazianiozls [ESTAB
LISHED]

Sit with that clause. Evidence can be scientifically flawless, factually cor-
rect, and decisive, and still be worth nothing because of a gap in a log. A
conviction was reversed in 1971 over a chain break in a rape case; the
principle has not softened since. [ESTABLISHED] (Case Western faculty pub-
lication)
TH
ngmagiuuszloatiudnag wenundnguenalsidmeinemans gndesny
Foufiaass uazdnaild udAdeldanzyesiaieslutuiin ¥ 1971
NNINBIARYNTUYNNAUWIT LN LYNITATOUATRINEIUNANFIUYINA DU
wannsililnereuaniuusty [ESTABLISHED] (Reiuvasnaizdfenans

Case Western)
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Chapter 3 spent its length on which forensic disciplines are scientifically
valid. This chapter's argument is that the question is downstream of a more
basic one, and the more basic one is answered by paperwork.
TH
uni 3 Msunlfudanarianiiinenmanslaldldasdundnemans
Uwﬁlﬁ&N'jﬂﬁﬁmuﬁ'uagjﬂmﬂﬁwaqﬁﬂmuﬁiﬁugﬂuﬂ'j'} LLﬁ%ﬁ’]ﬂ’]ﬁJﬁug’Wﬂ’j’]
Humaudieuenans

The mechanics
naln

Hashing. Compute a cryptographic hash of the evidence at acquisition, re-
cord it, and recompute at every handoff. If the values match, the material is
bit-identical to what was seized. If they do not, you know precisely when it
changed. This is the entire chain of custody compressed into one number,
and it is the cheapest protection in the field.
TH
msiuey Aevisldnisaseunseaneundnguiaduivauniesiaviie
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Write blockers. Hardware or software devices that prevent write com-
mands reaching the original media during imaging — the mechanism that
lets an examiner assert the copy is identical to the source. The failure mode
is stated by practitioners and worth repeating: a write blocker is only as
trustworthy as its own validation. An uncertified, unvalidated blocker is not

a guarantee; it is an additional unexamined link in the chain. [ESTABLISHED]
(ElcomSoft)

TH

Fauidiau (write blocker) iWadsldvinfunisnyvdsuanugniesvassiiiu
ity — HuAegaseuiifuitRnuseyliuagaiswati dfufiogunsal
gdaurdnsevendunsinumdndoulaililuadeduatiussninaindiunnn
nalniliosiilidnsangaiduduldhdiumieuduatuynusznis dafu
Feunlildsunsiusesazlinunisnsregeudslulindnuseiu siufedese
Sndeolurialeiitliilasnsaa [ESTABLISHED] (ElcomSoft)

The governing standards. NIST Special Publication 800-101 Revision 1 cov-
ers mobile device forensics — validation, preservation, acquisition, examin-
ation, analysis, reporting, including physical methods such as chip-off and
JTAG. NIST SP 800-86 covers integrating forensic technique into incident
response, in four stages.
TH
mmgquﬁﬁ'\ﬁ’ugua NIST Special Publication 800-101 Revision 1 AT8UARN
ﬁﬁ%wmmam%qﬂnszﬁmﬁauﬁ: N15ASIRFBUANUGNEDY NSAUTNE NI5LA
11 NSASIVEDU NITIATITA N155IBIIU SINDIIDNIN1YATWBES chip-off
way JTAG @ NIST SP 800-86 ATaUARNNISHUININALALRTINEIAERSIN
lUN1SABUANDIBMANITAL wadudtuneu
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An important scoping note that people get wrong: SP 800-86 is written for
IT incident response, not for criminal evidence. Using it as a courtroom
standard requires supplementing it with actual legal chain-of-custody
practice. And Revision 1 of 800-101 supersedes an earlier document that
covered only cell phones — a reminder that forensic guidance dates quickly
as devices change. [ESTABLISHED] (SP 800-101rl; SP 800-86)

TH
VOULWATBNLBNAITADYATIAUBIUNAINUDEIAR: SP 800-86 LU8UTUAMSU
nsmavauasiamnnsalau IT Lilddmsuneundngiunisengn asen
sududuinesgulutudald desasudsuuiujifildnisaseunses
WETURANIUN NN U834 hilditenansines) 8nUeamnile Revision 1 ¥4
800-101 unuitenarsatuneuntinaseuaauanizlnsdniions —
aaa (54 v & | A L4 a
wIINTRIMemansaadeisavinngunsaliudsy [ESTABLISHED] (SP
800-101r1; SP 800-86)

The tools are not magic, and their limits are the interesting
part

nﬂl = ] 2 [] .4 = o [V} o = 1 t:l (]
isastiomanil iildvuuns nazdninnavassivfsdiuniuiaula

Two commercial products dominate mobile extraction: Cellebrite's UFED
and GrayKey. Both are usually discussed as though they open anything.
Neither does.

TH
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GrayKey bypasses passcodes on locked devices and can extract keychain
material on supported configurations. Its architecture is the point: it is vul-
nerability-dependent. It works by exploiting undisclosed flaws, and each
Apple security update closes the specific hole in use — producing windows
in which new iPhone models simply cannot be accessed until a new exploit
is found. Court records document failures against updated iOS. [ESTAB-
LISHED] (legal analysis of GrayKey effectiveness)
TH
GrayKey ﬁ'muLLUU%uag:ﬁ’miaﬂwi — thufeUssiiunamunvasanntnenssy
ffu SfudwsarinuuugUnsaifidenat uasistaya keychain léluunsnisaean
fisesdu Ihnuieardedounnsediliilame warmssuinnauuasnase
04 Apple wiazafiliavasiimadldoy — 1intaaaandi iPhone julmaiidnlalle
ieaunitznutesinilu duitnvesmatuiinaudumassde i0S isuian
Wa2 [ESTABLISHED] (mﬁmsﬂzﬁmaﬂgwmaL'éaaﬂiz?imﬁwa%aa GrayKey)

Cellebrite has broad device support across logical, physical and cloud ex-
traction, and its effectiveness has likewise fallen against modern iOS
through 2025-2026, with reported market mindshare declining year on year
as encryption strengthened. [CONTESTED] — the market figures come from a
comparison site rather than an audited source.
TH
Cellebrite s04§UgUnsaint e iansisdoyaidensng antunm uagan
Aa1n walszanduase i0S adulwinanasduiunasnl 2025-2026 3
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And the single most operationally useful fact about both: device state de-
cides everything. A phone seized in the Before First Unlock state —
powered off, never unlocked since boot — is dramatically harder to access
than one in After First Unlock, where decryption keys are resident in
memory. Powering a device off is described as a highly effective counter-
measure. [ESTABLISHED]

TH
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[ESTABLISHED]

That cuts both ways and you should hold both. It is why an arrest team
wants the phone unlocked and in hand. It is also why a criminal who re-
boots his phone has substantially defeated a tool that cost a police force
tens of thousands of dollars.

TH
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The precedent that never happened
Ussﬁﬂgqumﬁtﬁﬂtﬁﬂﬁu

In February 2016, the US Department of Justice obtained an order requiring
Apple to build software that would bypass the security of an iPhone 5C used
by one of the San Bernardino attackers. Apple refused, arguing that building
such a capability was itself the harm.

TH

iWeununLS 2016 nsznsaeefsssuanis Tddsaalil Apple a¥ns
gandsTmszuumIUaeAfbves iPhone 5C findlslugoin San
Bernardino 14 Apple Ufjias Fredeldudrinnisademnuaunsauiiudumn
AReAudsmelufiueIua?

The case is universally remembered as a landmark. It produced no law. On
30 March 2016 the FBI announced it had accessed the phone using a third-
party tool — reportedly costing around a million dollars — and withdrew its
request. No ruling was ever made on whether Apple could be compelled.
The question remains open. [ESTABLISHED] (NPR)

TH
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This matters practically, not just historically. The legal position on com-
pelled decryption assistance is unsettled in most jurisdictions, which means
anyone planning an investigation around the assumption that a locked
device will eventually be opened is planning around a hope.
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What this means for a machine-assisted investigation
ﬁeu‘vimElﬂ'm.l'maa'lavlsaﬂmunﬁaumum“umsmaﬂsm&l

Everything in Part II operates on copies. This is the chapter that says what
the copies must be.
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A cluster of three hundred fraud complaints is a research finding. The three
hundred complaints are the evidence, and each one must exist as an ac-
quired, hashed, logged artefact whose provenance can be recited — or the
cluster points at nothing you can use.
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So the pipeline has an order, and it is not the order people naturally work
in:

TH
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1. Acquire and hash before analysing. Not after, when you have found
something interesting. 2. Analyse the copy, never the original, and record
which copy. 3. Every machine output resolves to a hashed source artefact
— the citation rule from Chapter 4, now with the additional requirement
that the cited document itself be preserved. 4. Log every transfer, including
transfers into and out of any Al system, because that is a custody event like
any other and is the one nobody currently logs.
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Point four is where current practice is weakest and where I expect the first
serious challenge to machine-assisted investigation to land. When a de-
fence lawyer asks which model version processed the evidence, what its in-
puts were, whether the material left the jurisdiction, and who could have
altered it in transit, most organisations today have no answer. Building the
log before anyone asks is cheap. Reconstructing it under cross-examination
is impossible.
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The Move — Hash at acquisition, always, before you look. The moment any
material enters your possession, compute and record its cryptographic
hash with the date, the source, and how it was obtained — before you read
it, before you are interested in it, before you know whether it matters. Ma-
terial becomes interesting after you have started working with it, and by
then the acquisition record cannot be created honestly. This is a thirty-
second habit that determines whether months of work is usable.
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What would change my mind: if courts began routinely admitting machine-
derived findings without requiring the underlying artefact and its proven-
ance, the strictness argued here would be overengineering. The trend, as
far as the record shows, runs the other way — Griffin is fifteen years old
and authentication requirements for digital material have tightened since,
not loosened.
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CHAPTER CHAPTER 10 — FABRICATION

EN

Two thousand people were shown a mixture of real and synthetic images
and video and asked to sort them. Two of them got everything right. [ES-
TABLISHED] (iProov study, 2025, via Adaptive Security)
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AudaanuaulAgnImLazIRloNUUAUSENI YB3 UTRIANATIZI WAIgN
valiwenindulmnduduluu fiWssdasnuminiuninougnnanun [ESTABLI
SHED] (iProov study, 2025, via Adaptive Security)

EN

That is 0.1%. It is the number to open with because it disposes of the most
common assumption in this subject — that a careful person can tell. A care-
ful person cannot tell, and neither, mostly, can the software sold to tell for
them.
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EN
This is the chapter where I have to report that verification is currently
losing, and where the correct response turns out not to be a better detect-
or.
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The state of detection
ANULVDINITASIVIU

Commercial deepfake detection baselines are reported around 55% accur-
acy, and industry analysis flags this openly as insufficient to function as a
safeguard — at that rate roughly half of synthetic content passes. [ESTAB-
LISHED] as reported; the figure comes from industry reporting rather than a
standardised benchmark, so treat the precise number as indicative.
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Three structural problems sit underneath, and they are structural rather
than temporary:
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The adversarial gap is architectural. Detectors are trained to recognise the
artefacts left by known generator architectures — historically generative
adversarial networks. Current diffusion models produce different artefacts,
which GAN-trained detectors were never built to catch. Every advance in
generation resets detection, and generation advances faster than detectors
are retrained. This is not a gap that closes. [ESTABLISHED]
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iilailn rESTABLISHED]

Detector reliability varies by who is in the image. Peer-reviewed evalu-
ation found measurable performance disparities by age, ethnicity and
gender. So a detector's error rate is not one number — it is a different
number depending on the subject, in the same way, and for related reasons,
as the facial recognition differentials in Chapter 6. [ESTABLISHED]
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And the human-machine comparison is not what you would guess. Some
studies report human perceptual detection now outperforming machine
detection on video, while machines edge out humans on static images.
There is no clean hierarchy to fall back on. [CONTESTED] (University of Flor-
ida, Feb 2026)

TH
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(University of Florida, Feb 2026)

The alternative that is actually being built
Mﬁataanwmamnasﬂwuaﬂ

If you cannot reliably analyse content to determine whether it is synthetic,
the remaining option is to establish where it came from. That is the wager
behind C2PA — the Coalition for Content Provenance and Authenticity —
and its Content Credentials, at specification version 2.3 as of January 2026.
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maaﬂaammummnvlwu UUADNITLANUNULUDIAY C2PA — Coalition for
Content Provenance and Authenticity — wag Content Credentials va93iu %
14 o & U A
VBNINUALIBIYU 2.3 U LABUNNIIAN 2026

The adoption is real and larger than most people realise. Leica shipped the
first camera signing C2PA credentials at capture in 2023; the Samsung
Galaxy S25 and Google Pixel 10 now sign natively, with Nikon and Canon in-
tegrating at hardware level. OpenAl attaches C2PA metadata to generated
media; Microsoft added credentials across Microsoft 365 content in Febru-
ary 2026; Google is rolling verification through Gemini, Search and Chrome;
TikTok reports labelling over 1.3 billion videos with provenance data. The
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EU AI Act's Article 50 mandates machine-readable marking of Al content,
which C2PA satisfies, and California's SB 942 took effect January 2026 with
AB 853 following in 2027. [ESTABLISHED] (C2PA; adoption status 2026)

TH
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Google Pixel 10 t@ulug @7u Nikon wag Canon fdswuanliluseduasauas
OpenAl wuuwvnawn C2PA Tuifudiefiad1stu Microsoft iiudeyaiusestu
ilavn Microsoft 365 wanuaialRaununTRLS 2026 Google Mdmuasila
N1901579@0UNIU Gemini, Search wag Chrome TikTok s1e91uddndedaya
uwdsfialiinlelundand 1.3 Wuduadu inguane 3nas 50 ves EU Al
Act SadulivinaSosmneiiaw Al wuuiledessuld uay C2PA neudaiild
d7u SB 942 vesumanesifluiinavesulddusunsau 2026 Tne AB 853 9y
AUU U 2027 [ESTABLISHED] (C2PA; adoption status 2026)

Now the two limitations, which matter more than the adoption figures:

TH
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Jednnnaestansluildrnnimiavnsinluldnauadnedu:

Provenance is destroyed by ordinary handling. Re-encoding, screenshot-
ting or platform recompression strips a C2PA manifest exactly as it strips
EXIF. The chain is only as good as every step that preserved it, and most
steps do not.
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It cannot work backwards. C2PA certifies content signed at capture or cre-
ation. It says nothing about older media, unsigned media, or anything that
passed through a tool that did not participate.
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Put the two together and you get the honest position: C2PA can eventually
establish that something is authentic, through an unbroken signing chain. It
can never establish that something is fake — absence of a credential is the
normal condition of nearly everything, not a signal.
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That asymmetry is the whole design and it must be understood before the
technology is relied on.
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What an investigator does instead
unduvinezlsunu

Three things, in order of value.
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Get upstream of the artefact. Do not analyse the image; find where it came
from. The original upload, the account that posted it first, the device or the
person who claims to have made it, the platform record. Chapter 8's geo-
location is a provenance technique, not an analysis technique — it does not
ask whether the image was manipulated, it asks whether the world it de-
picts exists where it claims to be. A fabricated scene must fabricate the
whole scene consistently, and consistency across independent physical
details is very hard to fake and very easy to check.
TH
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Corroborate across independent channels. A video is one channel. Its
claims usually touch others: a flight that happened or did not, a building
that exists or does not, a shadow at an angle that is possible or impossible
on that date, a document filed somewhere. The MH17 work in Chapter 8 was
never a judgement about whether individual photographs were genuine; it
was a demonstration that dozens of independent items agreed with each
other. Fabrication scales badly against that requirement.
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Preserve the original bitstream. Chapter 9's discipline is doubly load-bear-
ing here. Hash at acquisition. Preserve the file as delivered, not a re-en-
coded copy — because re-encoding destroys both the provenance manifest
and any forensic artefact that might later be analysable by tools that do not
yet exist.
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The consequence nobody wants to say
wait Liflasesnwais

The most important effect of synthetic media on investigation is not that
fakes will be believed. It is that genuine evidence will be doubted, and that
doubt is now always available, for free, to anyone against whom evidence
exists.
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A recording used to carry a presumption. It no longer does, and it will not
again. The presumption does not transfer to detectors, because detectors
sit near 55%. So the burden moves to provenance — to being able to say
where a thing came from, who held it, and what happened to it in between.
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Which returns you to Chapter 9, and to the observation that ties this part of
the book together: the skill that turns out to be decisive in the synthetic era
is not analytical cleverness. It is custody — the unglamorous, procedural,

entirely learnable discipline of being able to account for where everything
in your file came from.
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The Move — Never ask "is this fake." Ask "where did this come from." When
you receive a piece of media, do not begin with analysis or with a detection
tool. Begin by tracing it upstream: earliest appearance, first uploading ac-
count, the physical claims it makes that can be checked against independ-
ent sources. Record the chain. If the chain cannot be established, that is
your finding — not "fake," but unverifiable, which is a different and more
honest word and is the one that survives challenge.
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What would change my mind: a detector demonstrating high accuracy
against a generator it was not trained on, in independent evaluation, would
reopen analysis as a viable path. The architectural argument in this chapter
predicts that will not happen, and I would treat any vendor claiming it as [
CLAIMED] until an independent lab reproduces it against unseen generators.
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CHAPTER CHAPTER 11 — PEOPLE

Sixty-nine per cent of the 375 DNA exonerations in the Innocence Project's
fixed dataset involved eyewitness misidentification. Twenty-nine per cent
involved a false confession. [ESTABLISHED] (Innocence Project)
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Those two numbers describe the two human instruments in this book — the
witness and the interview — and they are the least reliable instruments an
investigator uses. This chapter grades them the way Chapter 3 graded the
laboratory, because they deserve exactly the same scrutiny and almost
never get it.
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The interview
AsaunTIYal

There are two dominant traditions and the evidence between them is not
close.
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The Reid technique, developed in the United States from the mid-twentieth
century, is accusatory and confession-focused. It presumes guilt before the
interview begins and proceeds through isolation, confrontation with evid-
ence — sometimes fabricated — and theme development that minimises the
moral seriousness of the offence to make admission easier.
TH
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The PEACE model was introduced in the United Kingdom in 1992 by the
Home Office with the Association of Chief Police Officers and academic
psychologists including Tom Williamson and Ray Bull. It is non-accusatory
and information-gathering, and it is explicitly not designed to produce
confessions. The name is a mnemonic: Preparation and planning, Engage
and explain, Account, Closure, Evaluation. [ESTABLISHED] (CaselQ)
TH
Tuwna PEACE Guldluansivoundngd 1992 Tnsnsensraumalne saufu
a11ANR U VIN1TA59 (Association of Chief Police Officers) WagiinInanen
\B3Y1N15 59183 Tom Williamson wag Ray Bull siulinanam sjaiudeya
wagsalaeenuuulvibigawdndiarsain Joidugavaesi: Preparation and
planning, Engage and explain, Account, Closure, Evaluation [ESTABLISHED]
(CaselQ)
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What the research shows. Comparative studies of trained against untrained
interviewers find PEACE-trained officers use significantly more open ques-
tions, more clarification, fewer leading questions and fewer coercive tactics
— and that interviewees give significantly more information to trained in-
terviewers. [ESTABLISHED] (Systematic review, 2021)
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Against Reid, the finding is not that it is unproven but that it is actively im-
plicated. Saul Kassin and Richard Leo document that its guilt-presumptive
structure elevates false-confession risk, disproportionately for juveniles and
people with intellectual disability or mental illness — and 29% of DNA exon-
erations involved a false confession. Reid & Associates now markets a hybrid
product incorporating PEACE, which tells you where the evidentiary
pressure has landed. [ESTABLISHED] (review, 2023)
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NN PEACE 11U HUUaniusInafuganang1unnasnselig [ESTABLIS

HED] (review, 2023)
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A comparative figure circulates — roughly 0% false confessions from inno-
cent participants under PEACE-style methods against around 50% under
accusatorial methods — which I found only in secondary summaries and
could not trace to a primary study in this pass. I am reporting the claim and
its status rather than the number as fact. [CLAIMED]
TH
fisauiouiisudmiaunsuatsey — Aasnwifiaangidnsauiiuians
517 0% nelAISIUU PEACE Liguiusna 50% nnel@dsiianandng — Nuwu
fuluunaguseawiniu uagdulufenmiddedumalidldlunisaseaoundsil
NUTITIBUTINAI8 W SaNAn uzve iy Tildseaudavlugiuy
UL1N9939 [CLAIMED]

The technique with a measured effect
wmalandvuinuainla

Most of what is written about interviewing is assertion. The cognitive in-
terview is the exception: it has a meta-analysis with an effect size.

-

H

a all = = [ ¢ 1 1 & 1Y 1 % 3 ¢ a a
awvsutnsdumualdulugdunadanansny nsduntealideausvnu
Wudesniiu: Tuiin1siasiesiefunu (meta-analysis) wazivunnua

Across 42 studies, 55 comparisons and roughly 2,500 interviewees, the
cognitive interview produced a strong increase in correctly recalled de-
tails, d = 0.87, against standard interviews — and a smaller but real increase
in incorrect details, d = 0.28. [ESTABLISHED] (University of Portsmouth)

TH
nMsdunealdeiuuiuseasidendisldgndas d = 0.87 ilaifivuiunis
AUNPALUUVUIATFIU — waziiuswazBeniiiawann d = 0.28 aundund
239 favilinenn 42 9uAde 55 nsisuiiieu warHQNANNI¥AITII 2,500
AU [ESTABLISHED] (University of Portsmouth)
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Report both halves. The technique gets you substantially more information
and some of the additional information is wrong. That is a trade worth mak-
ing — more material to corroborate against, rather than a cleaner but thin-
ner account — but only if you know you are making it. An investigator who
believes the cognitive interview produces more truth rather than more re-
call will over-trust the extra detail, which is the precise error the d = 0.28
figure warns about.

TH

F18uNdesu malallideyauinvuedwlitedAey uazdoyaniinuun

1 a dld dl ¥ ¥ g :g,( Y o ] o Y 1 dl

UNAIURA UADNITLANTIAN — Talomundulsiinluguduled Anindessn

Taza1aniunuendt — uiduiseilisjiinmdwanegls Unduinedinis

o/ ¢ a a 4 a g 4 o g 4‘

FuntwaldeUsvulyinuaseunniu "lu'wlm'mmmmnﬁuu LY

= a a = a o a 1
SIUAZANNNNLALATS waztiuAsAMURANaIANAIaY d = 0.28 1heoul)
Wah

Who confesses to things they did not do
Tasarsamludsnaeslilavia

Gisli Gudjonsson built the standard instrument for this, the Gudjonsson
Suggestibility Scale, which measures interrogative suggestibility in two
components: Yield, going along with misleading questions, and Shift, chan-
ging answers under negative feedback and pressure.

TH
Gisli Gudjonsson a31ain3asiiounnsgudmsuiFesil fie Gudjonsson
Suggestibility Scale ffutnaugeundesmulunisasvuinandu 2 aed
Usznau: Yield Aondesmudanuiivinia uay shift Aewdsudneudiows
nalaunduiBsaunazusinasu
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The distinction that matters operationally comes from the review literature:
compliance is linked to false confessions in general, while suggestibility
specifically predicts the internalised kind — where the person comes to be-
lieve their own false admission. [ESTABLISHED] (Otgaar et al., 2021)

TH
FounnasfidnAnylunsufoRmnainissunssumuniu: aruadesnu
(compliance) Weulusiumansnmifialnenilu druaiiuseundasniunis
1 (suggestibility) vinuneransnmiiviindiilslulelneony — Aensdld
AUALTLINN B A SUANS A NTAUD 92189939 § [ESTABLISHED] (Otgaar et
al., 2021)

Two different failures wearing the same clothes. One person says what will
end the interview. The other leaves the room having acquired a false
memory. The second is far harder to unwind, and it is produced by the
same pressure.

TH

P A a @ = a A ° v o &
AUANLMAIADILUUAINFRHIYAREINUY AUrilanadanagyinlinnsdunival
U HNAULAUDDNIINIDINS DUAMUNTITUND LUUNABILABINNIIUIN WAL
LANAINLTINAAULALINU

Of the false confessors in the Innocence Project dataset, 49% were 21 or
younger at arrest and 9% had known mental health or capacity issues at tri-
al. [ESTABLISHED]

TH

Tuussagasnminalugadoyaves Innocence Project 49% diany 21 Unse
12831 MOUYNIUNY LAz 9% AUnMaVNMININNTOAIUAINITANNT VLAY
luuA1a [ESTABLISHED]

172


https://onlinelibrary.wiley.com/doi/full/10.1002/acp.3788
https://onlinelibrary.wiley.com/doi/full/10.1002/acp.3788
https://onlinelibrary.wiley.com/doi/full/10.1002/acp.3788

The witness, and a defence of the witness
weu wazn1sunlUasneu

The reflexive modern position is that eyewitness testimony is worthless.
The evidence says something more precise and more useful.
TH

I L3 1 L% wa A o 4 % L4 Y 1
yeduadylmivuunevaussdnludffenlinisuasuszaneweulian
nanguvendanuaiugndtuu wagldaulauinninuu

John Wixted's work established that initial confidence at the first identific-
ation reliably predicts accuracy — and that field studies of properly con-
ducted lineups report very few high-confidence misidentifications of inno-
cent suspects. His analysis of more than 900 eyewitness-misidentification
exonerations found only 18 involved a confident initial misidentification,
against 190 where the witness initially hedged, picked a filler, or said the
suspect was not present. The first, least-contaminated test is the
informative one. [ESTABLISHED]
TH

31UP84 John Wixted Agarinaudulausnisulunisdfinsausninung

Aanuwivgrldagraindeiio — uazauANYINIAEUINVEINISITEIITFIN

MN08199NABITIBIUNSTFIIRUSANSHAMEAULLlagItasuIn 11

a < a Y oa &IU a 1 = =

AATITUNTUNUNAIINNITVAINANAINYDINYIUUINNIT 900 N WULNYY 18
= a Jo a ] [ A & = [ N [ [ 1

nsaiNn1sTiRaAsIwsNuwuUNIUNlL WiguAu 190 nSAIWEIUEAaRAILA

wsn lHenfIae wIsuanIgdesasdulieglunad Mmnadeunsusn AsIVY

X ¥ A a4 Y dgvy
L‘Uﬁ)u‘uaﬂﬂ?jﬂ ﬂ@ﬂﬁﬂﬂiﬂ%ﬂyjﬂ [ESTABLISHED]
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Now the caveat, which is load-bearing and must not be dropped. A 2024
review confirms the confidence-accuracy relationship holds under pristine
conditions: fair lineup construction, no contamination, prompt testing. Real
investigations frequently fail those conditions — unfair lineups, delay, cross-
racial identification, exposure to post-event information all degrade the
relationship. The consensus is conditional, not universal. [CONTESTED]
(Moore et al., 2024)

TH

fitomsse e fuduthmiinuesuniuagiuine sumuniul 2024 Suguin
mmé’uﬁuészijmmﬁu%ﬁ’ummLL@Jue]"lL“l‘]uﬁﬁanw’lé\'ﬁ;au"lmﬁuﬁsqmé:
Fuauaniishognadusssy lisinsuuieu nageulaeish msduaiuaswana
feuluwaniutos — uaitliidusssu mnuan nstsdudowa nsla
Sudoyanduvnnisal auafnnseunruduiusi sunufilfiteuls Ty
#@1na [CONTESTED] (Moore et al., 2024)

So the practical rule is not "distrust witnesses." It is: the first test is the
evidence, and everything after it is contaminated by the fact that the first
test happened. Confidence expressed in court, after months of questioning
and feedback, carries almost no information. Confidence recorded verbatim
at the first identification carries a great deal. Whether it was recorded is a
procedural choice made in the first hour of a case, usually by someone juni-
or.

TH

nglumeuAtRslalle "egnfenenu” usite: msnaaeunseusniondngu
u,azvgnaEiwwé’amnﬁ'ugﬂﬂu@auﬁw%Lﬁ@ﬂ?@ﬁ'i'mﬁmaam%’;eusmﬁﬂ
Fuudr arwsiulafiuandusna ndsgndnanuuarldsunatiounduumans
e unulsiveneylsias anusiulafituiindsedilunistsadausavenld
wn aztuiinnseldfemadenidenseuiunisludalususnvesni wazau
faausinidunuseiuans
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And a related correction to a reform many jurisdictions already adopted.
The move to sequential lineups through the 2000s and 2010s ran ahead of
its evidence. The National Academy of Sciences found in 2014 that the
studies underpinning sequential superiority confounded recognition
memory with response criterion — sequential procedures make witnesses
more conservative, which lowers false identifications and correct ones,
rather than cleanly improving discrimination. The question remains open. [
CONTESTED] (Judicature/Duke Law)
TH
wagfinsudluiifieades dwmiunmsufsuiivarswnsiunamadululduds ans
WasululdnsiSesuandisuuudidu (sequential lineups) naan%2d
2000s wag 2010s Jstimtudnguvasiiu National Academy of Sciences Wu
T 2014 119 iideiisesiuanumilonitvesisuuumduuuiusenineniny
srlunsensrfuinasinisneuaues — dumsuwuusdu e usE TR
N 3\1aﬂ177’ami%ﬁaﬁﬂLLasmi%ﬁ'sgﬂ TailgiuauausILeNLEZ 0L

aze1n Anuildadneg [CONTESTED] (Judicature/Duke Law)

That is a reform adopted at scale on the strength of research that did not
support it. Keep it in mind whenever this book, or anyone else,
recommends a procedural change.

TH

wuAen1sujsungniluldluening vumiddenlalasessuiv 91linnasin
o A A A [ o v A
nilidoiauil wsalasnniu wuzsihlinuasunszuiunis
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The instrument that failed and stayed
insaslanauaIusgag

In 2003 the US National Academies reviewed roughly 80 polygraph studies,
found 57 of them significantly flawed, and concluded the evidence for
polygraph validity was scanty and scientifically weak. [ESTABLISHED] (Na-
tional Academies, The Polygraph and Lie Detection)

TH

11 2003 National Academies UBIANSET NUNIUIUITBLATEIIUNID12 80
T WU 57 Juiivaunnsesegelitvdfey wazaglimvdngudmsuainy
wiugweunIssduinauIuazsaune luBaINgAIdns [ESTABLISHED]

(National Academies, The Polygraph and Lie Detection)

It remains in use. That is the most instructive fact in this chapter, and it
generalises beyond the polygraph: a technique's persistence is not
evidence of its validity. Institutions keep tools because they are embedded
in procedure, because abandoning them is an admission, and because the
tool produces something — a number, a chart, a confession — that feels like
progress. Every argument in this book about Al applies retroactively to the
polygraph, and the polygraph is still there twenty- three years after the
National Academies were finished with it.

TH

1 = ¥

LV £ = < a g v = a =1 L '
siudsgnldey URedamnaasaliunisuunigntluuni waziululnandn
iAsesduLne: msnimaliauiledsnsagnelulilindnguvesniugniesvas
s andunuinIesdislfinszdiuilseglunszuiunis mszdnldivindy
HNTUAINRA LAZINTIZIATOINBNENUNBENBDNNT — FlaY NI A
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What the machine can and cannot touch here

a da v v v i = 1
Anasasunznadlanazunzaoalilaluisasil

Almost nothing in this chapter is automatable, and that is the point of
placing it last in the craft.

TH

wnuliifiozlsluuntivinlndusnlul@les dudewmauaniugnineivinegaves
o X

uiiiail

A model can transcribe an interview, translate it, index it, and flag leading
questions for review — genuine value, and it makes interview quality audit-
able at a scale that was never previously possible. Auditability is not a small
gain: PEACE's advantage over Reid is measurable precisely because
someone measured question types across many interviews.
TH
Twnanenmumsdunwalld wald Savihduils wasdiseiaudinliau
a9l — dfoamAness wazduinlfaunmnnsdunivainseaeuldlusedu
lsinedululfunneuy anuannsalunsnseasulildnalddnes: dold
\W3euwas PEACE witle Reid Talaninsizlauiudssianaiainlunisduniual
FUUNIN

What a model cannot do is conduct the interview. Rapport is the mechan-
ism by which PEACE outperforms, and it is not a text-processing operation.
Nor can a model assess whether a witness's confidence was recorded under
pristine conditions — that is a fact about a room, on a day, established by a
person who was there.

TH

a' :l' o M va o a [ o U U o =) dl o ¥

danueavinlilaAedniiunisduniual @aeduwus (rapport) Aenalanyinli

PEACE vinlaana1 wazsiulaladnisuszunanataninu luwanusedivlileadn
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The volume problem in Chapter 2 is a machine problem. This chapter is not.
An organisation that automates its linking and leaves its interviewing un-
touched has improved the part that was already improvable and left the
69% and the 29% exactly where they were.
TH
Jaymidesusinaluuni 2 Aellaymveuates unilaly ssdnsiiviilinig
Weulvadusnluiudliunenisduniual ldusulgedniivuusldegudn
uazUaey 69% fu 29% Tifidunnusznis

The Move — Record the first confidence, verbatim, and never ask again. At
any identification or key recollection, capture the witness's own words
about how certain they are, at the first asking, before any feedback, and
timestamp it. Then do not re-ask in a way that invites a revised answer. This
single record is the only version of witness confidence the research sup-
ports relying on, and the opportunity to create it exists exactly once, early,
and is usually missed.

TH

vidszdnun — Sufinausiulendausnliddenn uazesraugndn lunst

Fnfensseanaudddyaiala andudmaveaneuesinerilaudlu
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What would change my mind: if replication showed the confidence-accur-
acy relationship holding under ordinary, non-pristine investigative condi-
tions, the emphasis on the first test would be excessive caution. The 2024
review points the other way, and the sequential-lineup episode is a standing
reminder of what happens when a procedure is adopted before that
question is settled.

TH

a¢lsezvinlinuuasnla: mneAdeduansianuduiussenineany

fulafuarnuusugdsnsegmeldioulvnmsiuausssuaitlivians ns
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CHAPTER CHAPTER 12 — THAILAND

Everything in this book has been general. This chapter is not.

TH

unillyleisesnlu yaunasuninluauiidu

Thailand is where the reader of this book will work, and it is not a small
version of the countries the preceding chapters drew their evidence from.
The apparatus is different, the scale is different, the criminals are mostly
not in the country, and the measurements — as the second chapter
promised — mean something different again.

TH

TneRoauusiewosdsnuanil uaringlildussmanuniouniigodiuas
1 wé’ﬂgflumawmLwéﬂﬁuuﬂaqﬂﬁﬁu nalnmAneiu vues1eiy ausedulng
TailFogluuszmna uagnsin — aufiundiaesdyald — fanuvanesiisesn
TUBntundis

The volume
Usuoe

In the first 120 days of 2026, Thailand's Anti Cyber Scam Center recorded
121,921 online crime cases and THB 7.48 billion in losses. [ESTABLISHED]
(ACSC, announced 11 May 2026 by Pol. Gen. Thana Chuwong)

TH
Tu 120 Tuusnvesd 2026 Uszdlneiinfonsgyinssussulal 121,921 af
wazAULdene THB 7.48 billion sutuiinvesgudujjufnisunludaym
o Inssusaulaul (Anti Cyber Scam Center) [ESTABLISHED] (ACSC
UsznAiiie 11 wqunna 2026 Ty wa..0. 5u7 4296)
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That is roughly a thousand new cases a day, and the composition matters
more than the total. Goods and services fraud is most of the cases — 85,215
of the 121,921, averaging THB 15,727 each. Investment fraud is most of the
money — 80.2% of all losses, averaging THB 166,449 per case. [ESTABLISHED]

TH
= ] a! o = Y 13 o % U 4 a 4
AR s IIMINNUARADIU LazasAUsEnoudIAYNIwanIIN dolnsduAILay
USA15AU 3UUAR TUnaundn — 85,215 910 121,921 Af 1ade THB 15,727
1 a v a [ a =l =
AoAf aalnan1samuiu Weku TUiRaunun — 80.2% wasnnuduniy
VI91UA 1RAY THB 166,449 faAR [ESTABLISHED]

A system optimised for case count and a system optimised for baht re-
covered would pursue entirely different criminals. That is a policy choice
nobody has to state out loud, because whichever number gets reported
upward makes it silently.

TH

oo % ° Y o Y a v Vo %
sxUUIANaAIETILILAR AussuuninnansRuumngau azlaaiauiieau
aznguiuleedunds DAemadontauleuienlisilasdesynoanu nse
Aaavsia lnugnseauTutIeuL Aauitudenlimneadeus

Two other figures, with their windows attached:

TH

ALAYBNABIYA WIBUNTOULIANVBILAALYR:
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Figure Period Issuer

>170,000 fraud cases - ~THB 9bn lost - avg Jan - Jun 2026  Thailand
>THB 52,000/case - Facebook >61% of cases Consumers Council
1,176,512 calls to 1441 - 348,006 accounts 1Nov 2023 - 31 AOC 1441 / DES
frozen - ~THB 19bn damage Oct 2024 Ministry
TH
fiay 4291381 Woan
>170,000 Aidelng - 1Howes12 THB 9bn - 1088 u.A. — .. ANN09ANS
>THB 52,000/ - Facebook >61% ¥83Af 2026 Huslaa
s 1441 9717 1,176,512 @e - 918aUT 1W.8.2023-  AOC 1441/
348,006 Ueyd - AuL@LRI8512 THB 19bn 31 m.A. 2024 NS¥NTIND

[ESTABLISHED] for both. And the caution this book insisted on: the sources
do not agree with each other on totals. The ACSC figure implies about THB
62 million lost per day; a March 2026 report citing police put it at 70 million.
Full-year 2025 appears as both THB 115.3 billion and roughly THB 89 billion
for January to November. [CONTESTED]
TH
[ESTABLISHED] siaAaeunas usduvasteyalinssfusossensiy waziAwid
funsutenisszTiletinnaon fMiavues ACSC Ustnaidenesna THB 62
Fusiotu seamuieuiiuiau 2026 igresaseyliT 70 S1u veasiunied
2025 Us1ngu THB 115.3 billion Tuundanils wagdseanas THB 89 billion

dusuieunnsiandangAdnnauludnunasiila [CONTESTED]
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Case counts agree tolerably across sources at roughly a thousand a day.
Loss totals do not. If you must quote one number, quote a case count with
its window.

TH
d1uu afnssiuneldlaszninaunasdoya s1aniliuafneiu seaniu
8591 linsaiu 819099190 LaURe) THa1989IUIUARNS aUNTBULIAY

What that thousand a day actually is

%emumwuﬂﬂmmuuuwuasaq

Now apply the second chapter to it.

TH

mﬂuLmuwmaamﬂ%nummwmu

A recorded-crime figure measures reporting behaviour. In England and
Wales, with a mature statistical system and a dedicated national fraud
reporting centre, the recorded series captured about seven per cent of es-
timated fraud incidents. What does Thailand capture?

TH

1
N o =2

favevaInssunvuiinliiangfnssunisudeniiu lulddnensgyinssu
é’aﬂqwuaznaéﬁszwaa“ﬁLmumsuauuﬁuﬂsumesaaimsuﬂwmim
e yaadanvuAnl ISl diissszna Sanesidud voavnnsnide
Tnefiuszduly udslneduldwinls?

Nobody publishes an answer. But there is a survey that lets us bound it, and
the arithmetic is worth doing carefully in the open.

TH
lafilasieunsainou walikuudrsranilanignivunvaunle waziavanie
yailnlsvinedvazidundeaninaunnTy
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The Global Anti-Scam Alliance's 2025 survey found that 72% of Thai adults
encountered scam attempts, 60% were scammed in the preceding twelve
months, and 14% lost money, at an average of USD 408 per victim. [ESTAB-
LISHED] as survey output (GASA, via Kyoto Review)

TH
Jlned Inediulugiineinenisnasnaleuiuds wuud151al 2025 ves Global
Anti-Scam Alliance Wu31 72% wai e Inaiaglaannune1e1uiaanad
60% gnuaanarslududsadouiitiiuun uas 14% gandudu wiv USD 408
dofidemeviany ﬁ';l,awwﬁﬁ]u [ESTABLISHED] lugnuswadsia lldaia
AR (GASA KU Kyoto Review)

Take the 14%. Thailand's adult population is on the order of 57 million.
Fourteen per cent of that is roughly eight million people losing money to
scams in a year. Reported cases run at about 121,921 per 120 days, which
annualises to roughly 370,000.

TH

3N 14% Uszsnslugvesineeglusedu 57 duau AuAefidudves

Srunutiufenusn uaduauiigandsiuliiunisuaenarddunied il

%’ULLé'\iagjﬁsn 121,921 adsia 120 Ju AntdusteUlasiq 370,000

That is a capture rate on the order of five per cent — startlingly close to the
English seven.

TH
gnsmsduldegluszau vdesidud — lndfiavdnUesiduivasdingy
n3191A19
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Now the honesty this book owes you, because a derived number is the easi-
est kind to be wrong with. This calculation rests on four things I did not
verify: that the survey sample generalises to the adult population, that
"scammed and lost money" in a survey means the same event as a filed case,
that one victim generates one case, and my approximate population de-
nominator. Any of them could move the answer by a factor of two. [CON-
TESTED] — it is my arithmetic on someone else's survey, and I am showing
the working so you can break it rather than presenting a number you would
have to trust.

TH
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What survives even a generous treatment of those four objections is the
order of magnitude: the reported caseload is a single-digit percentage of
what happened. The system is not overwhelmed by the crime. It is
overwhelmed by the small visible fraction of the crime.
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There is a second implication, harder and worth stating. If reporting were
to improve — a successful public campaign, an easier app, one viral story
about money actually being returned — the recorded figures would rise
steeply, and every dashboard in the country would show a catastrophe. The
apparatus is not currently built to distinguish more crime from more
reporting. Nor is anyone else's.
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The machinery, which is real
nalnnfiogasy

It would be false to describe Thailand as defenceless. The counter-fraud
structure built since 2023 is substantial, and by the government's own
reporting it has moved real numbers.
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The Emergency Decree on Measures for the Prevention and Suppression
of Technological Crimes B.E. 2566, effective 17 March 2023, created the leg-
al structure behind AOC 1441. Its 2025 amendment, effective 13 April 2025,
went considerably further: it made banks, telecommunications operators
and digital-asset businesses jointly liable for damages arising from crimes
committed through their platforms where specified duties are unmet. [ES-
TABLISHED] (Royal Gazette text; iLaw)
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wsgsiuaNInsn1slasiuuazysiudsmervanssuniamalulag
W.A. 2566 Anatsduld 17 fiunau 2023 wazilulassadanienguung
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thuann: suAns glusnsinsauunau uaggsiaAuningadvia des sausuiin
deAnademeaneivanssuiinssyiiuunanwesuvasau mnlllFUfUA
WiAnfwual3 [ESTABLISHED] (Royal Gazette text; iLaw)

In my judgement that amendment is the most consequential item in this
chapter — more consequential than any investigative technique in this
book. It converts a policing problem into a business-risk problem for organ-
isations with vastly more staff, money and data than the police have.
Enforcement scales badly; liability scales by itself.
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https://www.ilaw.or.th/articles/54370
https://th.wikisource.org/wiki/%E0%B8%9E%E0%B8%A3%E0%B8%B0%E0%B8%A3%E0%B8%B2%E0%B8%8A%E0%B8%81%E0%B8%B3%E0%B8%AB%E0%B8%99%E0%B8%94%E0%B8%A1%E0%B8%B2%E0%B8%95%E0%B8%A3%E0%B8%81%E0%B8%B2%E0%B8%A3%E0%B8%9B%E0%B9%89%E0%B8%AD%E0%B8%87%E0%B8%81%E0%B8%B1%E0%B8%99%E0%B9%81%E0%B8%A5%E0%B8%B0%E0%B8%9B%E0%B8%A3%E0%B8%B2%E0%B8%9A%E0%B8%9B%E0%B8%A3%E0%B8%B2%E0%B8%A1%E0%B8%AD%E0%B8%B2%E0%B8%8A%E0%B8%8D%E0%B8%B2%E0%B8%81%E0%B8%A3%E0%B8%A3%E0%B8%A1%E0%B8%97%E0%B8%B2%E0%B8%87%E0%B9%80%E0%B8%97%E0%B8%84%E0%B9%82%E0%B8%99%E0%B9%82%E0%B8%A5%E0%B8%A2%E0%B8%B5_%E0%B8%9E.%E0%B8%A8._2566
https://www.ilaw.or.th/articles/54370

Downstream sits the Central Fraud Registry: a shared interbank database
in which flagging a person at one bank suspends their accounts at every
bank and blocks new account opening. [ESTABLISHED] (Nation Thailand)
TH
finadlufe Central Fraud Registry: grudoyaseninssunasiildsauiu Unss
yanauilsfisurasifien Tnydvosautiugnssfuiinnsuins uasiladay Tl
13il¢ [ESTABLTSHED] (Nation Thailand)

That is entity resolution in national production — the mathematics of the
linking chapter, deployed, today, on Thai financial records. It also has pre-
cisely the harm profile this book warned about: a system that acts on a flag,
at national scale, in a domain where — as noted earlier — no independently
verified wrongful-outcome case has ever been documented, largely because
that harm produces no court record.
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https://www.nationthailand.com/business/tech/40069582
https://www.nationthailand.com/business/tech/40069582

Alongside it: a SIM registration limit of five per person at physical service
centres with SIM-box devices outlawed; a cash rule requiring declared
source of funds for deposits above THB 5 million from October 2026; and,
effective 12 August 2026, a ministerial regulation letting victims request
refunds through the anti-money-laundering office without a court order. [
ESTABLISHED]
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WiaudinugUnsal SIM box; nfRuAR NH0IuINNIVEIIUTBNINAY THB 5
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Taidamevsfutuiiudinauleusazusiudsunisweniiu Inglidag

NATE9AIA [ESTABLISHED]

That last one deserves attention out of proportion to its coverage. It
shortens the distance between a report and money coming back, which is
the only outcome most victims actually want. It will do more for reporting
rates than any campaign — and, per the section above, it will therefore also
make the statistics look worse.
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The reported enforcement results, October 2025 to June 2026: 351,000-
plus mule accounts closed, THB 3.6 billion frozen, more than 29,000 sus-
pects arrested, warrants for over 70 ringleaders; personal mule accounts
down 76.9% and corporate down 88.4%. [CLAIMED] — a government de-
scribing its own performance, with no independent audit that I could find.
(Xinhua, 13 Jul 2026; Nation Thailand, 13 Jun 2026)
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wan1stsduldiissa naiaw 2025 fefiguisu 2026: Saydiiigntanda
351,000 Usyd Jue1dn THB 3.6 billion ffasasdugnIunuuinnd 29,000
AU NIUTINTNVUIUNIINTT 70 578; Unydidindruynnaanad 76.9% uae
Uyt lfiunnaanag 88.4% [CLAIMED] — S5UNES1EAMUNASIUYDIAILDY
WATHUNINISASIAUDasE LN (Xinhua, 13 Jul 2026; Nation Thailand, 13

Jun 2026)

The three silences
AMUIeUaAINUsENS

Three things are not published, and each is load-bearing for anyone who
wants to help.
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https://english.news.cn/asiapacific/20260713/ff40e37fbe61446da8b67d924cfc67da/c.html
https://www.nationthailand.com/news/general/40067385
https://english.news.cn/asiapacific/20260713/ff40e37fbe61446da8b67d924cfc67da/c.html
https://www.nationthailand.com/news/general/40067385
https://www.nationthailand.com/news/general/40067385

No clearance rate for online fraud. [ABSENT] I searched in Thai and English
through police, ACSC, AOC and ministry channels. What exists is general
and non-cyber: Bangkok's Metropolitan Police Bureau reported nearly 90%
case clearance for 2025 across 76,744 recorded criminal cases. That is not a
cyber-fraud number and substituting it would be a misrepresentation —
and in any case the preceding chapters established that clearance rates are
not comparable even between countries that publish them, let alone
between offence types within one.
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No aggregate conviction count or rate. [ABSENT] The record holds stat-
utory penalties — up to three years and THB 300,000 for selling or renting
an account, two to five years for recruiting mules — and isolated senten-
cings, such as eight people including four bank employees jailed over a net-
work that took more than THB 100 million. It holds no total. Arrests are
published; outcomes are not.
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No current investigator headcount, and no published statement of back-
log. [ABSENT] The most recent figure I could locate is 333 officers, October
2020, at CCIB's founding, accompanied by the bureau's own description of
itself as understaffed. AOC's hotline capacity is published — 100 lines, 24
hours, roughly ten minutes to freeze a flagged account — but that is triage
throughput, not investigative capacity, and treating one as the other is the
easiest mistake available here.
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Put the three together with the five per cent above, and the shape of the
problem is visible. A single-digit fraction of a very large crime arrives as a
thousand daily reports. Arrests are counted. Convictions are not. Capacity
is not. Clearance is not.
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The consequence is uncomfortable and it applies to your proposal as much
as to anyone else's: nobody can currently demonstrate that any interven-
tion improves outcomes, including the interventions already running.
Where the denominator is unpublished, improvement in it is unprovable.
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The criminals are not in Thailand
auswlilaegludsemalng

One more thing distinguishes this landscape from the American and British
material the earlier chapters rest on.
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Estimates put the regional cyber-fraud workforce across Cambodia,
Myanmar and Laos above 350,000 people, with syndicate revenue
estimated at USD 50-75 billion annually. [CLAIMED] — analyst estimates
with no stated method, and I would not repeat them in a room without
saying so. (AlIA)
TH
mdaussnudelndlaiuasluduyyi Weuun wazan gnuszidiuliinu 350,000
au wazseldvesvurunisgnusudiuliii USD 50-75 billion siaT [CLATMED]
— fuavvesindiasziiliseyisns wazwueglinaddaavilluiesUsse
Taglivandasriniilugae (AllA)
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https://www.internationalaffairs.org.au/australianoutlook/when-fraud-becomes-frontline-how-scam-compounds-drew-southeast-asia-into-war/
https://www.internationalaffairs.org.au/australianoutlook/when-fraud-becomes-frontline-how-scam-compounds-drew-southeast-asia-into-war/

What is better established: roughly 260 workers from 19 countries were
freed from Myawaddy compounds in February 2025 and handed to Thai au-
thorities [ESTABLISHED] (IJM), and more than 5,300 people were still held
in scam centres near the Thai border as of 23 June 2026 [ESTABLISHED] (Al
Jazeera).
TH
Aeiituduldfingt: useeuuszana 260 auann 19 Uszwa lésunisuadessn
nAELeIRlUABUNNAINUS 2025 uazgnadsaulin1anising [ESTABLIS
HED] (IJM) uag dinunnnnda 5,300 Audsasgninaled Tuauduasnaidlng

Wouaulne n ud 23 QU8 2026 [ESTABLISHED] (Al Jazeera)

Thailand's response has included cutting electricity, internet and fuel sup-
ply into Myanmar border areas and military deployment against illegal
crossings. [ESTABLISHED] (USIP)

TH
Tnenauldfiunisinliny Sumesiiin waziowaaiNuNsIgLALLTEUNN
wazdmInsluananIstIuLAURANA LY [ESTABLISHED] (USIP)

Two things follow. The first is that a thousand Thai complaints a day are the
exhaust of an industrial operation staffed substantially by people who are
themselves trafficked — which changes what "catching the criminal" means
and puts a genuine ethical weight on any tool built here.
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https://www.ijm.org/news/nearly-260-workers-freed-myanmar-scam-compounds-identified-trafficking-victims-thailand
https://www.aljazeera.com/news/2026/6/23/more-than-5300-people-still-held-in-myanmar-scam-centres-rights-group
https://www.aljazeera.com/news/2026/6/23/more-than-5300-people-still-held-in-myanmar-scam-centres-rights-group
https://www.ijm.org/news/nearly-260-workers-freed-myanmar-scam-compounds-identified-trafficking-victims-thailand
https://www.aljazeera.com/news/2026/6/23/more-than-5300-people-still-held-in-myanmar-scam-centres-rights-group
https://www.usip.org/publications/2025/02/china-exploits-thailands-crackdown-scam-compounds-grow-security-influence
https://www.usip.org/publications/2025/02/china-exploits-thailands-crackdown-scam-compounds-grow-security-influence

The second is structural. Investigation ends at a border. A perfectly identi-
fied network in a compound outside Myawaddy converts into an arrest only
through diplomacy, cross-border operations, or the money — which is why
the financial track in this book is not merely one approach among several in
the Thai context. It is frequently the only one that reaches.
TH
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Where the work actually is
NuNuiasegnse i

Everything above narrows to a single opening, and it is narrow deliberately.

TH
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The Central Fraud Registry links accounts. That layer exists, it is national,
and it works. The DES ministry has reportedly budgeted THB 200 million
for a centralised Al data-management system for AOC, targeted at Q3 2026.
[CLAIMED] — reported at summary level, primary document not obtained.
(Siam Legal)
TH
Central Fraud Registry (Wouty@idnéeiu dutiufioguds 1dusedund uag
viauld nsgnseRsTisenuinfasu THB 200 million Awiuszuuuims
dnn1sdeya Al wuusauaudves AOC iwunglasuna 3T 2026 [CLATMED] —

seauseavagy lldenansauatu (Siam Legal)
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https://www.siam-legal.com/thailand-law/new-200-million-baht-ai-system-to-fight-online-fraud-in-thailand/
https://www.siam-legal.com/thailand-law/new-200-million-baht-ai-system-to-fight-online-fraud-in-thailand/

Assume, correctly, that procurement is already in motion and that the
account-number layer is covered.

TH
v
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What is not covered is the narrative. Every complaint contains a victim's
own account of what happened: who contacted them, what they were told,
which platform, what the promise was, what the script sounded like. That
text is the only record of the human operation behind the accounts, and it
sits in prose that no database query can reach. It is in Thai. It is the layer
the linking chapter's mathematics was built for and the layer nobody has
built.
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That is not a claim to a gap nobody noticed. It is a claim that the gap is
language-shaped, and that being able to read Thai at scale is a real and
currently scarce qualification.
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Two constraints on anyone who takes it up, both established earlier in this
book and both sharper here. The system must produce pointers, never as-
sertions — case numbers with quoted text a person opens and checks. And
it must run where the data already sits, because the material is victim testi-
mony and the lawful basis for processing it — under a PDPA whose applica-
tion to individual investigators nobody has clarified — is the first question a
lawyer will ask and the last one anybody has answered.
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The Move — Convert every Thai figure into a rate before you use it. No
Thai number in this chapter, or anywhere else, means anything until you
have attached the period it covers, the body that issued it, and the denom-
inator it sits on. Then, before comparing it to another country's figure, ask
the three questions the second chapter established: is the offence defined
the same way, is it counted the same way, and do victims report at the same
rate? For Thailand against Britain or America the answer to the third is
almost certainly no, and the size of that difference is unmeasured. Write the
unmeasured part down rather than letting the comparison carry it silently.
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What would change my mind: if the Royal Thai Police published a cyber-
fraud clearance rate, a conviction total, and current CCIB investigator num-
bers, most of this chapter would need rewriting around real data rather
than around three absences — and I would treat that publication as far bet-
ter news than anything this book proposes. If a Thai victimisation survey
were run on the model of the CSEW, the five-per-cent estimate above could
be replaced by a measurement, and it should be.
TH
o¢lsezvinlinudsula: SddhaumsouimfmeunssasUaaigelng
Toiues ensaun1sinduading wazsuaudmiiiduaiuves cciB Tu
Uaguu Umﬁﬁqu’mgjﬁmL%auiwajiauﬁa;gaa'%aLmuﬁ%zsaummﬁwmu
0819 — waznuariemsmeunsiulutniniddafiduiiaue S1iinns
ﬁ']'i')i]ﬂ’]iﬂﬂLﬁuL‘Iﬂgl’e]‘lJE]ﬂ‘l‘l/lﬂﬁl'lilLLUU CSEW ﬁ%La%ﬂiguﬂﬂJﬁﬂLUﬂ%L%uﬁﬁﬂﬁ
Fuaggnunuiidasnsnase uazaaduiduiiy
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CHAPTER CHAPTER 12 — THE PROTOCOL

EN
In 1981, after Peter Sutcliffe's conviction, the Home Office asked Sir
Lawrence Byford to establish why the Yorkshire Ripper investigation had
taken so long.
TH
U 1981 wad Peter Sutcliffe gndinduindanauiin nsensiauminingvesdingy
(Home Office) wal Sir Lawrence Byford nAnmeauinvinlunisduaiuns

Yorkshire Ripper 33futra1uIuuuiniy

EN
The answer was two failures happening at once, and they are the two
failures this book has been circling from the first page.

TH
AMDUADAINUANANADIDENNAANS oUAY waztduAINALLAIAD 19874
WeIRUIMTsdeIaNILegToU § UIAIANEILSA
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EN
The first was cognitive. Police gave excessive credence to hoax letters and
an audio tape purportedly from the killer. That hypothesis became the or-
ganising frame, and evidence that pointed elsewhere was deprioritised —
including tyre-tread matches, and inconsistencies across nine separate po-
lice interviews with Sutcliffe between 1976 and 1980. Tunnel vision, in its
textbook form: not a failure to gather evidence, a failure to let the gathered
evidence count.
TH
AudumAIuINagfinuAa MsadosnmnevasnfumUdssigneinm
naansuaiuly auuagﬁuﬁuﬂmﬂLﬁuniauﬁﬁmmﬁﬂuﬁgﬂﬂﬁ wﬁﬂgﬁuﬁ%
TumsBugnangiduanudiity — Menadugaisnenenssa wazawlsl
aonndesiulunsdunival sutcliffe Tnassrausniudadiassseningd
1976 fis 1980 fAensuasglasAnusisFou lddumariinisiiundngiu

1Y a 1 Y o P Yy % o
LLGIallLﬁﬂ?%ﬂﬁiﬂﬂ@ﬂiﬂﬁﬂﬂg"lﬂﬂLﬂUﬂJ']LLﬁ’JiJU"MUﬂ

EN

The second was mechanical. The incident room was drowning in unpro-
cessed information. Officers missed how many times Sutcliffe's car regis-
tration had already been logged in red-light districts. Byford's recommend-
ations included standardised incident-room indexing and computerisation
of records. [ESTABLISHED] (Byford report, released via FOI)

TH
e dl ldl 4 a wva = v v dl v v v

ANUANWaINdeseginaln iieaufiRnisafauegladeyandslilaussuiana

2/ v o (=1 1 = . C = 1 v & &
Winihitldiiudneideusaves Sutcliffe gniuiinlilugulauunsuiudanase
UaLauevnd Byford Jesaudenisiiduiiiesufjifnisadliduninsgiu
LREINU LaZN15UITEUUABUNADSUNITAUTUTINANY &) [ESTABLISHED]
(Byford report, released via FOI)
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Read those two paragraphs together and you have the whole argument of
this book in a single 1981 document. The machine failure and the mind fail-
ure are the same failure. The information that would have identified him
was in the room. Nobody could hold enough of it at once to notice, so
everyone fell back on the vivid story — and the vivid story was a hoax.

TH

srudesdonthilieiu uddeldudwinduvemlideiduiinogluonast
1981 atfuiiien A udumalveniasinsfuanudumainesanudndo
aMudnmanAsaiu doyafirseyiunldedluiesiuuds udliflasiesiy
Plusioldunnweluasiidsrnudunadiu naudesndulunizessii
Faraudule — uagBesmaiuduFomasnans

What the record says about narrowing
Aandunnnienisuanliisasnisannnvauln

Three official inquiries, three countries, one diagnosis.

TH

mslearusgradunienisaiuass auusema Ye3tadeLRe)

Byford (UK, 1981): a compelling false lead crowded out the evidence, com-
pounded by an information system that could not surface what it already
held.

TH
(v [ d' 1 d'l =1 v ’5 a %
Byford (89nge, 1981): wnzuainanilsguneiluandngiueanly dusudog
¥ A & Ao oA v X v & M v
sruuteyandinsiuioaguarduunlniulala

Macpherson (UK, 1999), on the Stephen Lawrence murder: the investigation
was "marred by a combination of professional incompetence, institutional
racism and a failure of leadership by senior officers." The report gave the
standing definition of institutional racism — the collective failure of an or-
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ganisation to provide an appropriate and professional service to people be-
cause of their colour, culture or ethnic origin — and documented racist ste-
reotyping of a witness, failure to make early arrests on available evidence,
and bungled surveillance and identification procedures. [ESTABLISHED]
(House of Commons Library)

TH

Macpherson (89ng), 1999) 11A28ARAIANTSH Stephen Lawrence: A5
fuaau "sanfesdsanuunnsesnaindn nsvdeatioriiBeaniiy
nazAudNwmIEufieadmiiseduge seeuatuillvie
wmsguTaINsvdeaiorRiBianti — sednsdumariauiulunisly
Uimsivaneaunazfufieondnudgaunsedin Tausssu vdoitenives
Win — uagduiinlFimeugnuansmegnanbendevd ssiwlidunu
ueiiiiu q Tefifivdngiueguda waznsiihsgaiunstivhedsiawaa (e
STABLISHED] (House of Commons Library)

Posthumus (Netherlands, 2005), on the Schiedam Park murder: a man was
convicted despite the surviving child witness's description not matching
him and tachograph data indicating he could not have reached the scene in
time. The real killer later confessed and was confirmed by DNA. The report
diagnosed confirmation bias and tunnel vision explicitly — investigators
fixed on one suspect early and did not treat disconfirming evidence as
sufficient to reopen the question. [ESTABLISHED] (Van Koppen, Blundering
Justice)

TH
Posthumus (1ussa5uaus, 2005) 1198ARANNTIUN Schiedam Park: ¥iaAu
wilignandudndnuidna MefidveniavesneuAnisendin linseiud
¥ al U = a 1 = dl a L
wazdayaLAToIuUTINN1SAUNNN (tachograph) uaninludanfinume laiviu
A1RNIFAIVIATNNWIUNABUAT waz DNA Budu sreauaiuidleduenfigudu
AULTBKAZNITUBIRLINANSS o — JauautnlanuifasasdusiefieInius
Au wazlifioimangruntauddivnninneaziUnaiaiudulug [ESTABLISHED
] (Van Koppen, Blundering Justice)
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https://commonslibrary.parliament.uk/research-briefings/cdp-2023-0160/
https://commonslibrary.parliament.uk/research-briefings/cdp-2023-0160/
https://www.petervankoppen.nl/ewExternalFiles/2008%20Blundering%20justice-1.pdf
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https://www.petervankoppen.nl/ewExternalFiles/2008%20Blundering%20justice-1.pdf
https://www.petervankoppen.nl/ewExternalFiles/2008%20Blundering%20justice-1.pdf

Each case is different in its particulars. In each, an investigation narrowed
early and then spent its remaining energy defending the narrowing,.

TH
wiiazaRnsnuluswaziden wannARuliouiunsIl: N1sEUAIUTINAVBULYN
SaAuly wdldussimdensuauntesnissrinveuiuntiu

The thing that has actually been shown to help
mmwaamm’nﬂﬁuw“lm'sq

Eric Rassin's experimental work operationalised what the Dutch police
literature calls verification bias: investigators disproportionately search for
evidence that would confirm the current suspect rather than evidence that
could disprove them. And the useful part — manipulations that push
investigators toward falsification measurably reduce the bias in analogue
studies. [ESTABLISHED] as an experimental finding. (Rassin; PLOS One, 2026)

TH
MUNAABIVY Eric Rassin ildssanssuisnndisenitontisje
guduinle: gauauduninangiunsdududdesasdesielagiuunnnid
nangunzinaewaInegsliaud dwundivszlevife — 11nsn1s9

v va a L4 a = o Ao =
nangavaulunismsivgauiinananeadilalussaunialalunisdnwiwuy
91899 [ESTABLISHED] TugusUaAunuIdinnaed (Rassin; PLOS One, 2026)
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https://www.researchgate.net/publication/230268983_Let's_Find_the_Evidence_An_Analogue_Study_of_Confirmation_Bias_in_Criminal_Investigations
https://journals.plos.org/plosone/article?id=10.1371%2Fjournal.pone.0327036
https://www.researchgate.net/publication/230268983_Let's_Find_the_Evidence_An_Analogue_Study_of_Confirmation_Bias_in_Criminal_Investigations
https://journals.plos.org/plosone/article?id=10.1371%2Fjournal.pone.0327036

Out of the Posthumus aftermath came the Scenario Reconstruction Meth-
od, built specifically to force alternative scenarios into consideration, and
an instruction that Dutch complex-crime investigators formally apply
devil's advocacy to the leading theory. [ESTABLISHED] that the methods ex-
ist; their field outcomes I could not measure. [ABSENT]

TH

HaW3991NAR Posthumus fe Scenario Reconstruction Method fia314%1
Wetaduliansananiunsainiadendulasianig uasdedmunlvigavay
afte Uy INTINFUTILTB LIS S AL BRI AN VAN (devil's
advocate) 8819.0UN19NNS [ESTABLISHED] d'ﬁ%ﬂ'}méwﬁﬁagﬁa a1
nadwslunaauunuInlale [ABSENT]

And the thing that has not

1 ]
a A

uazdandalailangan

Here is where [ have to disappoint the reader who came looking for a
framework.

TH

a o

AsalNUApI B uNNIMINTaUISAREAN]
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Analysis of Competing Hypotheses is the most popular structured analytic
technique in the intelligence world. Richards Heuer's method: lay all plaus-
ible hypotheses in a matrix against every piece of evidence, score
consistency, and select the hypothesis with the least disconfirming evid-
ence rather than the most supporting. It is elegant, it is taught everywhere,
and it is exactly the kind of thing this book's argument would seem to de-
mand.

TH

Analysis of Competing Hypotheses (ACH) (m‘ﬁLﬂi’lzﬁauuagﬂuﬁttﬁid‘ﬁ'u
fu) Aewadindinseidslasiadreiidoniigaluanisdionses 3ves
Richards Heuer: 1sauuiguiifululdiauaaddumsaiisufiundngiun
Fu Tiazuuuanuaenndos udndenauuigiuiiiving udaudeiosiian lu
Tauufguiiiudngruaivayuuniian Suadnu aoufunnil uazqiniiou

[

zidudanvalandavasniledsauiisansaanan

The controlled evidence is against it. Dhami's peer-reviewed evaluation and
related studies found that ACH was ineffective at improving judgement ac-
curacy, that it decreased the coherence of analysts' probability judgements,
that trained analysts frequently did not follow its own steps, and that evid-
ence it reduces confirmation bias is mixed at best — with some suggestion
it increases inconsistency. In the same studies, plain statistical methods —
coherentisation, aggregating independent judgements — produced large
measured accuracy gains. [ESTABLISHED] (Dhami, 2019, Applied Cognitive
Psychology)
TH
wdnguiiinsauaudaiuiu msusaifiviiniunsmumulas§idervgues
Dhami wagauAnufiieadosnuin ACH lilddniuainuusiugrvesnis
anauls SuanmnuasnrassiursInsUssfiuautnasduvesiniingzi
dnfnsesiidnuudadines livineatuneuvesiules uagvinguiiiiuan
onftusuadefimisetnaiiign — vdwtslhiuiuaalisenndes
fugeth Tunudnwgaidieatu 3neadfuuusssun — nsvinliaenades
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https://onlinelibrary.wiley.com/doi/full/10.1002/acp.3550

il (coherentisation) wazn1557un1sUsEliuMdudasesanu — Iinawnu
ANULLUEINIAlANIA [ESTABLISHED] (Dhami, 2019, Applied Cognitive
Psychology)

I am including this against the interests of the chapter, because the altern-
ative is to recommend a method that testing does not support and hope the
reader never checks. The honest position is narrow: write down what
would falsify your theory has experimental support. Fill in a large matrix
does not.

TH

wildFosiil iaitudnfunauselonivesunilios insgmadondufieuusih
Fiinsmeaeulisesiu udmiringeuatlinsaasy yaduiidensuavin:
msifsuffiasRgaiindrmguiivesan Tndngrudmeanssesiu ms
nsanANs19aua e laid

What does have support, and sits oddly with everything the fiction taught
us: aggregating several independent judgements outperforms structured
deliberation by a single analyst. If you can get three people to assess a case
without talking to each other first, that is worth more than any framework
one of them could apply alone.

-

H

Y] [ v o 1

AMNANANFIUTBITU wazdniunnag1anlengaaulsIn: N1559UN15UsEEUTN
Dudaszaniunaeyalinadinindndmsiziauisinarsanegradussuy

14

aanAuamauUssuaffienulagliguiuneuld dulidiniinseuis

q

Anla g Naunislutuazlalaniuaing
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The protocol
Yunaulun

Every Move in this book, in the order the work happens. This is the whole
method and it fits on a page.

TH
Y

Nnvinluntlsdeiauil ISearuaIAUNNUANTLLSI JABISNISNIMNA Lazliuag
Tuniiufien

Before you look

TH

flauNAMAZIDY

1. Ask for the denominator. (Ch. 2) Get the number you intend to improve,
as it stands, with its definition. If it does not exist, building it is the first
deliverable. 2. Blind yourself. (Ch. 3) Form your assessment of the material
before learning who the suspect is or what anyone else believes. If you
already know, record that your view is context-exposed.

TH

1. ¥af7dIu (Unl 2) tedaviinandlassusulsanlild muanwmiiilue
wioutleuveaiu dsfudilifieg nsadruiuduunfedsiidesdweulududu
wsn 2. Uamdatasnaunazuad (uni 3) a519n15Useilivvadnasaingiiu

1 dl Y =y L4 U =) dl dl ¥ ¥ 1 Y Y v R Y
Aouilaziinlashelnesasdersonuduiensls dnmuiaguds Tidudinliin
ANUTILYBIRANIUAWNEUS UNIIRO LAY

As you collect

TH

YUNAMINUTIUTI
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3. Hash at acquisition. (Ch. 9) Before you read it, before you know it
matters. 4. Write the lawful basis in the file. (Ch. 8) Source, whether it was
publicly accessible without circumventing a control, why you may retain it.
At the moment of collection. 5. Ask where it came from, not whether it is
fake. (Ch. 10) Provenance before analysis. If the chain cannot be established,
the finding is unverifiable, not false. 6. Record the first confidence, ver-
batim. (Ch. 11) Once, early, before any feedback.

TH

Y o

3. iuevnauanauldun (Unil 9) Aeunnare Uil nounnaasTludAgy

Y

4. digugrunenguangadlunila (uni 8) unasiu siudnialauuy
ars1sarlaglifeadssnnsnislesiunsela wnlanadanudulila s
a A & [ 1 "d' = [ 1 "n' 1 n
AUV 5. agraudn "duasunse li" asa1udn "delinnannluu

c; dl 1 a ¢ v 1 ¥ 1 Idl ¥ v ¥ g.’l =l
(UN?1 10) NUABUANIAIZA a1 liaunsaaderalanunld dedunutufe
nsraeuldls lald e 6. Tuiinarudulansausnliddadi uazadiatug
= a & a | a ' Yo v, o
an (unil 11) Asufed uaiiu § neuldsunaloundula ¢

As you reason

4 as
vauznaaliinwa

7. Name it an abduction. (Ch. 1) "My best explanation is X" — then write the
two rivals you would have to eliminate, before looking for support. 8. Write
the proposition level on every link. (Ch. 5) Shared string, shared account,
shared operator, shared network. These are four different claims. 9. De-
mand a citation for every machine-produced sentence. (Ch. 4) No pointer,
no source document, no action. 10. Write the corroboration before you act
on the match. (Ch. 6) Evidence obtained without reference to the candidate.
11. Sort every claim by who would suffer if it were false. (Ch. 7) Docket,
self-report, or marketing. 12. Convert every figure into a rate before you
use it. (Ch. 12) Period, issuer, denominator — and, before any cross-country
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comparison, the three questions: same definition, same counting rule, same
reporting propensity.
TH
7. FeniiuinniseuuuniAnasuenAngn aantdsenss (un 1) "A1asuny
NANFATOINUAD X" — UANTHUAUUIADINIINAMITABIAINATLALA nouday
lunpamnasnatuayu 8. Weuszavvasdatauamiiulivunnnisiioules
(UN# 5) @R339 UeyUsauiu gAruAusIniu iwnsetiesiuiy degneiinan
! v A o L= 14 ¥ a o o P = L
NA291NNANAUAKUU 9. 1Suniaen1sadedmsunnuseloaniasasdng
a & ] iNw AV oA ¥ ' o a =
wanaY (uni 4) laifidg lufienansduma ldfinsadunis 10. Weuns

¥

= g 4 dl ] o L 1 lﬂl L lﬂl ¥ Y a =
dudunounnaazasiisvitnunadug (uni 6) vangunlaunlaglidedanag
Rosasduseiu 11, Sesddunnanangremainlasezidennenniudu
W9 (UnTl 7) d1IUAR ATUBNLAIVBINLEY W3BN15AANA 12. udasnaAaaY
Tibudnsineuldau (unil 12) 9ranan mhenugoendiay fdw — uaz
1 T = £ 4 o a a % = 1
AewSsuisutiuusemdla q Tianuaiudniu: dendeiunseli ngnis

U = U L] 1 L4 = L Gl 1
HuiReaturseld uwldunssiesanuidenumnse b

Before you conclude

J dl
naunAnMIzasy

13. Try to kill it. Spend a fixed, scheduled block searching only for evidence
that would disprove your leading theory, and write down what you find in-
cluding when you find nothing. This is the one step with direct experiment-
al support behind it, and the one every case in this chapter skipped.

TH

13. weneaneisiu Idnamivualiuiueunazimiseliaamin Aum

WIEHaNgIuNIzRna Mg enanvana uiluiindsnanuly saudwam

a . ) = an & Jda o a

naalainveylsiay tRstuneufs luISNsNInNAUNInang WTImaaadlag
o [ ) a = = =

n595995U uaziluvuneauiernynanluuninaialy
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Thirteen steps, and twelve of them are clerical. That is not an accident and
it is not an apology. The history in Chapter 1 said the same thing: investiga-
tion advances by procedures that make ordinary practitioners less wrong,
not by techniques that make brilliant ones more brilliant.

TH

a 1 a Y = L v a 10
Avamtunou avasslutwdunuaiivu ldlysesiady wazlildavelny
UseiRaransluuni 1 venaufeafiu: NMSAUaIUNIIMTNIAIBNTZUIUNNST
iU uRnusssuaiatesas lulumewmatinniiliauniniainniadiy

What the machine changes, exactly

a a A o o '
ﬁﬂﬂlﬂiadﬁlﬂilﬂaﬂuuﬂad YNILIITIY

Return to the spine.

TH

navlununuiSaAy

> Investigation fails where a human narrows too early. The machine's real
gift is not intelligence — > it is that it removes the need to narrow at all. And
that gift is void the moment its output is > treated as an answer instead of a
lead.

TH

1
= v

> nMsduauaumaInsafinyeddiaveulnsuiuly veswwiyiuiaswes

o

[

insasdnslildarunann — > uwiAstuvdnaAuINduNzAosdIAnUaULUR

[ g.’l I3 Y dd‘ [ 4 Y a wa = [
sanluiay uazvesuiytululuasviuiinnadwsvesiu > gnufuiRmilowdu
AmauLnunazduluIzuE
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Byford's officers narrowed because they had to. A human incident room in
1979 could not hold every lead in view, so it held the vivid one. That is not a
moral failing; it is a capacity limit, and the tunnel vision followed from it.
TH
utiiives Byford Srfveuivmmsnesniiu fesufoRnisaadldaulul
1979 unninzualiluaemlild Sufvzuaidaauivlefian dulaly
AUUNNTDINNABFITU TUABTITINAAIUTAAIINAINITA LAZN1TUDIRLUIA
ANUNNAINATITY

The capacity limit is gone. A machine can hold a hundred and twenty thou-
sand complaints in view at once and report which four hundred resemble
each other. For the first time in the history of this work, premature nar-
rowing is optional.
TH
v o o v A T TN T T I T
°uaQ'1ﬂﬂmummmmmmmuumﬂﬂu,a's LATDYANINDLIDITDILIYUNUILAU
& & v/ [ 14 ¥ | Ay & 1% Y [
aawumsaﬂ*’ﬂums_lmwsauﬂu"lﬂ LLa']i']EN']‘I,J'JWﬁ’ii’JEJLiENVL‘VIUﬂa']EJﬂu vu
assusnlulsyiRdansvesnuiiinissiiaveunnauatdunlsnangu
n19@aen
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But notice what the machine does not do, because Chapter 6 is a list of
people who did not notice. It does not narrow correctly. It produces candid-
ates at a rate no human can corroborate, which means the narrowing still
happens — it just happens faster, with less deliberation, and with the au-
thority of a number attached. Geolitica narrowed 23,600 times. A detective
narrowed onto Randal Reid in an afternoon.

TH

1 a' ell dll % 1 o ell =) d' d' M v L% M Y0 w
wigdsasesdnslivin iwsizund 6 Aesredenuililén duliladiin
VOUWNBE NN TundnRosasduoanunludnsnuywddudulaiviu n1s
inveulwndiduinduegd — 159011 Wansatesndn waslinnuundedie
Y8R AVANUINIY Geolitica Innvaunll 23,600 ASI UnFUAUKLLINNRA

A . ’ a

2aULYMNa9N Randal Reid nglutneifen

So the final constraint, and it is the last sentence of the method:

TH

Y o w 4 = & -1 A 1% ad
Tadrnnaavinedulunil uazliuheuselungainevasisnis:

> The machine may widen the search. Only a person may narrow it, and
only on the record.

TH
4‘ LY ¥ Y o A o ] g; dl [ -
> msaaansmwmwauwmmsﬂum‘lﬂ HNYINUBIINTUUNITMNAYDULYA
14 ¥ o KA v & [y ')
16 wazfewilpedivuiinAidunangvinuu
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On the record is doing real work in that sentence. It means the narrowing is
written down, dated, attributed, with its reason and its rejected alternatives
— so that it can be found later by someone who was not there, including a
version of you who has learned something new.

TH

1
o

a2 v @ [ I 1 a ] LY 1
nsituiindunangufediunvinauasslulselentiu dununenuinnis
dinveungnilsul’ asiun ssyliulinveu wioumanawazniudeniign
Ufjias iinelinunbildeglumnnisalduaelaluniends saudsinaieduiu

nleseuiorlslniugy

The UK's Covenant asks for a human in the loop. Northumbria's researchers
found that principle "often exists in name only."" A human who signs off is
not a safeguard. A human whose reasoning is legible, and therefore
contestable, is.

TH

Covenant Uasa#s1¥RININIISENS 0Ll wdaglulasnisinaula Wn3de
¥84 Northumbria wusuannisiu "dnflegualuunuwini” ayudnigueysds

q
14

Tulganesnislloaiu uywdnunuasiueanle wazimsizegrauudaldudsla
AenINILeY

The last thing
1509418

Every case in this chapter was solved eventually, by someone who went
back to material that had been sitting in the file the whole time.

TH

nnantuuniaaratglaluingn lealasdnaundeundulugdsiusuegluuwiuun
naen
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Sutcliffe's registration was already logged. The child witness in Schiedam
had already given a description that did not match. Richard Buckland's false
confession was already contradicted by DNA that had already been taken.

TH

a . v = VY v & . v o | A
nzilpusoves Sutcliffe gniuiinliuds wenuanlu Schiedam Tidruaniani
linssiuifesasdeliuds Aransniwiiiaves Richard Buckland gn DNA fitiu
Tuuaamindnaliudn

That is what this work actually is, most of the time. Not brilliance, and not
new evidence. Going back through what is already there, with the willing-
ness to find that the story everyone agreed on was wrong.

TH
v v

a I
UFUL
%

1 1

wlngiAsuvuiiu Wlvanuedeiaain lilevdngulni unrsdou

LY a da [ 2 [3 d' oA d' <@ 1% v &
ndulugasniioguds wiouanuhulanaznuinzessmnnauiuie vty
Al

The machine makes that cheap for the first time. What it cannot supply is
the willingness.

TH

< Y o g va & & 1 a Ao M vy [
wIssinilidsiugnanduasusn andulnlilaaennumula
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The Move — Schedule the falsification. Put a block in the calendar, before
you begin, in which you will search only for evidence that your leading the-
ory is wrong — and write down what you find, including the fact that you
found nothing. Not "stay open-minded," which is a mood. A block, with a
start time, and an output. It is the only step in this protocol that controlled
studies directly support, and it is the step that would have changed the
outcome in every named case in this chapter.
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What would change my mind: if field trials showed that scheduled falsifica-
tion blocks made no difference to investigative outcomes — as ACH's trials
showed for the matrix — this protocol would lose its keystone and I would
have to say so. The current support is analogue and experimental, not oper-
ational. I am recommending the best-supported step available, which is not
the same as a proven one.
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CHAPTER APPENDIX A — THE WORLD'S INVESTIGATORS

Who does this work, with what mandate, and where a skilled individual can
plug in. All entries retrieved 2026-08-29.

TH

dyd -] 1 14 .&I 1 o vV o £ 4 dl a
nuilfiawieguds uniineuinlas videsunanihiuuule wazauliinuzaz
wWhldideunsagaluuld YeyansvueduAuile 2026-08-29

State and inter-state bodies
NIIPIMUAIATTUATIENINST

Body Scope Mandate and current detail
INTERPOL 196 member Does not investigate. Facilitates cross-border
countries cooperation through Notices and Diffusions

between National Central Bureaus. Usually the
first contact point for a country pursuing an
international case. [ESTABLISHED] (GIR guide)

Europol —EC3 EU European Cybercrime Centre, established 2013.
Three strands: expertise and stakeholder
management, forensics, operations against
cybercrime, payment fraud and dark-web crime.
Publishes the annual IOCTA threat assessment.
Held its second Cyber Innovation Forum, The
Hague, 13-14 Nov 2025. No consolidated 2025-26
operations report located. [ABSENT] on that
document. (Europol)
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https://globalinvestigationsreview.com/guide/the-practitioners-guide-global-investigations/2026/article/interpol
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3/european-cybercrime-centre-structure-and-collaboration

Body

Scope

Mandate and current detail

FBI — IC3

UK NCA —
NECC

Singapore

Police Force —
ASC / ASCom

Japan NPA

Korea NPA —
Cyber Terror
Response
Center

USA, accepts
international
complaints

UK

Singapore

Japan

South Korea

Internet Crime Complaint Center. 2024 annual
report: 859,532 complaints, $16.6 billion in
reported losses — a 33% rise over 2023.
Investment and crypto fraud alone exceeded
$6.5bn; victims aged 60+ filed 147,127 complaints
totalling $4.8bn. [ESTABLISHED] (IC3 2024 report
PDF)

National Economic Crime Centre, established 2018
inside the National Crime Agency. Multi-agency:
NCA, Serious Fraud Office, City of London Police,
HMRC, CPS, FCA, Home Office. Mission: reduce
fraud, end the UK's use as a haven for illicit
finance, increase confiscation. [ESTABLISHED]
(NCA)

Anti-Scam Centre established 18 June 2019 under
the Commerecial Affairs Department as the nerve
centre for rapid freezing and recovery; Anti-Scam
Command operationalised 22 March 2022,
unifying investigation, incident response,
intervention, enforcement and analytics. Reports
S$730m+ recovered since 2019 [CLAIMED]. A new
Cyber Command was announced May 2026. (SPF)

Cyber Affairs Bureau and National Cyber Unit
created 1 April 2022. The 2026 white paper
describes a ransomware-recovery tool and
international joint cyber investigations. [ESTABLI
SHED] (Japan Times, Aug 2026)

Investigates cybercrime and cyberterrorism;
provides digital forensics. Documented at 900+
staff as of 2008 — no current figure found. [ABSENT
1 on anything recent.
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https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf
https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf
https://www.nationalcrimeagency.gov.uk/what-we-do/national-economic-crime-centre
https://www.police.gov.sg/Media-Hub/News/2026/05/20260511_anti_scam_conference_2026_strengthens_international_unity_against_scams
https://www.japantimes.co.jp/news/2026/08/25/japan/crime-legal/police-white-paper/

Body Scope Mandate and current detail
Netherlands Netherlands Internationally known for data-driven policing: the
Politie Crime Anticipation System, piloted in Amsterdam
2014 and rolled out nationally 2017, predicting
hotspots at 125 m? grid resolution from crime,
municipal and demographic data. Read with the
counterweight: the related Sensing Project in
Roermond was criticised by Amnesty International
and AlgorithmWatch for discriminatory design. A
double-edged reputation, not unambiguous
praise. [CONTESTED] (Oxford Academic; Amnesty)
Australia — Australia The Australian Criminal Intelligence Commission
AFP / ACIC collects and analyses national criminal intelligence
on organised crime, cybercrime, financial crime
and national security, and runs shared police
information systems. A recent independent review
recommends narrowing it back toward a pure
intelligence role, away from operational work. [ES
TABLISHED]
Thailand — Thailand See Appendix B in full.
ACSC / AOC
1441 / CCIB
TH
WYY YaULYA 5'114'1&11&13"117;uazswaztﬁama"\qm
INTERPOL 196 Useind ‘hj 7INSRUAIULDY WABIUIBANUALAINATU
GHRT) AUTIUTDTVIUNTULAUNIUNIB UG OU

(Notices) uazn1ssHeLnsoaya (Diffusions)
3213 NINIUNANLAYIF (National Central
Bureaus) Sinifugafndausndmiulsemaii
ANuARSEINNUsEIA [ESTABLISHED] (GIR
guide)
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https://academic.oup.com/policing/article/doi/10.1093/police/paad061/7281562
https://www.amnesty.org/en/latest/news/2020/09/netherlands-end-mass-surveillance-predictive-policing-2/
https://globalinvestigationsreview.com/guide/the-practitioners-guide-global-investigations/2026/article/interpol
https://globalinvestigationsreview.com/guide/the-practitioners-guide-global-investigations/2026/article/interpol

89U

VBULYA

Suamtiuazswazdunadn

Europol —

EC3

FBI —IC3

UK NCA —
NECC

annglsy

an3g Suiseq
$958UINAY
Usemanae

ANTIVDIUIINS

Audenvnnssulsiuasuriaylsy deded 2013 i
anmdundn ldun anandervguaznisuims
Jildulddiude aulfimeaans uaz
UfuRn1susuUswesyinssulaiues msde
Tn9n15915213U Uage1vYINSTIUUUAISNLIY
weunwssreulszifiuieanatu I0CTA 1Wu
Uizﬁi’W!ﬂ"fJ MU Cyber Innovation Forum ﬂ%\‘l
figosfingaion 13-14 Nov 2025 laiwusesu
UfuRn15atusIuvest 2025-26 [ABSENT]
dmsuLanansaenand (Europol)

Internet Crime Complaint Center $18911
Uszsnl 2024: Yoa15uu 859,532 1304 A
deveiisteay $16.6 billion — Lﬁ'u%u 33%
210U 2023 LaN1gNE0LNIAIUNTAWULAY
AsUlnAY $6.5bn; Jidemseany 60 Vauludu
FesdoaiFou 147,127 304 52UYaA" $4.8bn [
ESTABLISHED] (IC3 2024 report PDF)

National Economic Crime Centre ria(fl’;ﬂ 2018
n1elé National Crime Agency \Uuniiganusau
nangele lawA NCA, Serious Fraud Office, City
of London Police, HMRC, CPS, FCA a8z Home
Office A1snaRRaAN1SRBLNY gRnsTY
ansrwerandnsiluuvasinRuinnguune uay
WRuNsBANTWE [ESTABLISHED] (NCA)
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https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3/european-cybercrime-centre-structure-and-collaboration
https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf
https://www.nationalcrimeagency.gov.uk/what-we-do/national-economic-crime-centre

WU YBULUA 5ﬂuﬁawﬁﬁﬁttazswazt59ﬂéﬂqm

Singapore asalus Anti-Scam Centre fiafa 18 June 2019 neilé

Police Force Commercial Affairs Department Vmthinu

—ASC/ AudnanslunisendauazinautuAueg

ASCom 520159; Anti-Scam Command 13uUFURN15 22
March 2022 $989MUFUAIU N1SADUAUDIRDLNA
nsiunsnugs Mstsauldnguune wazau
Aaseideyadnlinieiu stenuingtuaula
131 S$730m At 2019 [CLATMED] finns
UsynAdnda Cyber Command Twailile May
2026 (SPF)

Japan NPA iuj 'qu Cyber Affairs Bureau Ltag National Cyber Unit
Sadatudle 1 April 2022 ayaunu1l 2026 S8y
funsasdiodAuainusuduunasuaznisiuay
l91U05590589INUSEINA [ESTABLISHED]
(Japan Times, Aug 2026)

Korea NPA —  nualA duatuervayinssuluiuesuaznisnenssig

Cyber Terror laswues Tusnisuiiiinenmansfda i

Response Tuiinguaudmtini 900+ au as U 2008 — i

Center wusauagiu [ABSENT] dusudeyaananla

q
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https://www.police.gov.sg/Media-Hub/News/2026/05/20260511_anti_scam_conference_2026_strengthens_international_unity_against_scams
https://www.japantimes.co.jp/news/2026/08/25/japan/crime-legal/police-white-paper/

89U

VBULYA

Suamtiuazswazdunadn

Netherlands
Politie

Australia —
AFP / ACIC

Thailand —
ACSC / AOC
1441 / CCIB

LSBT AU

a
DDALAILAY

ne

N9IALITZAUUIUITIRATUNTHSIINTU
\nfioudedaya léun Crime Anticipation
System @aihsesisuanasaulud 2014 uay
veewaTusemAlul 2017 Aansaigaides
ovnssUiauazidunseaunSa 125 m2 97n
Yoyao ey INTTU ToyaNAUIE Lazloya
Uszns eruanudelauds: Tassnsiieatos
79 Sensing Project Tutiiaq Roermond gﬂf‘amitﬁ
T Amnesty International Lag
AlgorithmWatch nfin1seanuuuiidenujin
Jubedesansdu lildmsuiiusdende
1991 [CONTESTED] (Oxford Academic;
Amnesty)

Australian Criminal Intelligence Commission
SIUTIULALIAATIENY1INTOIDIWEYINTTUTLAU
ﬂnﬁLf“{mﬁ'uawzy'mimﬁ%’mﬁy’qLﬁumﬁns
9198yIn3IUlYUBS 01URYINTIUNWNITRY Uwag
AR w%’auguaixuuﬁayjaﬁﬁwﬁ
Tg5uiiu nrsmumudaszatgauugtiiusu
unumnauluiduaurinnsesdiu q Tisan
UUHURNNS [ESTABLISHED]

Q3188 BIATINNATUATAKLIN U
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https://academic.oup.com/policing/article/doi/10.1093/police/paad061/7281562
https://www.amnesty.org/en/latest/news/2020/09/netherlands-end-mass-surveillance-predictive-policing-2/

Non-state investigators

undvauLennIAsg
Body What it is Method
Bellingcat Open-source Geolocation, satellite imagery, social-media

OCCRP

ICLJ

GASA

UCL Jill
Dando
Institute

investigative
outlet

Journalist
network,
organised crime
and corruption

International
consortium of
investigative
journalists

Global Anti-Scam
Alliance, The
Hague

UK academic

forensics; publishes its own toolkit. Method and its
legal boundary are examined in Chapter 8.

Co-investigated the Panama Papers and the
Pandora Papers; 70+ OCCRP journalists among
600+ reporters across 117 countries on the latter.
(OCCRP)

Coordinated Panama (2016) and Pandora (2021).
Method: ingest leaked documents — only about 4%
of the Pandora files were structured data — into a
shared searchable platform with graph analysis,
then parallel reporting. The closest existing
analogue to what Chapters 4 and 5 describe, run
by journalists rather than police. (ICIJ)

Public-private coalition, 100+ member
organisations across financial institutions,
technology companies and governments.
Partnership with Microsoft announced May 2025.
Publishes survey data on scam prevalence,
including Thailand. (GASA)

Founded 2001; the first university institute
devoted to crime science as a discipline distinct
from criminology — engineering, geography,
computer science and psychology applied to
reducing crime. The academic route into this field.
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https://www.occrp.org/en/project/the-pandora-papers
https://www.icij.org/investigations/pandora-papers/about-pandora-papers-investigation/
https://gasa.org/about
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Bellingcat  dtinynidvaduuuy  1d9n1sseyiinaInaw aweaten1iiiey uag
Toinwuwasa nuiiingrmansuuladeaiihie wewnsyn

\nFesilauaniLad IBNSUATYBULATING
npusnevastiugnasreaeuliluunii 8

OCCRP ATRUBUNYIINIU SIUAUAIUAR Panama Papers wag Pandora
awnnssuAisade  Papers; luafndafitign OCCRP nd1 70 AUDY
\Juosdnsuazms  Tunguifietnandn 600 Auann 117 Uszine
1330 (OCCRP)

IClJ NEUANTINILD UsgaudnuAR Panama (2016) uag Pandora
sewhalsemaves  (2021) 33nnsAevienansiisaluasenun — §i
ingduaiu 1169517 4% v41Wd Pandora ludoya

Tasea$s — dngunannosuiidudulddauiu
WEoUMIIATILATINTIN wAITIs8uLILY
wieufu \dudsiilndiAesiigadudsiiundi 4 uas
5 95Uy RsaudAdIiunslaiinduuiios
\Jusisaa (1C1)

GASA Global Anti-Scam NENNUsHnISguaaNTU HeeAnsauIBnnd

Alliance n§aLan 100 W9 ATOUARNANITUNITEY UTEN
wialulad uaznnsy UseniArnusauienu
Microsoft \ile May 2025 auwstoyad119
ANUYNVBINITUABNAN TudsluUsenalng
(GASA)

UCL Jill antudvinisly fiasad 2001 WuantusmAne douiausnii

Dando AnI1Y01NINT gfidliny Inermansorvainssu Tugiuy

Institute mﬁzrﬁfmﬁuaﬂmnawzyﬁwm Tt

IANIsuAIENS gilarans mern1sAeuiImes
wazdnInguUssenaldinoanayeyInssy
Dwduneangignnisgrnisil
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https://www.occrp.org/en/project/the-pandora-papers
https://www.icij.org/investigations/pandora-papers/about-pandora-papers-investigation/
https://gasa.org/about

Where a skilled individual plugs in
yanauiivinyzazidnlulidiusula

Entry point What it is Typical requirement
OSINT analyst /  Open-source data collection and A relevant degree helps but
investigator processing for financial, criminal ~ is often not mandatory;
(junior) or state investigations. Due- early on, tool fluency and
diligence work is described as the ~ demonstrable work matter
most accessible entry. more. (SANS)
Certified Fraud Credential covering fraud Open to newer entrants
Examiner (CFE) examination, evidence handling, aiming specifically at
interviewing investigation rather than
compliance.
Certified Anti- The standard AML compliance Not an entry credential.
Money credential ACAMS positions it for
Laundering people already holding 18-
Specialist 24 months of financial-
(CAMS) crime experience.
Technical / data  Python, command-line tooling, Increasingly the
track cryptocurrency tracing layered differentiator. Self-taught
onto investigative work and portfolio-demonstrable
counts more than any
single certificate.
Academic Crime science, e.g. UCL JDI Postgraduate study.
TH
ALTUAY foezls AnauUAN? lundasld
UNIATITI/ nsinunazUszananatoyasnn  Usyiineitesnglausdn

1in@ualu OSINT

(5zAuUA)

wiaaUadmsunisduanu
NNNITRY DI1YEYINTTU W3DVDI
5 91U due-diligence gnsEyin
Hugaduduiiinddldineiign
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https://www.sans.org/blog/how-to-become-an-osint-investigator
https://www.sans.org/blog/how-to-become-an-osint-investigator

ASUAY

foals

AnanlAna lunideald

Certified Fraud
Examiner (CFE)

Certified Anti-
Money
Laundering
Specialist
(CAMS)

a ¥
agmana/vaya

#192%1015

AAUNIATOUARUNIINTIVADY
A15281A4 N1SIANITNEIU
WANgIU uagnsdEuNYal

AAUATUINTFIUAIUATITAIAY

q

Auani sWanEu

LYl

Python LA3843aUSSTIAANEY
wagn1sannuAsUlnAasIsud
NUINLUNNUTUAUAIY

INYIFNANTDIVEYINTTU LU
UCL JDI

Wasuiingransselninga
Whlunauduaulaeianiy
lailgauiiugua

I Ao w va v
luilaydidmsudisusu
ACAMS 1asiuns L idmsug
aa ¢ v
NUUTTAUNITUAIU
BIVEYINTTUNNNITRULIUAT
18-24 \fiau

Adanaedudiadnenanu
unnsnsnYudes 9 N9
FuddenuloauagnaILil
uanslimiulasianuinain
Tususedla q weduifen

ANSANWITEAUUUNNAN YN

The honest note on all of the above. Every route in this table is an institu-
tional one, and Ice's position — an independent person with a machine and
a language advantage — matches none of them cleanly. The two things that
transfer regardless of route are a portfolio of work someone can check, and
the ability to state the lawful basis for every method used to produce it.
Chapter 8's Move is not only ethics; it is the credential available to someone

who has no other.
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CHAPTER APPENDIX B — THE THAILAND FILE

Everything verified about Thai online-fraud enforcement, with the window
each figure covers and the body that issued it. Conflicts are recorded as
conflicts. Absences are recorded as absences.

TH
MANUINUTIUTWNNAIRsaaulaudisesmstauldnguaneiunisde
Tnseaulatveslne diauyniunioutiaraifduaseunauuazniasnui
IWBUWS Vayandaiugniuiiniidaniu deyanluignuuiininlud

All retrieved 2026-08-29. This appendix is the reference to take into a
meeting; the rule is that you can defend every line in it, including the lines
that say nobody knows.
TH
YoyanmuAAUALLE 2026-08-29 AMANLINLABLENAIT919BIAMSUNNLLN
WosUszyu namiivaiied: aumesunladlannussvinluil saudsussiiafiuen
laidilass

1- Volume and losses
1 - YSuranazalnuLdaing

Figure Period Issued by Grade
121,921 cases - THB 7.48bn lost 1Jan - 30 ACSC, announced 11 [ESTABLI
Apr 2026 May 2026 by Pol. Gen. SHED]
Thana Chuwong
— of which goods/services same same [ESTABLI
fraud 85,215 cases (69.9%), avg SHED]
THB 15,727
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Figure Period Issued by Grade

— of which investment fraud: same same [ESTABLI

THB 5,997.7m = 80.2% of all SHED]

losses, avg THB 166,449 /case

— of which technical attacks same same [ESTABLI

(ransomware, hacking) 673 cases SHED]

(0.55%), avg THB 211,686;

ransomware subset THB 50.6m

>170,000 cases - ~THB 9bn lost - Jan - Jun Thailand Consumers [ESTABLI

avg >THB 52,000/case 2026 Council, reported 9 SHED]

Facebook >61% of cases Aug 2026

7,845 cases - THB 428.3m week of 1-  ThaiPoliceOnline [ESTABLI
7 Feb 2026 SHED]

5,716 complaints - >THB 177m week of ThaiPoliceOnline [ESTABLI
19-25 Jul SHED]
2026

1,176,512 calls to 1441 - 348,006 1Nov 2023 AOC 1441 / DES [ESTABLI

accounts frozen - ~THB 19bn -310ct Ministry SHED]

damage 2024

851,495 calls (avg 3,519/day) — Feb-Sep AOC 1441 [ESTABLI

966,125 calls (avg 3,992 /day); 2025 vs SHED]

account suspensions 355,381 -  Oct 2025~

362,472 May 2026

~887,000 complaints - losses Jan - Nov government figures via ~ [CLAIMED]

passing THB 89bn, ~45% rise on 2025 press aggregation

2024

THB 60bn in economic losses full year Royal Thai Police, cited  [CLAIMED]
2024 in Kyoto Review

GASA survey: 72% of Thai adults 2025 Global Anti-Scam [ESTABLI

encountered scam attempts; Alliance SHED] as

60% were scammed in 12 survey

months; 14% lost money; avg output

USD 408 per victim
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TH

fialav %29172a1 LEUWS LAY 1nsA

121,921 A - geyide THB 1Jan-30  ACSC Usznneiile 11 [ESTABL

7.48bn Apr 2026 May 2026 1ag Pol. Gen.  ISHED]

Thana Chuwong

— Tugrunuidunisdelng Eeh! Eeh! [ESTABL

#uA1/usnns 85,215 AR ISHED]

(69.9%) 1a@s THB 15,727

— Tugnuiidunisaelnediu  Heaiu Eeh! [ESTABL

N13A9YU: THB 5,997.7m = ISHED]

80.2% Ya9AMULEYNY

119U 1ad8 THB 166,449/Af

— Tudwnuidunislagdinie ey Eeh! [ESTABL

wATiA (WSUFUWIS N15udn) ISHED]

673 AR (0.55%) 2@y THB

211,686; NAUERLUITUTURIS

THB 50.6m

>170,000 AR - geytde ~THB Jan - Jun Thailand Consumers [ESTABL

9bn - @@y >THB 52,000/AR - 2026 Council 1897113l 9 ISHED]

Facebook >61% va3Af Aug 2026

7,845 Af - THB 428.3m &Unnvivea ThaiPoliceOnline [ESTABL
1-7 Feb ISHED]
2026

A%0430u 5,716 1309 - >THB  dUaniwas  ThaiPoliceOnline [ESTABL

177m 19-25 Jul ISHED]
2026

nswnany 1441 $1uu 1 Nov 2023  AOC 1441 / nS¥N529 [ESTABL

1,176,512 @1e - 918Uy -310ct DES TSHED]

348,006 Usyd - AULEDNNE 2024

~THB 19bn
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fa 2241081 LYW LAY 1nsA
nsi9n 851,495 a@e (1a@e Feb-Sep AOC 1441 [ESTABL
3,519/’?14) - 966,125 @1y 2025 vs Oct ISHED]
(10@e 3,992/71); sedulayd 2025-May

355,381 — 362,472 Unyd 2026

A%eaiSou ~887,000 1304 - Jan-Nov  F@v91nA1ASY WU [CLAIMED
ANULEYWeLY THB 89bn 1Ay 2025 A135IUTINVDIED ]

AU ~45% 10T 2024

ANULEEINENaIASYENe THB  1ul 2024  Royal Thai Police 819819 [CLATMED
60bn Tu Kyoto Review ]
nad1579 GASA: fluejynalve 2025 Global Anti-Scam [ESTABL
72% LAYWUAIUNEI8TH Alliance ISHED]
wasnag; 60% gnvasnaddluy Tugue
50U 12 1fiow; 14% aduidy; WNad1573

@y USD 408 siagidevnenila
318

Sources: ACSC via The Standard - Nation Thailand, Aug 2026 - Nation Thail-
and, Feb 2026 - Pattaya News, Jul 2026 - PRD, AOC one-year report - Kyoto

Review

TH

tmzia*‘l’l'aga: ACSC via The Standard - Nation Thailand, Aug 2026 - Nation
Thailand, Feb 2026 - Pattaya News, Jul 2026 - PRD, AOC one-year report

Kyoto Review

### Conflicts, unresolved

TH

] ]
1

H#H## Aanudandangelindnane
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https://thestandard.co/cybercrime-statistics-thailand-2025/
https://www.nationthailand.com/business/tech/40069582
https://www.nationthailand.com/news/general/40068316
https://www.nationthailand.com/news/general/40068316
https://thepattayanews.com/2026/07/27/online-scams-surge-in-thailand-with-over-177-million-baht-lost-in-one-week-product-fraud-tops-list-as-police-warn-against-impersonators/
https://www.prd.go.th/th/content/category/detail/id/39/iid/340072
https://kyotoreview.org/issue-42-mar-2026/thailands-anti-scam-efforts-are-well-behind-the-pace-of-criminality/
https://kyotoreview.org/issue-42-mar-2026/thailands-anti-scam-efforts-are-well-behind-the-pace-of-criminality/
https://thestandard.co/cybercrime-statistics-thailand-2025/
https://www.nationthailand.com/business/tech/40069582
https://www.nationthailand.com/news/general/40068316
https://www.nationthailand.com/news/general/40068316
https://thepattayanews.com/2026/07/27/online-scams-surge-in-thailand-with-over-177-million-baht-lost-in-one-week-product-fraud-tops-list-as-police-warn-against-impersonators/
https://www.prd.go.th/th/content/category/detail/id/39/iid/340072
https://kyotoreview.org/issue-42-mar-2026/thailands-anti-scam-efforts-are-well-behind-the-pace-of-criminality/

1. Daily loss rate, 2026. The ACSC 120-day figure implies ~THB 62m/day. A
March 2026 report citing police put it at ~THB 70m/day. Both recorded; not
reconciled. Likely a difference in which case types and reporting channels
are counted. [CONTESTED] (Thai Examiner) 2. Full-year 2025 total losses. Re-
ported as both THB 115.3bn and ~THB 89bn (Jan-Nov). Not reconciled. Do
not average them. [CONTESTED]

TH

1. Snsrarnudennedetu U 2026 faa 120 Yuwes ACSC Ustinagii ~THB
62m/%u s1eeufieu March 2026 #i§1989sa952y1087 ~THB 70m/Au
TufinBisansiian dslindnane unaziluanusiseslssnnaiuayyes
mqmiswmuﬁﬁvsqu [CONTESTED] (Thai Examiner) 2. mqmﬁamsswﬁ'@
9 2025 fisreauriaiatay THB 115.3bn uaz ~THB 89bn (Jan-Nov) &3l
AAAANY BEMANRANTEWINERIS YL [CONTESTED]

Case counts across sources agree reasonably well at roughly 1,000/day.
Loss totals do not agree. If you must quote one number in a room, quote a
case count with its window.

TH

o = 1 L dl U =]
JIUIUAR IINUAYUNEINTITUNDAUAITNTI 1,000/3U sonAUEEI8TIN
linseiu wndesnadaauifeiluiesuseau TnaduruafnsouyanaIves

U

2 - Enforcement results
2 - wamsusAulgnguune

Figure Period Issued by Grade
351,000+ mule accounts closed - THB Oct 2025 - Government [CLA
3.6bn (~USD 107.74m) frozen - >29,000 Jun 2026 spokesperson via IMED]
suspects arrested - warrants for >70 Xinhua, 13 Jul 2026

ringleaders - 862 victims assisted -
>THB 82m in prevented losses
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https://www.thaiexaminer.com/thai-news-foreigners/2026/03/19/scam-threat-again-on-the-rise-in-thailand-with-losses-of-70-million-baht-a-day-being-reported-by-police/
https://www.thaiexaminer.com/thai-news-foreigners/2026/03/19/scam-threat-again-on-the-rise-in-thailand-with-losses-of-70-million-baht-a-day-being-reported-by-police/

7,720m
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Figure Period Issued by Grade
189,887 personal + 10,672 corporate Oct 2025 -  Government [CLA
mule accounts uncovered - >1.1m linked = May 2026 spokesperson via IMED]
transactions traced - personal mule Nation Thailand, 13
accounts —76.9%, corporate —88.4%, Jun 2026
fraudulent transaction volume -66.1%
AMLO temporary seizure of 102 reported AMLO [CLA
premium assets from one transnational by Jun IMED]
syndicate: THB 20,392m, including 2026
THB 7,720m cash and equities
AOC blacklisting: THB 180.09m Mar - May  AOC [CLA
restricted across 4,129 listings 2026 IMED]
Large cash withdrawals down ~35% through Bank of Thailand / [CLA
following the THB 5m reporting rule mid-2026 government IMED]
135,000+ mule accounts suspended - Q12025 via Thai financial [CLA
869 arrests press IMED]
TH
fia 49491781 IEUNS A 1nsA
Unteysin 351,000+ Uy - 918n THB Oct 2025 lawniguta Wi [CL
3.6bn (~USD 107.74m) - §unuinosasde ~Jun Xinhua, 13 Jul ~ AIM
>29,000 518 - 99NANIEIUAINAN >TO S8 - 2026 2026 ED]
Yrumaerideniy 862 518 - Uasiuanu
\deovneld >THB 82m
wulnydsihyana 189,887 Uy + Uaydisin Oct2025 lawnSgurasiu  [CL
1fyaAa 10,672 Uay¥ - W599a0UgINTIUN — May Nation Thailand, ~ATM
Wouleaiu >1.1m 519015 - Uaydidyaraan 2026 13 Jun 2026 ED]
a4 -76.9% URynAnaanas —88.4% Usuna
§3nsIURBLINIANAY —66.1%
AMLO andianindautufidansna 102 389U AMLO [cL
FIYAITNVVIUNISVINIANGUHE: THB Aty AIM
20,392m 52ukuAnLaEnanNSwe THB Jun 2026 ED]



A7la 24291781 LYW IAY (5310

A5VUTYTAI1VD9 AOC: 523URU THB Mar — AOC [cL
180.09m Tu 4,129 5189015 May 2026 AIM
ED]

N1500URUAAIIUIUNINGAAY ~35% Wadng  uAINae  Bank of [cL
A9918971UN THB 5m U 2026 Thailand / AIM
Fguna ED]

se¥utiydi 135,000+ Saud - Sunu 869 518 Q12025  rruFensiu [cL
e AIM

ED]

Every figure in this table is an agency reporting its own performance. I
found no independent audit of any of them. [ABSENT]

TH
nafavlunsiildudasivitenusisausanueasmnes kuliny
n1sasIdeudasTYasiNaYlaaBliuAs1BATSIAYY [ABSENT]

3 - The three absences
3. audaii hiddoya

These are the most important entries in the appendix.

TH

o

sen1seluldAynanluninuuIni
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A. No clearance rate for online fraud is published. [ABSENT] Searched in
Thai and English across police, ACSC, AOC and ministry channels. What ex-
ists is general, non-cyber: the Metropolitan Police Bureau reported nearly
90% case clearance for Bangkok in 2025 across 76,744 reported criminal
cases, with serious violent crime at 237 cases and a 91% arrest rate [ESTAB-
LISHED]; and a national year-end headline claiming 93% of more than
500,000 cases in 2024, which I could not verify past the headline [CLAIMED].
Neither is a cyber-fraud number and substituting one would be a misrep-
resentation.

TH
a. lifinseunssnsinandmdunisasinsaoulay [ABSENT] Wudwuwa
M INeuazn 188N unYTeM19e9r1519 ACSC AOC UAZNTENTINAN 9
wé ldwu Aefidifusaeialy ldldailaues: nestymnnisisiauasua
senudadaafiieu 90% dmsunganwe Tl 2025 9naReyfisuuds
76,744 AR ARDIBEYINTTUTUIIITIBUTI 237 AR BMTITUNN 91% [ESTABLIS
HED]; u,azwwmﬁ’sﬁ’u’aﬂ;ﬂﬂszaﬁ’ﬂszé’uﬂszmmﬁé‘wj'] 93% YBIARNTN
500,000 ARTuD 2024 Favvdsiiaunsradusulaildiruninniaigng rcLa
MED] visanasiavliildfavanaslndluwed uaznnsiunldunuiuas
Wunstnloudalineass
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B. No aggregate conviction count or conviction rate. [ABSENT] The record
holds statutory penalties — up to 3 years and THB 300,000 for selling or
renting an account; 2-5 years and THB 200,000-500,000 for recruiting
mules — and isolated sentencings, such as eight people including four bank
employees jailed over a network that took more than THB 100m. It holds no
total. Arrests are published; outcomes are not.

TH

2. liifisauniesnsinisinduasinesau [assent] Tufifuavsan Sufindidl
Aaunadinemunguuie — 1antaiiu 3 Yuazusu THB 300,000 dmsunis
vevse iUyd; 91An 2-5 Yuazusu THB 200,000-500,000 d1w5unis
Fnvrunuludydd — Audmdwnendusiensd wu $1en 8 Au 594
wiinauswIAns 4 AU 91niAsetnedilnadulundn THB 100m n1sdunugn
LB HAAR LiNINEUNS

C. No current investigator headcount, and no published backlog state-
ment. [ABSENT] The most recent figure located is 333 officers, October
2020, at CCIB's founding, with the bureau describing itself as understaffed.
AOC's hotline capacity is published — 100 lines, 24 hours, roughly ten
minutes to freeze a flagged account — but that is triage throughput, not
investigative capacity, and the two must not be conflated.

TH

a. lifiswaudwmiiiduantegtu uaglifinsimounsansandag (A
BSENT] faiavangaiinufie 5 wiindi 333 une ilau October 2020 naunians
CCIB uagniizauadseyinmasauline augaiasiu AOC wawnsli —
100 gans naon 24 Falus ordadnydfignasteadeldlusavund — usitu
Aousuanudanses ldlddaaruannsalunsiuaiu assegreiivanuiu
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4 - The legal framework
4 - N52UNHUUIY

Instrument Date Substance

WILIIVAMUANINTAG Royal Gazette  Created the legal committee that
Uasiunazusruusu 16 Mar 2023, established AOC 1441. [ESTABLISHED]
21vgyInssunamalulag effective 17 (Royal Gazette text)

W.A. 2566 — Emergency Mar 2023

Decree on Measures for
the Prevention and
Suppression of
Technological Crimes B.E.

2566

Amendment No. 2, B.E. effective 13 Makes digital-asset businesses,

2568 Apr 2025 mobile network operators and
financial institutions jointly liable for
damages arising from crimes on their
platforms where specified duties are
unmet. [ESTABLISHED] in substance;
exact liability wording should be re-
verified against the article text
before quoting. (iLaw)

Central Fraud Registry operational, Unified interbank database: a person

(CFR) expanding flagged at one bank has all accounts
through 2026 at all banks suspended and is blocked

from opening new ones. [ESTABLISH
ED]

Cash rules withdrawal Cash deposits over THB 5m require a
rule in force; declared source of funds; large
deposit rule denomination exchanges require
from Oct 2026  justification. [ESTABLISHED]

SIM restriction in force Maximum 5 SIM registrations per

person, registration at physical
service centres; SIM-box devices
outlawed. [ESTABLISHED]
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https://th.wikisource.org/wiki/%E0%B8%9E%E0%B8%A3%E0%B8%B0%E0%B8%A3%E0%B8%B2%E0%B8%8A%E0%B8%81%E0%B8%B3%E0%B8%AB%E0%B8%99%E0%B8%94%E0%B8%A1%E0%B8%B2%E0%B8%95%E0%B8%A3%E0%B8%81%E0%B8%B2%E0%B8%A3%E0%B8%9B%E0%B9%89%E0%B8%AD%E0%B8%87%E0%B8%81%E0%B8%B1%E0%B8%99%E0%B9%81%E0%B8%A5%E0%B8%B0%E0%B8%9B%E0%B8%A3%E0%B8%B2%E0%B8%9A%E0%B8%9B%E0%B8%A3%E0%B8%B2%E0%B8%A1%E0%B8%AD%E0%B8%B2%E0%B8%8A%E0%B8%8D%E0%B8%B2%E0%B8%81%E0%B8%A3%E0%B8%A3%E0%B8%A1%E0%B8%97%E0%B8%B2%E0%B8%87%E0%B9%80%E0%B8%97%E0%B8%84%E0%B9%82%E0%B8%99%E0%B9%82%E0%B8%A5%E0%B8%A2%E0%B8%B5_%E0%B8%9E.%E0%B8%A8._2566
https://www.ilaw.or.th/articles/54370

Instrument Date Substance

Victim refund mechanism  ministerial Victims may request refunds through
regulation AMLO's system without a court
effective 12 order. [ESTABLISHED]

Aug 2026

PDPA effective 1Jun Personal Data Protection Act;

2022 enforced by the PDPC; penalties

include up to one year's
imprisonment attaching personally
to a responsible individual. Its
application to individual, non-
commercial investigators is not
addressed in any source found. [AB
SENT] — see Chapter 8.

TH
ASIASNYUUY un arszdnAny
wsgswnmuANInsn1s  Usenidly INAIAMENTTUNITNMUETLN
Uasfiuuazusrudsau R Unw 16 1Udnnsnens AOC 1441 [ESTAB

rvaInssunemalulad  Mar 2023 inatieAu  LISHED] (Royal Gazette text)
W.A. 2566 — Emergency 19 17 Mar 2023

Decree on Measures for

the Prevention and

Suppression of

Technological Crimes B.E.

2566

Amendment No. 2,B.E.  dfinateAuld 13 Apr  AvualigUsenaugsiadunsng

2568 2025 Advia Jliusnisimsetneliode
wazan1tuNI5{U SINSURHA Ko
AMUFLWIBTAARIN

D1VYINITTUUULNWANN DTNV
au TunsditliufuiRemuntiig
Aviuald [EsTABLISHED] Tuide
L‘ﬁam; FoufiSosnnuiuiind
HUUDUAISASIVABUT AU IUN
msineutlusneda (iLaw)
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https://th.wikisource.org/wiki/%E0%B8%9E%E0%B8%A3%E0%B8%B0%E0%B8%A3%E0%B8%B2%E0%B8%8A%E0%B8%81%E0%B8%B3%E0%B8%AB%E0%B8%99%E0%B8%94%E0%B8%A1%E0%B8%B2%E0%B8%95%E0%B8%A3%E0%B8%81%E0%B8%B2%E0%B8%A3%E0%B8%9B%E0%B9%89%E0%B8%AD%E0%B8%87%E0%B8%81%E0%B8%B1%E0%B8%99%E0%B9%81%E0%B8%A5%E0%B8%B0%E0%B8%9B%E0%B8%A3%E0%B8%B2%E0%B8%9A%E0%B8%9B%E0%B8%A3%E0%B8%B2%E0%B8%A1%E0%B8%AD%E0%B8%B2%E0%B8%8A%E0%B8%8D%E0%B8%B2%E0%B8%81%E0%B8%A3%E0%B8%A3%E0%B8%A1%E0%B8%97%E0%B8%B2%E0%B8%87%E0%B9%80%E0%B8%97%E0%B8%84%E0%B9%82%E0%B8%99%E0%B9%82%E0%B8%A5%E0%B8%A2%E0%B8%B5_%E0%B8%9E.%E0%B8%A8._2566
https://www.ilaw.or.th/articles/54370

AFIA1NGUUY
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Central Fraud Registry
(CFR)
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PDPA
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nasaLleeaal 2026
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2026
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UsAulYy 12 Aug
2026

fnaveauld 1 Jun
2022

238

FIUYDUATENINEUIATNTIN
& = o - Y v
Wuniaufien: yarangnade
asdensuimmiliazgnseiu

'
L)

I % 2V
Uaydinnnsunas wazgniulaili

o

Wadudlvisd [ESTABLISHED]

o

n15e1n{uaALAY THB 5m 6iaq

wiafiunweaiiy; msuansulng
Tulnajfostuasinaua [ESTABL
ISHED]

awmeloudulagegn 5 vuneiay
seau Fesamedouiiguiuinig
395%; gUnsal SIM-box HAng g
[ESTABLISHED]

=) =

HLASMEaIU150UDAURUNIY
seuuvead AMLO ¢ Taglsinaaed
Ad9A1a [ESTABLISHED]

NIl RANATEIURYAAIU
yanAa UsAulglag PDPC;
unaslnusudssanluifunied
daRndagFuiaseudumeyaaa
msteduldfutinduaudasei
TulaBawndivdlsignnandalu
unasdoyalafiny [ABSENT] —
@‘U‘wﬁ 8



The 2025 amendment is, in my assessment, the most consequential item in
this appendix. Shifting liability onto banks and telecommunications operat-
ors converts a policing problem into a business-risk problem for organisa-

tions with vastly more staff than the

TH

police have.

nsunlunguunel 2025 Aesrenisidswauiniigatunanwini Tuaanuiu

VBINY LilaNIEANNSURagnRan lUNsWIAsHas LTSNS InsAuuAY

Jaymaunisisannaneidutlymainuidsmisgsiavesesinsiiiyaains

UINNIINITIANIN

5 - Cross-border
5 . JIUWSULAY

Fact Date Grade

~260 workers from 19 countries freed Feb 2025 [ESTABLISHED] (IJM)
from Myawaddy scam compounds by an

ethnic armed militia and handed to Thai

authorities

Thai measures: electricity, internet and ~ Feb 2025 [ESTABLISHED] (USIP)
fuel cut to Myanmar border areas; onward

military deployment; DSI arrest

warrants sought for three Border Guard

Force leaders

More than 5,300 people still held in as of 23 Jun [ESTABLISHED] (Al Jazeera)
Myanmar scam centres near the Thai 2026

border

Regional cyber-fraud workforce across undated [CLAIMED] — analyst
Cambodia, Myanmar and Laos estimated estimate, estimate, no stated
above 350,000 people; syndicate cited 2026 method

revenue estimated USD 50-75bn
annually
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https://www.ijm.org/news/nearly-260-workers-freed-myanmar-scam-compounds-identified-trafficking-victims-thailand
https://www.usip.org/publications/2025/02/china-exploits-thailands-crackdown-scam-compounds-grow-security-influence
https://www.aljazeera.com/news/2026/6/23/more-than-5300-people-still-held-in-myanmar-scam-centres-rights-group

Fact Date Grade
Cambodia: 190 locations sealed, 173 as of Feb [CLAIMED]
arrested, ~11,000 workers deported 2026
Thailand records ~1,000 scam cases/day mid-2026 [CLAIMED] — though the
nationally, down ~10% since Cambodian case count is consistent
compound operations began with ACSC's own 120-day
figure of =1,016 /day
TH
Y9I Suit 1nsn
U599 ~260 ALAIN 19 Usend 1asu Feb 2025 [ESTABLISHED] (IJM)
n1suanUaesainguddslndludednlag
NBINAIRADITVIRNUG uazgnauay
Tinenisine
nsnsvedlne: falnin dumesiiln  Feb 2025 [ESTABLISHED] (USIP)
wazionadludsnunsawauni; @9 Wuduly

fdanins; DSI vesanuUIEIURLN
Border Guard Force @aunau

figgnindsegunnin 5,300 au Tugud
dolnalunsinlndvsuaulne

ussnudelndlaueslugfiniaiafuyan
WU waza Yssuanisinny
350,000 AY; s1elavasvulaunis
Uszunal USD 50-75bn ol

Auyn: Uaan1ui 190 e Junu 173
318 ISIMAKSIY ~11,000 AY

Tneduiinafaalng ~1,000 AR/TuN7
Uszmne anad ~10% tiuaauaufunnis
roguddelnalufiunysuty

2 23 Jun 2026

Uszanaunisly

v A Yy o=
srUui 8198
Tud 2026

2 Feb 2026

nansU 2026
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[ESTABLISHED] (Al
Jazeera)

&
[CLAIMED] — tJuUn1s
UsgUUNISVDILN
Az liseyisns

[CLAIMED]

[CLAIMED] — Wiifiaia
ARATEDARABINUAILAY
120 ¥uvee ACSC 109t =
1,016/3u


https://www.ijm.org/news/nearly-260-workers-freed-myanmar-scam-compounds-identified-trafficking-victims-thailand
https://www.usip.org/publications/2025/02/china-exploits-thailands-crackdown-scam-compounds-grow-security-influence
https://www.aljazeera.com/news/2026/6/23/more-than-5300-people-still-held-in-myanmar-scam-centres-rights-group
https://www.aljazeera.com/news/2026/6/23/more-than-5300-people-still-held-in-myanmar-scam-centres-rights-group

6 - What Thai authorities have said about Al

6 - &N19Ms Ineyeiases Al

Statement

Date

Grade

DES Ministry developing a centralised
Al-powered data management system
for AOC, budgeted THB 200 million,
targeted to launch Q3 2026; links
agencies onto shared data against fake
calls, phishing links and mule accounts

Royal Thai Police "SHIELD" database
linking cross-border financial and
intelligence data

"Intelligent Bird Eye Operation
Centre" (IBOC) — Al surveillance for
real-time incident detection in tourist
and economic zones

Central Fraud Registry — real-time
cross-bank data sharing to auto-
suspend accounts nationally

Thailand Consumers Council proposal
that platforms use Al to detect
fraudulent investment solicitation

language

reported
through
2026

cited 2025-
26

cited 2025-
26

operational

Aug 2026
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[CLAIMED] — summary level,
primary document not
fetched (Siam Legal)

[CLAIMED] — capabilities not
verified beyond a summary

[CLAIMED] — not verified
against any primary
government source

[ESTABLISHED] — the best-
sourced automated linkage
mechanism found, and note
that it links financial
records, not investigative
case files

[ESTABLISHED] as a proposal
— civil society, not police
capability


https://www.siam-legal.com/thailand-law/new-200-million-baht-ai-system-to-fight-online-fraud-in-thailand/

TH

ULLRRH Fuil tnsA

N5¥N329 DES MAIWMIUT S8UUUTHIS 59997 [CLATMED] — \Juszauagy

JInnsTayaniy Al LUUSIUANGA MU paonl  delilandaenansiualu

AOC suUszunae THB 200 million 1wy 2026 (Siam Legal)

Daldau Q3 2026; 1Feulsamingausing 9

\ingdeyasamiiesuiioasTnsuasu Aud

WuBs wazUaydsin

g1udeya "SHIELD" vas Royal Thai Police  8198i9lu  [CLATIMED] — &alaildl

\Weulusdoyanisdunazdnsostu U2025-  m579a0UUAAIINATNTA

WIULAY 26 Wiundnseavagy

"Intelligent Bird Eye Operation Centre”  91904lu  [CLAIMED] — Slaild

(IBOC) — muiflseiadng Al ionsadu U2025-  asnvaeufuunastoya

wansaluuudealnfluiuivieaiivauaz 26 Ugugliveaniasgle

LATYEND

Central Fraud Registry — n1suustudoya  anilu [ESTABLISHED] — naln

Frusuasuuuidealngiifiessfudnd nsey  WoulesdnlufAifiuvas

Salusifivauszine $rudadiigainiiny uazia
Hunarinifudonles daya
nen1sdu Lilduilund
dudu

YaLauavas Thailand Consumers Council Aug [ESTABLISHED] Tugnueda

Tiuwaanesuly Al astadudeanudnyiu 2026 1@Ue — 1191nN1AUTEY

o %
amumﬂumimﬂm
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https://www.siam-legal.com/thailand-law/new-200-million-baht-ai-system-to-fight-online-fraud-in-thailand/

The most important line in this table is the Q3 2026 Al system at THB 200
million. Anyone proposing Al work to a Thai agency should assume a pro-
curement is already in motion and position accordingly — as a layer on top,
not a replacement, and ideally as the part that budget does not cover: the
free-text narrative, which the Central Fraud Registry does not touch.

TH

ussiinndrAnngnlun1sneil Aeszuu Al Aifuualald Q3 2026 suuszanu
THB 200 million Tasagtauaau Al Tiutaaulng Tiasauliin1sdadaandng
\Ausgua wazaesiuvemui: Wuguinneiv lulddsfiaunu waziniage
A & ' a % & ' P a =
Aaludunsuneutulinseungu — YemNuUssedasy 9 Central Fraud
Registry liungiag

7 - Bangkok Post pieces not fetched
7 - UNA1U Bangkok Post Mdelailatdnis

Two articles were located by headline but not read in full, and both are the
highest-value next fetch if direct quotes from police leadership on Al
adoption are needed: Cops digitise war against cybercrime - Govt deploying
Al to combat fraud. [ABSENT] as to their contents.
TH
unANnuassunUIINWIATTuAgalalldeuatuifin mndesnsAmalae
asanguindisaEenisi Al unld seaestufedsiinisiannsuneudu:
Cops digitise war against cybercrime - Govt deploying Al to combat fraud [
ABSENT] 114?1"214‘(]’&]\‘11,581/]'1
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https://www.bangkokpost.com/thailand/general/3128486/cops-digitise-war-against-cybercrime
https://www.bangkokpost.com/thailand/general/3275145/govt-deploying-ai-to-combat-fraud
https://www.bangkokpost.com/thailand/general/3275145/govt-deploying-ai-to-combat-fraud
https://www.bangkokpost.com/thailand/general/3128486/cops-digitise-war-against-cybercrime
https://www.bangkokpost.com/thailand/general/3275145/govt-deploying-ai-to-combat-fraud

CHAPTER APPENDIX C — EXPLAINING THIS TO SOMEONE WHO
IS NOT TECHNICAL

This is not a summary of the book. It is a translation layer for one situation:
you are in a room with a senior officer who did not come up through tech-
nology, who has limited time, and who has already been pitched Al by at
least three vendors.

TH

dl 1 v A A gj o U ¢ v %
tlilgunasyvesniisde dufedundadmivaniumsalifien: anegluiesiu
wee1ssEavas wlildlauneaawmalulag Gnaididn wazgniaueuie
Al 1UaA18ENUBYAINIRN

Read it in the car.

TH

gutiunausgluse

The four sentences
AUszlon

Everything in this book compresses to four sentences. If you get through
only these, you have done the job.
TH

]
A A ! o

1 L 1 dyl 14 |dyc$d v a < 1%
vgnamﬁuwuaamauuaamaaaﬂsz‘f,ﬂﬂ W”ﬂ'lﬂLLﬂuﬂﬂE]’J'WI’Wm’WILﬁ'iQLLﬁ’J
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1. The cases are already detected. They are not connected. About a thou-
sand new online fraud cases a day are reported in Thailand. Every one is
already known. Nobody is failing to detect crime. What is missing is the link
between one victim's report and the other three hundred reports belonging
to the same operation.

TH

1. agnasanvaguda uadslignidenleeiu Tulvefiaddelnsooulailu
U IUagsIWUAR YnARsHueguad lidlasnsaaduetvainssulala
Asfionnfeiduienseninenenuvaaniemenisiudnaufosseauiidy
YUIUNSLALITUY

2. The link is in the words, and the words are not in any database. The ac-
count numbers are in fields, and the banks already share those through the
Central Fraud Registry. What sits in no field is the victim's own account of
what happened — what they were told, who contacted them, what the
script was. That is the record of the human operation, and it is sitting in
prose that nothing can search.

TH

a

2. yandoulsagludondn uazfoudlildeglugudoyalvuias lauinydor
Tuvestoya uagsurmsuvsiuagudaniiu Central Fraud Registry Asiilifives
TnufuAemueniaveunieiesinfneslstu — wignuenitezls lasinse
w1 ansuavasnalafunuulvu ﬁuﬁaﬁuﬁnmaauﬁﬂ’amiﬁwwéaaﬁa'v‘h wag
fuilsegludionnufosufiilifioylséuld
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3. Reading that prose at scale is the one thing a machine is genuinely good
at. Not judging. Not deciding. Reading a hundred thousand narratives and
reporting which ones resemble each other, with the file numbers attached
so a person can check.

TH

3. Mssutennudesuduvuiiuluusinamnn Aedufuafinsesinsile

fa3e q Lillddadu Lilddadule udsudusniduaundnises udrseauin

lﬂl v ﬁl $%4 = v v
saslnumdnuisaaluu wSaunuulavan linunsIaaula

4. It runs on your own machine, and the data does not leave. No cloud. No
foreign vendor holding case material. That is a constraint, and it is also the
reason this can start next week instead of after a procurement.

TH

4. TuVinUULAS VB8RS uazdaya lisanluluu lidinanae lud
Juieinsviidensesdoyani tuRedediin uasilumsuaideriuiinuiizy
laduamini lusessariun1sdntednding

Stop there. Four sentences is enough for a first meeting and every extra one
costs you.
TH
A o w . da Ay
nyauAll dUssleanadmsumsnuniuasausn ynuseleaniiuanasnuyu
VDIA

The two questions you will be asked
aasAaunAnuIzlauay

"We already have that."

TH

n o dy ) 14 "
131U UUBYLLAN
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You probably will be told this, and there is a good chance something adja-
cent is true — the Central Fraud Registry is real and operating, and a THB
200 million Al system for AOC was reported as targeting a Q3 2026 launch.
Appendix B has the details.
TH
anarldBulseloatunuuiueu wazillenagrinessiilndidsadua
959 — Central Fraud Registry fingassuagldeuey waziisreauiissuu Al
yaA" THB 200 million dw§u AOC waitludaldvas Q3 2026 :waziBunsylu

ANANUIN UV

The correct response is not to argue. It is one question:

TH

Amaungnaodliluifies wAsnINAInIUReD:

u

> "Does it read the free-text account of what the victim was told, or does it
work on the account > numbers?"

TH

> "STUUUUBIUAUBNIEa BT biaingnvaendils nsevinauuAfuLaY

]

tY IS
UIATU

If the answer is account numbers, you have found your gap and you did not
have to claim anything. If the answer is that it reads the narrative too, then
the work is already being done and you should say so, thank them, and ask
what would still help. An honest exit from a room is worth more than a
manufactured disagreement, and people remember which one you did.

TH

dnAmauAeavlyd Aawetasinwdilaglinesdiseslsiae drdmneudedy

BIUAIVBNLAINIY muﬁugnﬁwagjué’a ammsmﬂmuﬁu YOUAMLYT LAININT
dafterlsfivngldsn dusananiiesesdonsefidninasetetaudstiuanies
wazAuIladnandennielvi
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"How is this different from what a big vendor sells?"

TH

[ dy 3 c; Y ] o
"auumamnmaﬂmy 9 °U"If-JEJ~11,\1"

Three real differences, in the order they will land:

TH

1 a 1 a o dl
AMUAN9RSITANENe Seenuanunaglaulanui:

Language. Established link-analysis tools connect structured fields — ac-
count numbers, phone numbers. Reading a Thai-language narrative account
and extracting what happened from it is a different task, and it is not what
those tools were built for.

TH

4 A a e = Ao 1 oy oo& v A & v
M 1Asesliednssinswenlasnieguandeuteyanilulaseadne — v
Jayd weslns erumvaniamunneiidudennudasuainsdsiinatiuosn

v

, & A & % Y & o
11 lWRIUANASILUY LLagLﬂiaﬂﬂaW')ﬂuuvluvLﬂgﬂﬁi']ﬂuqLW'E]Vl"Illu

Time and cost. A procurement runs in years. A demonstration on synthetic
data runs in a week.

TH

2 %

wauazaune Mdadedadniuaniul msadanedeyadiassiua

q

AUaiLRe

Where the data sits. On the unit's own hardware, with nothing leaving the
building.

-

H
[

Anudoua aguulAsasTRInUlssuLed lullezlseanusnanans

u Y
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And the sentence that should follow immediately, because it is true and
because it is what a sceptical officer is waiting to hear: this is a layer on top
of what you already have, not a replacement for it. Nobody in that room
wants to hear that the system they signed off on is wrong.

TH

1
=

Uselaanadseusniiui tns1zliuass aginszunesnsanssweseey: i
= Q’.’l a dl = ] L4 [ dl ] 2/ 5’5 yYa
AeduasuUNvasinuiiaguan Lilvveswunui lifilasluiesiuesnlagu
MsUUNMeNTUs YR lUTURANAIN

What to say about the risk, before you are asked

AanfaanAlTaIAULEES naugnaX

Raise this yourself. It is counterintuitive and it works, because everyone in
the room has read about Al going wrong and is waiting to find out whether
you know.

TH

o = 1

anseelTuNLes Tudnandydidnualina siznnauluiesaeduzes Al

o

J b4

IMNAIAUILAD LaLA1AITBAINAMSIT eIl aLan

Y 9 Y
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> "There are documented cases where this technology has caused serious
harm. In the United States, > at least four people were wrongly arrested on
facial recognition matches. Every one of those cases > has the same cause:
the computer's answer was treated as evidence instead of as a lead. So the
rule > [ would build in is that the system may only produce pointers — every
output is a list of case > numbers a human opens and checks. It never
asserts anything."

TH

> "fndndnsiuiinliesvmaluladiademnandenedeusndu Tuands

flegnatiosAnugniuiindanuadugluwii nnaddawmieiu fernou

suaaﬂauﬁaLma%gﬂLaﬂU"lsz”j'Lwaé'ﬂgmLmuﬁ%LﬁuLLﬂ'LmzLLa ﬁaﬁuﬂgﬁwu%

TddnluAessuumanlduamtvindu — nanadnsAesmensiavailiaudaly

asrvdeules Sulidusueslsnaiunsy”

That paragraph does more for your credibility than any capability claim, for
a specific reason: it demonstrates that you have thought about how the
thing fails, which is what a person who is accountable for outcomes actually
needs to know about you.
TH
gonthtiuaduanuindedelinauannnidieindnsaimnle o femawa
avngdaiiy: fulanritauAnuudriesuuinedsls uaztdudedsiiaud
Hosjuiinvausenadnsosniifeafuinmass |

What to say about Singapore, honestly

[
S ¥

Aanfoannisaedinls adranselunsean

Singapore's Anti-Scam Centre is the right comparator for this region and it
will resonate. Use it, with the qualifier attached:

TH

Audlaaiuni1snasnai (Anti-Scam Centre) vasdsnlusAodaiiaunluign
o U a g U Y v 14 1Y dl ¥
dwsugliniail uaziiuazlauloauils Toiuls wideswuueulaludie:
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> "Singapore built exactly this and reports recovering more than seven hun-
dred million dollars since > 2019. I should say that those are the police
force's own figures and nobody outside has audited > them — but it is a
working model with a public track record, and Thailand's problem is larger
than > theirs.

TH

> "AaAlUSAS 19V UULTUNITY 9 1aD wazsIBeUIgRuAuINlaNINAT

® v 1% s & 1Y, ¥ PO U & v o

WASeuAaUneaaNsALEU 2019 fasuanineuitudusiiiavvesinsiamn

2; o 1 1 A dl ¥ Y a = L4
eendalaiiilasuenimsinaeu uhsivAslunanldiuldasuaziinaaulig

[4 [ ] 1 v
wardaymweslnenluaininwesviasu

The qualifier is not weakness. The officer across the table already assumes
every number he is shown has been polished. Being the person who says so
first makes everything else you say more credible.

TH

< o , : o IRV Y o oa LY W
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What not to say

Aanlainasyn

Do not quote a single national loss figure as settled. The sources genuinely
disagree — one implies about 62 million baht a day, another says 70; full-
year 2025 appears as both THB 115.3bn and about 89bn. Quote a case count
with its window instead, or say that the figures differ and name both.
Someone in that room may know the discrepancy.

TH

agrdreiavamdsmessRulssmad s inudeasuiiuiueu uvds
Foyadaudsiuade q — undadiauensn 62 §ruumdetu Snuvsasuan 70
Fiauniedl 2025 Usingine THB 115.3bn uazs1 89bn Tyasuauaiingou
Frenaiituwn wievenluiaiduarlinssiuudveniaess auluries
thuenadegudindudaudeiu

Do not say the police cannot solve these cases. You do not know their
clearance rate. Nobody does — it is not published. Asserting a failure you
cannot measure, to people who live inside the work, is the fastest way to
lose a room.

TH

agmaidrsraudaawnillila aaliisnsUanfvaaw Liflasy — duld
gRELNS nammaNuamwaInaaialile deauninauegluiiuese  Ae3s
\@eviesiisafian

Do not promise a timeline for anything beyond a demonstration.

TH

- [ i a 1 a
Yy zuvsuu'msaunawmasvlsnmuﬁl,num'lmsmsm
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Do not offer to look at real case data in that meeting, and do not accept it
if offered informally. Every reason is in Chapters 8 and 9 — lawful basis,
chain of custody, the PDPA question nobody has answered for individuals. A
synthetic-data demonstration is not a limitation you are apologising for. It
is evidence that you understand the rules.

TH
[ 7] } %4 S a dl g Y o v 1 &
agaUDAIYagTaNanAvse luNUsTYRI Lazidinuaueliuuulidu
MIN5NBE1SU mnnansrunegluund 8 uaz 9 — grumenguuie wialgns
L2 o dl C; U 1 Y o u v
ATBUATDINEIUNANGIU A101U1583 PDPA Ndslifilasmauladmsudeyase

]
v

yAna nsasaaledeyadiasdhilitediinnausesslny dufenangiuii
Aautlang

The question to ask before you leave
AINNNAITANNDUDDNAININDY

One question, and it is for you rather than for them:

TH

=& o v aMy A& o oA
nisAa wazdiulilinednaues luldmenanivn:

> "If this worked, which budget would it sit in?"

TH

> "seeilldlina duazlueglusudluuniy”

An answer means there is a path. No answer means it was a conversation.
Both are useful to know, and you can only find out by asking while you are
still in the room.

TH

1 o

fidmau wlaniineluse lifidneu uainduduwaunaunun 3135
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The one-page leave-behind
vy a aL v
enasutAgnng 1A

If you leave anything, leave this. Not a deck.

TH

fazinaaglsd Tvneduil lilvnealan

> The problem. ~1,000 online fraud cases reported daily in Thailand; 121,921
cases and THB 7.48bn > in losses in the first 120 days of 2026 (ACSC, 11 May
2026). Cases are detected. Networks are not > assembled. > > The gap. Bank
account data is already linked nationally through the Central Fraud Registry.
> Victim narrative — what the caller said, the script, the story — is
unstructured and unsearched. > > The proposal. A local, offline system that
reads Thai-language complaint narratives, extracts > the entities inside
them, and groups reports that belong to the same operation. Output is a list
of > case numbers with the matching text quoted, for an investigator to
open. > > The safeguards. Runs on unit hardware; no data leaves. Produces
pointers, never assertions. > Every output resolves to a source document.
Demonstration on synthetic data only. > > The precedent. Singapore's Anti-
Scam Centre, operating since June 2019 (police self-reported > figures).
Crime linkage is an established discipline in UK and US policing. > > The
ask. One week, synthetic data, no access to any real case file, no cost.

TH

> Jaynn adaelnseeulatlulveiisnesaudinisiniuag 1,000 Ad 53
121,921 AR WaLAIULESNIY > THB 7.48bn Tuwad 120 Yuwsnvest 2026
(ACSC, 11 WeunnAY 2026) ARGNATITNULAL usaetedslignusenautu
> > ga9i19 Foyatysurmadonlosiuiusemaagudasitu Central Fraud

|

Registry > Auaniawaunio — Aviiaulnsinya ap3ud Foes — §9lid
Tassaauagliinsgndum > > Foraue seuusanladluesowamieau
104 sruddosSounmuineiifutennudase > Ramedeyaiiegindusen
1 udrdangumenuiiiuruiuninifedtu nadwsAesienis > lavainieu
Foaruiinsstunuuld Whdmihiiduamudagies > > umsnrsiesdiu viau
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CHAPTER APPENDIX D — THE FOURTH VALUE

Why "no evidence" and "evidence against" must never be
the same number

o . a o [ AT Y4 nf_v 1o [ o = [
‘Vl'l‘lil '13J3man§'m nU "ang1uAnn1u mmm‘lumutﬂumuamﬂﬂ'snu

This appendix answers a question that turns out to sit underneath the
whole book: what kind of thing is a piece of evidence's status, and what
happens when a system gets that kind wrong.

TH

& 3 =% A < 1 Yy oA O 1 (%
mﬂwmaumaummwumnmaLﬂumagﬂf,mwmaammu: d@nuzYBInangIu
=y & & a a X & v a 1 2 a
wwuuﬂuam‘uﬂwu LLa%Lﬂﬂ@%vLS‘UULM@S%UUL‘U'ﬂﬁ]Nﬂ’JWMULUUﬁ\‘lLLUUVL‘Wu

It is the most abstract section here. It is also the one with the most direct
consequence for anything you build.

TH
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The failure, stated concretely first
ANuaual nallugusssunau

The Los Angeles Police Department's Operation LASER maintained lists of
"chronic offenders.” Its own Inspector General found that almost half the
people on those lists had zero or one violent-crime arrest, and around 10%
had no recorded quality interactions with police at all. (Chapter 6) [ESTAB-
LISHED]

TH
NsUAITIUATUIAARALEULAE TUUURNTS LASER guasieds "gnserinkng

Y
1

L v, v @& ' - =< = S
13959" {n3529n157 I Yosnienueanudn ineuaIwmile vesrulusieie
wauiiUsEIRTUNNARTULSY ALEWSD WilaASY uazUseun 10% L4l
Ufdunusniinauniniusisaaduiinliiae (Unil 6) [ESTABLISHED]

Read that as a logic problem rather than a policy problem. A person with
zero arrests and a person with one arrest were both being scored by a
system that took records as its input. But zero records is not a low value.
Zero records is an absence of information, and an absence of information
is a different kind of thing from a low measurement — as different as an
empty measuring cup is from a cup measured at zero millilitres.

TH
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The system had one channel to express both. So it expressed both as a
small number, and small numbers combine with other small numbers to
produce a score, and the score went on a list, and the list went to officers.

TH

szuulidoanafierdmiunanivantagne dudansnsgiduitaviion o
wadavtion § N5 Miavties q duauldnvuuueenun uaATLULTLA
gnldadlusiede wazsrevetungndsludadi wii

That is the entire content of this appendix, and everything below is the
formal machinery for saying it precisely.

TH

-1 ) = oA = o
HuAsllonvmunvesnIANLInil waznnagresiinuudsashenalaidu
nIn1sdmsuA ol Trusiug

1- Three values
1. A1dIUA

Classical logic has two: true and false. Every proposition is one or the other,
and there is no third option. This is a strong assumption and it has been
questioned for a century.

TH

(4 a A 1 a o <@ ¢ & 1 1 =) 1
AssnANERsAaNAANTiaDdA1: 9390UW nUsznaliluegelnognanila uazly
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Jan Lukasiewicz (1920) introduced the first systematic three-valued logic,
motivated by future contingents — Aristotle's sea battle tomorrow, which
seemed to him neither true nor false yet. The third value was possible or in-
determinate. [ESTABLISHED]

TH

Jan kukasiewicz (1920) lausnssnanansanuatagradussuuduauusn lag
Tausegalasnnmanisal suaeidalduiueu — mssunaievesedalafaly
v 1 é, = = v 1 1 a 1@ 1 d' =l [ Y A v 1
Tuwgeil Faguitiouduiwitliasagliiing Arnawde Wuldld wie daly
LUUOY [ESTABLISHED]

Stephen Kleene (1938, 1952) gave the third value a different and, for our
purposes, far more useful reading: undefined, or unknown — the value of a
computation that has not returned. Kleene distinguished a strong and a
weak three-valued logic, and the difference is exactly about how ignorance
propagates. In the strong logic, "unknown OR true" is true — you do not
need to resolve the unknown, because one true disjunct settles it. In the
weak logic, any unknown component contaminates the whole formula. [ES-
TABLISHED] (SEP, Many-Valued Logic)

TH
Stephen Kleene (1938, 1952) lsinasmsneaitanalunuuiinneeenly uae
dmugauszasAvaast duszleviininunn: deluiienu wislinsiu — Awes
nsuanislifiunadns Kleene uwon assnAaniaiuaieenduuuy iy
fuuuy seu uazmudstusgassiimalifunsnseans sgadlswed Tu
assnenansuuudy linsiu wse 93¢ fanlu 939 — Aaulddndudes
anany dawitlinsu mszdadeniinseiferitunldug lunssnenans
wuugeu asdUszneuiilingu ln q sxduideugnsiaviun [ESTABLISHED]
(SEP, Many-Valued Logic)
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https://plato.stanford.edu/entries/logic-manyvalued/
https://plato.stanford.edu/entries/logic-manyvalued/
https://plato.stanford.edu/entries/logic-manyvalued/
https://plato.stanford.edu/entries/logic-manyvalued/

That distinction is not academic. It is the difference between an investigat-
ive system that says "I cannot assess this suspect because one field is miss-
ing" and one that says "one confirmed link is enough regardless of what else
is missing" Both behaviours are defensible. Choosing between them
accidentally is not.
TH
anusiraiuladlyiGedivinisan 9 fuAeausnssEninessuuduaIuiiven
1 malssiiiugdos avdfeseililfnneiidoyaniwomnsly” fussuui
vonin "nsidenlesiibusuudniegef iisawelibieslsazmeludn”
wqﬁﬂsiuﬁy’aamuuwﬁqﬁﬁmawasaq%'uvlﬁ uin1sidenseninsdesuuuil Tnglsl
salotulaifinanasesiu

If you have ever written SQL, you have already used three-valued logic.
Codd's relational model gave NULL exactly this status, and comparisons
against NULL return UNKNOWN rather than false. It is also the most criticised
feature of the language, largely because most people writing queries do not
realise which logic they are in. [ESTABLISHED] (SQL and the snare of three-
valued logic; Nulls, three-valued logic and ambiguity in SQL)

TH

dnasaeliou SQL Aungldnssnanansauauiuas lunadedunusves

Codd Tifaanugiiua nULL Tnense wazn1siUSeuliteuiiu NULL azfus UNKNO

N wiuizifuiiie sudaduanaudd figndersafinnitaavesniwilie dau

TngiduwnzauiiBoudisligfrindaseglunssnaans uwuulw (EsTABL

ISHED] (SQL and the snare of three-valued logic; Nulls, three-valued logic

and ambiguity in SQL)
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https://www.red-gate.com/simple-talk/databases/sql-server/learn/sql-and-the-snare-of-three-valued-logic/
https://www.red-gate.com/simple-talk/databases/sql-server/learn/sql-and-the-snare-of-three-valued-logic/
https://scispace.com/pdf/nulls-three-valued-logic-and-ambiguity-in-sql-critiquing-1c14bp7irm.pdf
https://scispace.com/pdf/nulls-three-valued-logic-and-ambiguity-in-sql-critiquing-1c14bp7irm.pdf
https://www.red-gate.com/simple-talk/databases/sql-server/learn/sql-and-the-snare-of-three-valued-logic/
https://scispace.com/pdf/nulls-three-valued-logic-and-ambiguity-in-sql-critiquing-1c14bp7irm.pdf
https://scispace.com/pdf/nulls-three-valued-logic-and-ambiguity-in-sql-critiquing-1c14bp7irm.pdf
https://scispace.com/pdf/nulls-three-valued-logic-and-ambiguity-in-sql-critiquing-1c14bp7irm.pdf
https://scispace.com/pdf/nulls-three-valued-logic-and-ambiguity-in-sql-critiquing-1c14bp7irm.pdf

2 - The fourth value, and the man who wanted it for exactly
our problem
2 - ANA wazvrerRaInsiudmsulnynveasiinganis

In 1977, Nuel Belnap published two closely related pieces — A Useful Four-
Valued Logic and How a Computer Should Think. [ESTABLISHED] (Belnap, "A
Useful Four-Valued Logic," in Dunn & Epstein eds., Modern Uses of Multiple-
Valued Logic, Reidel, 1977, pp. 5-37 — Springer; and "How a Computer Should
Think," in Ryle ed., Contemporary Aspects of Philosophy, Oriel Press, 1977, pp.
30-56. Citations verified against the reference list of Sutcliffe, Pelletier &
Hazen, FLAIRS-31, 2018.)

TH

Tu¥ 1977 Nuel Belnap fiunsudesBuilisadesiuegislngdn — A Useful
Four-Valued Logic wag How a Computer Should Think [ESTABLISHED]
(Belnap, "A Useful Four-Valued Logic," in Dunn & Epstein eds., Modern Uses
of Multiple-Valued Logic, Reidel, 1977, pp. 5-37 — Springer; and "How a
Computer Should Think," in Ryle ed., Contemporary Aspects of Philosophy,
Oriel Press, 1977, pp. 30-56. Citations verified against the reference list of
Sutcliffe, Pelletier & Hazen, FLAIRS-31, 2018.)
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https://link.springer.com/chapter/10.1007/978-1-4684-3384-5_3
https://cdn.aaai.org/ocs/17599/17599-77711-1-PB.pdf
https://cdn.aaai.org/ocs/17599/17599-77711-1-PB.pdf
https://link.springer.com/chapter/10.1007/978-1-4684-3384-5_3
https://cdn.aaai.org/ocs/17599/17599-77711-1-PB.pdf

His motivating scenario was a question-answering machine holding a
knowledge base fed by multiple sources — a machine that might be told
contradictory things, and that would have topics about which it had been
told nothing at all. He observed that classical logic handles both cases dis-
astrously and in opposite directions: it explodes on contradiction and it has
nothing sensible to say about silence.

TH

Tandfigausemeanudnvesnnoinsasmavmnuiitegiuanuidsiiou
Foyaunainuansunas — in3esiionagnuanizasiitaudeiu uasiivadeila
wegnuaneglsias lwdinaiinssnatans aanadndanisaasdnsdildug
wn wazugluauaziianis: sussidadiowonnudauds uassiulaid exlsunils
agyaReafuANRoy

His four values are not degrees. They are states of what the system has
been told:

TH

¥ oo
1 v A

Amsavesvldlysziuanudy uduaauzvesdsissuugnuen:
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Value The system has been told

True that P, and not that not-P
False that not-P, and not that P
Both that P and that not-P — sources conflict
Neither nothing about P at all
TH
A1 AefiszuuldFunisuen
UaN11939 41 P uagliilaveninladly p
vaniung ladls P uaglaildvenin P
venitABsaEne 31 P uag Y P — unasdoyadnudaiu
lildvenaslsias Liflozlsiieatiu P 1ae

Now look at this book's own grading system, which I designed before read-
ing Belnap and which arrived at nearly the same place because the domain
forces it:

TH

o 2 = =1 = P 1
ilassgszuuliinsavemtlsdeiauilios Feuusenuuulinausiunuues
Belnap wazsiusnaesil galnaidsaiuuin msredilamudedulnduwuy
W
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This book Belnap

[ESTABLISHED] Told true
[CONTESTED] Told both
[ABSENT] Told neither
[CLAIMED] (no Belnap equivalent — see below)
TH
wiladoiduii Belnap
[ESTABLISHED] UDNI1934
[CONTESTED] UenMIAedDgns
[ABSENT] lailavenaglsiay
[CLAIMED] (laifidnfinsafuluszuuves Belnap — géuans)

Three of the four are Belnap's. The fourth, [CLAIMED], has no counterpart in
his scheme because Belnap's machine trusts its sources. Investigation can-
not. [CLAIMED] records not the content of what was said but the interest of
whoever said it — a vendor selling the tool, an agency reporting its own
performance. That is a provenance annotation rather than a truth value,
and it is the axis Chapter 7's Move operates on.

TH

a1 & | A A 1aa A o
auludAuuduved Belnap A9id Ae [CLAIMED] hifidanmseiulussuuves
1U1 LNS12LAT83 U84 Belnap 13launastayavesdiu usnisduaiulilalile [c

v =2 1 d’l’ a A (I L4 ild' L

LAIMED] Uufinluleilenivesdsi gnye uituiinnauselavivasiinyniv
— {U18NN&UI8LIAT9E0 NBIMUNTIBIMUNANUVDY (109 TABNUNELYR
= = 1 @ 1 a o A A o =
1399NNU1NN I TUAIAINGSY wazduRBunUNinUsEd UNYRIUNT 7
M9 BEUURNULIY
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The generalisation worth carrying: an evidence record needs at least two
independent dimensions — what we have been told and who told us — and
collapsing them into a single confidence number destroys both.

TH

Jaazumlunmisnnfndalife: Guiinuangunilesienisdesnisegnetioy

aosdinndudaszainiu — dwitsignuen M Tasiluauuen — wagmsguna

¥
a

aaa & W &4 d o oa ° 7 aal o 9]
’d’e]\‘illﬁl‘ua\‘iL‘i.]um’nﬂ%lﬂ’l’]m‘tjaﬂum’uﬂ&l’l ﬁ]%ﬂ’]ﬁ’]&lﬂ\iﬁaﬂuﬁlvlﬂv\ﬁafuﬂu

3 - Why a case file breaks classical logic
3 . i luunuafIsvinanenssnaansaaldaan

Classical logic contains a principle usually given in Latin: ex falso quodlibet.
From a contradiction, anything follows. If a system holds both P and not-P,
every proposition in its language becomes derivable — the knowledge base
does not merely contain an error, it becomes formally worthless.

TH
pssnAaniAanaaniindnnisullsndnisenaieneiaziudi ex falso

. < < < v = v v oa X <
quodlibet (AN aglsAnuAnuuld) wnianudanduintu eglsn
munasUlananu drszuunisdens P uwaz lalld P wiauiu nausewaily
muwwasiunszigadlanamun — gruanudiulilivaiideianain urnady
13 FY ] 13
Wulsaregraluniens
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Paraconsistent logics — Graham Priest's LP, Newton da Costa's systems —
are constructed specifically to block that explosion, so that a contradiction
stays local instead of poisoning everything. [ESTABLISHED] (SEP, Paracon-
sistent Logic; IEP)
TH
ATINANEASNUAUIAUES (paraconsistent logic) — 58UU LP 849 Graham
Priest, 33UuU¥84 Newton da Costa — Qﬂa’%’ﬂ\‘iﬁuuﬂﬂmawwLﬁaaﬁ’ﬂms
suiintiu Lﬁ@iﬁﬂaﬂuﬂﬁ'ﬂLLﬁaaQLawwqm unudiee WNa89Ne8e [ESTABLISH

ED] (SEP, Paraconsistent Logic; IEP)

Why this matters here, plainly: every real case file is inconsistent. Two
witnesses give incompatible timings. A suspect's alibi contradicts a cell-site
record. A complaint says the caller was female and another describing the
identical script says male. This is the normal condition of investigative
material, not a defect to be cleaned before reasoning begins.

TH

d' d'l agllo [ dy = oS a = % 14 LY
WinTiisesldAnn sl wanss o Ae: wiluafaswnurulinudaudaluies
weugenuli nalinsaiu Jesraguesnesasdetaudaiutudin
Fuviadoyayial Aresntnilauendn ;ﬁmﬁjuéﬂsﬁq ANAUUNUSTI8UN

a o 1 I v elld a v} = 5%
waheaiudzuaninluguie dAeanmundvesiannisduau lulyde
UNNIBINABYINAUAZ NN BT HIEHE
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https://iep.utm.edu/para-log/
https://plato.stanford.edu/entries/logic-paraconsistent/
https://plato.stanford.edu/entries/logic-paraconsistent/
https://iep.utm.edu/para-log/

Classical logic offers two responses, both bad. Resolve every contradiction
before reasoning — which means deciding who is lying before you have in-
vestigated, which is the tunnel vision of the closing chapter, formalised. Or
reason anyway and derive nonsense.
TH
ATINANARNSAARNLAUDNINDDNADILUY HALNIGUENDAU LUULINAD
AARANEANTALENNYANoUTE winna — Fannedamsanduinlasinunnou
= = 2 aa 3 a, b4 =
NAaazduaiuasa tAensussglushvasuntaiine Tu Uwuuniens wuun
= L4 1 1 4 Y ¥V dl b4
assnsliunuaselUpaudlladeagunliaissoanun

The paraconsistent answer is the one good investigators already use
informally: hold the contradiction as a marked, live state attached to that
specific proposition, keep reasoning about everything else, and treat the
contradiction as an object of investigation in its own right. The contradic-
tion is frequently the most informative thing in the file — it is where
somebody is wrong, and finding out who is often the case.

TH

° 1Y) Y A A dou a4 dAag v vy ' " & A
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Taguesnisavaruludiiuies mudaudiiniuiilidoya unigaluwily
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4 - The assumption that turns silence into a lie
14 ado 4 = @ o
4 - FaguuANyinliautsunatatduailnyn

Raymond Reiter (1978) named the closed-world assumption: in a closed-
world database, anything not derivable from what is stored is inferred to be
false. Keith Clark's negation as failure (1978) is the corresponding proof-the-
oretic rule — failing to prove P licenses concluding not-P. [ESTABLISHED]
(closed-world assumption, overview and primary references)

™
Raymond Reiter (1978) Hvetoaunilantn (closed-world assumption):
Tugnudeyalanln eglsimuiiigadldlfendsiivly szgnaysnuinduiio
n4) negation as failure Y84 Keith Clark (1978) ﬁ’e)ﬂg]l,%wqw:]ﬁqaﬁﬁ
doandeiu — n1siganl P laidnse vinlwaguanladley P16 [EsTABLISHED]

(closed-world assumption, overview and primary references)

For an airline reservation system this is correct and necessary. If the
database has no seat booked for you, you have no seat.

TH
° ) A & a v o & 1 v A A 1
ANNIUILUUVIDINUIANYNITUY ugﬂma\?LLagﬂqLUu ﬂ']ﬁ']u‘l]aga‘lllﬁJWU\ivmaﬂbl'J

Trinas aaunlaid Ml

For a criminal intelligence system it is a catastrophe wearing the clothes of
a convention. Under a closed-world assumption:

TH
uAFINFUTEUUYINTB991YYINTTH TUADMIEUENAINYAVDISTIULHENU TR
meladeauuilanlo:
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https://en.wikipedia.org/wiki/Closed-world_assumption
https://en.wikipedia.org/wiki/Closed-world_assumption

* "No prior arrests" becomes "has not offended."
* "Not flagged in the fraud registry" becomes "not a mule account.’

* "No record of this person" becomes "this person is clean."
TH
M. A va o 1 n < M. o a
- lufivsziRdunuunneu” nanewdu "lunenseingin

4

- "rigntnsslunzifounisdelne” naneidu g ey

M. A wa dy" ) n X a ar"
- "lifivszifvesyanail” naredu "yanallu3gns

9

Each of those inferences is invalid, and each is made constantly, usually in-
visibly, because the assumption is buried in the query rather than stated in
the design.

TH

< o 1 o

nseynuusastatuliauvnauna uazwsazdangniinegnasaa dinag

u u

wadlaiiiu nsrzdeaund tugnideeglumis ldldgnszylilunmsesnuuu

q

The open-world assumption — what is not known is simply not known — is
the correct posture for investigation, and it has a cost that must be stated:
under it, you cannot conclude innocence from absence either. That is un-
comfortable and it is also true. It is the formal version of a rule you already
know: absence of a log is not evidence that nothing happened.

TH

doauuilanila (open-world assumption) — diliinAelais e g — Ae

Y
a

1A l:ll L4 o - =) v A Y dl ¥ Y v v t&l
Winiingnees dmsunisduau wasiulnunundesnnlide: aelddoauusil
a < v MYy 1 @ & 1 18 &
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Note what this implies about Thailand's Central Fraud Registry (Chapters 5
and 7). A system that suspends a person's accounts at every bank on the
strength of a flag is operating on presence. The harder question is what its
silence means — and the documentation gap at the end of Chapter 6 says
nobody has published an answer.
TH
é’aan'i'ﬁjumaﬁaa“"lim'as”wwLﬁﬂuﬂawmséfaiﬂwm"lm (Uni 5 uaz 7)
5“"UUVI§°’\1UU€U°U‘UEN ‘Uﬂﬂﬂ‘ﬁuﬂuﬂﬂﬁuqﬂqiﬂﬁﬂLLi\i‘U’é]\‘iﬂ"]i{]ﬂﬁ\iLWENﬁ]ﬂLﬂEl’J
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faeyls — LLaS‘UﬁN’J’]\‘lﬂ’IUL@ﬂﬂ’ﬁV]VI’]EJ‘U‘VW] 6 vani199lidilas iweunsAmeu

5 - The formalism built for exactly this, and its known
failure . ; o .

5 . nalAn1en1snasIsduaninasesillaglanis uazanuaumaIniiued
LAVDIIY

If you want ignorance to be representable rather than merely flagged, the
standard machinery is Dempster-Shafer theory — Arthur Dempster (1967),
formalised in Glenn Shafer's A Mathematical Theory of Evidence (1976). [ES-
TABLISHED] (Dempster, Upper and Lower Probabilities Induced by a
Multivalued Mapping, Ann. Math. Statist. 38(2); Shafer 1976)

TH
gnnasaanslinazliiunualaass lilvuagninssliae o nalnuinsgiu
Aengwei) Dempster—Shafer — Arthur Dempster (1967) viliiilunisnislag
Glenn Shafer Tu A Mathematical Theory of Evidence (1976) [ESTABLISHED]
(Dempster, Upper and Lower Probabilities Induced by a Multivalued
Mapping, Ann. Math. Statist. 38(2); Shafer 1976)
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https://projecteuclid.org/journals/annals-of-mathematical-statistics/volume-38/issue-2/Upper-and-Lower-Probabilities-Induced-by-a-Multivalued-Mapping/10.1214/aoms/1177698950.full
https://projecteuclid.org/journals/annals-of-mathematical-statistics/volume-38/issue-2/Upper-and-Lower-Probabilities-Induced-by-a-Multivalued-Mapping/10.1214/aoms/1177698950.full
https://projecteuclid.org/journals/annals-of-mathematical-statistics/volume-38/issue-2/Upper-and-Lower-Probabilities-Induced-by-a-Multivalued-Mapping/10.1214/aoms/1177698950.full
https://projecteuclid.org/journals/annals-of-mathematical-statistics/volume-38/issue-2/Upper-and-Lower-Probabilities-Induced-by-a-Multivalued-Mapping/10.1214/aoms/1177698950.full
https://www.researchgate.net/publication/304564688_A_mathematical_theory_of_evidence
https://projecteuclid.org/journals/annals-of-mathematical-statistics/volume-38/issue-2/Upper-and-Lower-Probabilities-Induced-by-a-Multivalued-Mapping/10.1214/aoms/1177698950.full
https://projecteuclid.org/journals/annals-of-mathematical-statistics/volume-38/issue-2/Upper-and-Lower-Probabilities-Induced-by-a-Multivalued-Mapping/10.1214/aoms/1177698950.full
https://projecteuclid.org/journals/annals-of-mathematical-statistics/volume-38/issue-2/Upper-and-Lower-Probabilities-Induced-by-a-Multivalued-Mapping/10.1214/aoms/1177698950.full
https://projecteuclid.org/journals/annals-of-mathematical-statistics/volume-38/issue-2/Upper-and-Lower-Probabilities-Induced-by-a-Multivalued-Mapping/10.1214/aoms/1177698950.full
https://www.researchgate.net/publication/304564688_A_mathematical_theory_of_evidence

Its structural gift is that a claim carries a pair: a lower bound called belief
and an upper bound called plausibility. Total ignorance is representable as
belief 0, plausibility 1 — "I have no evidence for it and no evidence against it."
A single probability cannot express that at all: a probability of 0.5 means
balanced evidence, which is an entirely different epistemic state from no
evidence, and this is the single most consequential confusion in applied
evidence handling.

TH

vasudydalasiasiswesiufe danadrmilitevznnganlusiig: vauang

a 1 e d 1 3 |4 1Y 1 <
3eniAnuge wazveuuuiieninanumdulula nazliiedrsauysalunu
Aledu belief 0, plausibility 1 — "wulaifivanguadvayuduuaglifivangu
AnAusiuiag” anuuasiduaniel liaunsouansdsi Toae: Anutnezdu
0.5 nunedmangufiaugaiu Juduannzmegraiverfididluainmslaid
nangulaeduds uazlifeanudvaundiwaunnaaiesgaferluauianis
NangIUAIAUUR

And now the failure, which must travel with it. Lotfi Zadeh's counter-
example (1979) is the standard demolition of naive use of Dempster's rule of
combination:

TH

N v A v Y W o ' v w .
wazifaAudumaIngeann luArenulaLe Aaag19landeuas Lotfi Zadeh
(1979) AaN59U inaeu1nsgIueIn1sldngn1ssIunang uves Dempster
agnal5ineaan:
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> Two doctors examine a patient and agree the diagnosis is meningitis (M),
concussion (C), or brain > tumour (T). The first assigns m(M) = 0.99 and m(T)
= 0.01. The second assigns m(C) = 0.99 and > m(T) = 0.01. Both regard a
tumour as nearly impossible. > > Dempster's rule returns m(T) = 1. Certain
brain tumour.

TH

> unndassnunsnauldauierfuuasiiunssiuinisidedefedoiuaues
Sniau (M) Auesnsenu > nsziiteu (O) wderiesenluaues (T) uwndauusnl
m(M) = 0.99 uag m(T) = 0.01 uwndauiiaeslit > m(C) = 0.99 uag m(T) =
0.01 Vearsauiiuiniiosonunuasdululils > > ngues Dempster Ausn
m(T) = 1 ilevenluauosutivou

The mechanism is normalisation: the rule discards the roughly 0.98 of mass
where the two sources flatly contradict each other, and everything that
survives lands on the single hypothesis both happened to touch. [ESTAB-
LISHED] (Zadeh, On the Validity of Dempster's Rule of Combination of Evid-
ence, UCB/ERL Memorandum M79/24, 1979 — Berkeley EECS technical re-
ports; counter-examples to Dempster's rule, review)

TH

nalnibomadenisvinlhiduinasgiu: ngifanauszuna 0.98 fundsdoya
aaesdnudaiunss o 1 uagyneduimdesenfnnlusgfiauufgrufeaiing
ADILNAIUNBUAZABISINAY [ESTABLISHED] (Zadeh, On the Validity of
Dempster's Rule of Combination of Evidence, UCB/ERL Memorandum
M79/24, 1979 — Berkeley EECS technical reports; counter-examples to

Dempster's rule, review)
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https://www2.eecs.berkeley.edu/Pubs/TechRpts/1979/28427.html
https://www2.eecs.berkeley.edu/Pubs/TechRpts/1979/28427.html
https://www.researchgate.net/publication/306380129_Counter-examples_to_Dempster's_rule_of_combination
https://www2.eecs.berkeley.edu/Pubs/TechRpts/1979/28427.html
https://www.researchgate.net/publication/306380129_Counter-examples_to_Dempster's_rule_of_combination
https://www.researchgate.net/publication/306380129_Counter-examples_to_Dempster's_rule_of_combination

Two experts who agree an outcome is nearly impossible, combined, pro-
duce certainty in that outcome. That is what happens when a combination
rule is applied to sources that disagree. Anyone building an evidence-fusion
system should be able to reproduce this example from memory before
writing a line of code.

TH
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F1lanANdn neunIslsulAnuduaussinife,

Modern work under imprecise probability — Peter Walley's Statistical
Reasoning with Imprecise Probabilities (1991), lower and upper previsions,
credal sets — offers a more conservative treatment of the same intuition. [
ESTABLISHED] (imprecise probability, overview)

6
6

TH

aatelmineldaainendulsiiles (imprecise probability) — milsde
Statistical Reasoning with Imprecise Probabilities (1991) ¥84 Peter Walley,
previsions YOUANUAZYBUUY, credal sets — l@ueISIansfiseinsTaninsie
é’iysmmzy'liutﬁmﬁuﬁ [ESTABLISHED] (imprecise probability, overview)

* Where this is actually used
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Now the honest part, and it is short.
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https://ncatlab.org/nlab/show/imprecise+probability
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In forensic science, courtroom evidence, or named police case-
management systems: no documented application found. [ABSENT]

TH

aaa .4 U g; =) U = o n:lddll =)
Tuiidineaans nangulududia niasyuudanisafvesdisianiiveien
T q: linunrsuir luly a5endduiinli [assenT]

[ searched specifically for Dempster—Shafer, paraconsistent, or many-val-
ued reasoning in forensic practice, DNA evidence interpretation, court use,
or deployed criminal-intelligence platforms. The searches returned nothing
deployed.
TH
NUAUMABLIANIZL91Z998 15U Dempster—Shafer AssNANENSNUAMUTALES
wsanslimarasuunateal TunsujuRnulliineraans nsinau
wdng 1 DNA nmsldalusa videunannosudnnsesetsanssy ilde

353 nsAum binvasdlangninluldauaiaae

Two adjacent items exist and are worth naming precisely so the absence is
not overstated:

TH

fiaoasen1snlnalAssed wazasiseislidanu welilinslidegiignyn

U

LAURSY:

* Coulson and May (2015), at the IMA Conference on Mathematics in De-
fence, applied Dempster-Shafer to intelligence analysis — and describe it
as the first time the method had been so applied. A proposal tested on a
toy scenario, not adopted practice. [ESTABLISHED] as a paper. (Coulson &
May, IMA Conference on Mathematics in Defence, 2015)

» A 2025 paper applying paraconsistent logic to cargo-theft and logistics
security in Sao Paulo. Adjacent, not case files or courts. [ESTABLISHED] as
a paper. (Logistics 9(1):37, 2025)
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https://cdn.ima.org.uk/wp/wp-content/uploads/2015/11/The-application-of-Dempster-Shafer-theory-of-evidence-to-intelligence-analysis.pdf
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TH
« Coulson and May (2015) Tu31u IMA Conference on Mathematics in
Defence 11 Dempster—Shafer unl4AUN153ATI1LHU1INTBI — LATUTIHIYIN
Huadusniidsigninlulduuuil iudeiaueil vaaeusuaaunisaiiraes
Tailduuufaigninluldess esTasLIsHED] Tugnusunanuivinis
(Coulson & May, IMA Conference on Mathematics in Defence, 2015)

« unAUU 2025 MinssnAtansnuautawdsunlgiunislasnssudun
wazAutuAiuladanndly wilg Tndreasinuu lulduduafvsedu
18 [ESTABLISHED] 1u§'1u3w|m'm3?j'lms (Logistics 9(1):37, 2025)

Meanwhile the field's actual working formalism, as Chapters 3 and 5
describe at length, is the likelihood ratio — and it has judicial history, pro-
fessional standards, and a court that has already told forensic scientists
when they may not use it.

TH

= U dl k4 a é’ n:l dl 14 1
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So the verdict has two halves and both must be said.

TH
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The mathematics is settled and the diagnosis is correct. [gnorance is not a
low probability. Contradiction is not noise. A closed-world query on an
open world is a fallacy with a name and a date. These are not open ques-
tions.
TH
a & a v aa o ¥ 1 1 1 13 )
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The application is essentially unbuilt. If you build on it, you are not adopt-
ing best practice. You are ahead of the literature, which means you carry
the burden of demonstrating it works — and the sober reading of Chapter 6
is that being ahead of the evaluation literature is precisely the condition
under which harm has occurred.
TH
nsi Tl liregnadreiuias fauadadesenainiu aalalldi
muuu’;ﬂg‘jﬁ’aﬁﬁﬁqm AMMANNINNTIUNTINIVING ei'fmmammdmm
wunmszlunisiganindiulana — wazn18uUNT 6 ag1eaTedafide n1sth
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7 - What to actually do
7 - A9NA251934 )

The synthesis is one rule, and it does not require adopting any of the exotic
formalisms above:

TH

unagusanmengiiien wazdiuludesendunalanisnisudaninle q drsduwae:
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> Use discrete states for the status of evidence. Use likelihood ratios for
the weight of > evidence. Never use one number for both.

TH

v [y n:l - o L L9 L4
> Tgaanuznuuliineiila (discrete states) dmsuanuzvamangiu 19
dnsnaunziezdy > dwmsuiuinvsswangu egnldfauiien
dmsuiansagiunnvin

Two fields, not one. A record carries status € f{established, contested,
claimed, absent} — what we have been told and by whom — and separately,
where and only where the data supports it, a likelihood ratio with its stated
proposition level (Chapter 5).

TH

aosilan lilvWanfe Tuiinuilesnen1swn status € festablished,

contested, claimed, absent} — ’a\‘lﬁLi']Qﬂ‘U’eJﬂLLaziﬂiLﬁUQUUaﬂ —

WAZUENAIIN NIz ITIdeyasessumintu azdlidnsidiu nzuiezlu
% Y o % =~

wiausautaiausiiszyli (uni 5)

What this buys, concretely:

-

H

ad

2 daadX y &
aamisuveunls sgradugusssu:

* A person with no record cannot be scored as low-risk, because "absent" is
not a number and will not multiply into a total. LASER's failure becomes
structurally impossible rather than merely discouraged.

* Conflicting witness accounts are held as contested and stay visible as an
open question, instead of being averaged into a middling score that hides
the disagreement — which is the failure mode Zadeh's example dramat-
ises.
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* A vendor's efficacy figure and a court docket cannot be added together,
because claimed and established are different states rather than
different confidences.

* Querying "who has no flag" returns unknown, not innocent.
TH
- yanailifivseRasgnliazuuuduaudssilaild mee "absent” Taily
savuazazlign aaudrlulumasiu audumawuu LASER asdululald
lugalaseasn ldlduagniiuusiuae ¢

« Aldinsvosmediidaudeiuasgriaulidu contested uazdinaupaiiule
Tugrugdrauiilneg unufazgninluiadsuldazuuunand q fiveuniy
Tuiassesiulf — Fadusuuvuamnudumandl fregrsves Zadeh wandliidiu
RERNAIE

- AavUszansuavesguisivdruruadlumaszihunuinsauiuladle twse
claimed U established 1Wuanugiinneiu ldldseauanuedunsieiy

« msaauaui Tashifise agldmmeululinsiu ladldusgns

None of this requires Dempster-Shafer, Belnap's truth tables, or a paracon-
sistent inference engine. It requires refusing to collapse four distinguish-
able states into one float — which is a schema decision, made once, at the
start, by someone who understood that the four states were different.

TH

- T : - -
nanuaillaifosendy Dempster—Shafer 11319A1A21U239Ud4 Belnap #38
LATBIBULIURUUNUANN TALEALAY TufvInIsiieIn1sUasnaseudanuy
A 1% [ o a v = & v a a a o ]
nuenueglianduinawnatisndunes — Fatu nsdndulaanun 1A
Wenauaay lngauidnlaindan1us i1 uase o
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And to answer the question that prompted this appendix directly: ternary
logic is not an alternative kind of Al, and balanced-ternary hardware —
the Soviet Setun machine of 1958 — is a historical curiosity with no
bearing on any of this [ESTABLISHED] (Setun, Russian Virtual Computer Mu-
seum). The value of many-valued logic here is not computational. It is that it
gives you the vocabulary to notice that your system has been lying to you
about what it knows.

TH

& o d' g o 1 1
wazienaumaufigausznenanuInillaense: assnaransanuailily Al
=) d! L4 .3 4‘ = =,
dnUszLAnnile uaz 815ANISIATFIUAINENAA — LASY Setun VaIlBIUAT
1958 — WuiSasinaulamaUszindransi bl eadesiuiSesiiae [EsTAB
LISHED] (Setun, Russian Virtual Computer Museum). @mﬁiwmmsﬂmam%
nangalunililyiganisaunn widuldmdniunaadmsudunaiiszuy

Vo4 AaMalnunAMsadniuied

U

The Move — Give absence its own field. In any record, table, or schema you
build about evidence, make "we have no information" a distinct, storable
state that is not zero, not null-as-false, and not a low score — and make it
impossible for that state to enter an arithmetic operation. If a value can be
absent, the code must be unable to average it. This is the single design de-
cision that separates a system that reports what it knows from one that
reports what it happens to have.

TH

1Wszdrun — Tinslisideyaiiladuasdaies Tuduiin nsne wisadunle o

e S S,

Aaasanetunangu iivia stbifideya” Wuaauzfivenesn uisiamn

I

Fonule lailaeaud lala null-tudadnie waglidldazuuusii — wazvinli
Aozl dgnisanliunismaavedialiliias dramilsanunsalidideys
19 Taadeaoauulumavlils dRsnisanduladiunisesniuuiiesgaien

NgNTEUUNTIeUENTUS aanansEUUNTIBIUEs Ndududaylied

Y
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https://www.computer-museum.ru/english/setun.htm
https://www.computer-museum.ru/english/setun.htm
https://www.computer-museum.ru/english/setun.htm

What would change my mind: a deployed, independently evaluated invest-
igative system using four-valued or belief-function representation, showing
better outcomes than a conventional confidence score, would move this ap-
pendix from reasoning to evidence. As of August 2026 no such system is
documented, and I am recommending a design principle whose diagnosis is
proven and whose remedy is not.
TH
aglsemilinunuisule: ssuvduauiigninluldnusiagldsuns
Uszifiuegnadudass Jel4 nmsunuduvudamdeuvuilsidumnunde uas
wansHagNS RN ATkLLAIIesuuuAN avéne manuanianansT
wamaluidundngu a ieudvnau 2026 §iliifissuuiuiugniuiinly uag
wu idsuugtimdnniseenuuunisfinisitedeldfunmsiigatiuda winiaud
tudalalle
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CHAPTER APPENDIX E — WHAT THIS BOOK CANNOT CERTIFY

A book that grades its evidence owes the same grading to itself. These are
the weaknesses I know about. There will be others.

TH

v A dl L4 L ¥ L4 o 14 a U 1 dyd
wilsdenliinsavangiu Aedbitnsadiasieuinsgiuiediu deluiifegn
dounnuei N luiAagadian

1- The evidence is skewed toward the United States and
the United Kingdom
1 - vdngueudes lUnNansgalusn AT ans1¥1UINS

Almost every independent evaluation cited in Chapters 3, 6 and 11 is Amer-
ican or British: NAS, PCAST, NIST, RAND, inspector-general audits, the In-
nocence Project, the National Registry of Exonerations, Byford,
Macpherson, the College of Policing.

TH

a a a & dy o < co A
ﬂ’]’i‘U'iBLllu’e)ﬁizLﬂ’e]UVI\i'VIﬁJﬂVI’eJ’NTuU‘VWI 3,6 Ay 11 LUUVDIDLUINUNID
d39nge: NAS, PCAST, NIST, RAND, s'lEmum'maawmé'mmmsﬁ"ﬂ,ﬂ,
Innocence Project, National Registry of Exonerations, Byford, Macpherson,

College of Policing

281



This is not because those countries do investigation better. It is because
they publish evaluations, and they publish them because they have in-
spectors general, freedom-of-information regimes, civil liberties organisa-
tions with standing to sue, and a legal culture that generates public
documents when things go wrong.
TH
wanalbiliiaessematuduaudainiilas wanadowinuinsunwsnis
Usziiiu uagmounsliinzdgnmonaily fszuuadnmlunsidhdsdoya
flosdnsAnsnaiosifianstuiles uasifuusssumnangunedindaionans
mmsmzaaﬂmnﬂﬂ%ﬂﬁaz"l,sﬁﬂwmﬂ

The consequence for the reader is specific and uncomfortable: this book is
disproportionately a description of what has been evaluated, not of what
has happened. Where a country's failures do not generate documents, they
do not appear in these pages. Nothing in the Thai chapters should be read
as evidence that Thai enforcement fails less or more than the systems
described elsewhere. It is evidence that it is measured less.

TH

waregeutuzaay liuhauela: vaﬁa?{aLéuﬁu‘ssmaéaﬁgﬂﬂsmﬁu

udmnniindadau Lilddaiiatuese Ussmalafinudumadliiaendans

15 Uszmatuflaivsnglumiumani suswunitindaelnedundngiuin

nstesiuldnguanevesinedumatiesniudomnnnissuuiiussens|iiou

fudundngruiiesegaies Aelnegninteunin

The Dutch material in the closing chapters and Appendix A is included
partly to break the pattern, and it is not enough.

TH

&’ 4 -4 1Y 1 d! dll o
\Wenusasiaualuunyings uazn1anwan n gladnundiunianerinang
sUnuuill fudilaine
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2 - The Thai institutional data is thin because it is not
released
2 - doyagsdanniuvadlnauiraun sz ligniawme

The Thailand chapter and Appendix B rest on three declared absences: no
published clearance rate for online fraud, no aggregate conviction count, no
current investigator headcount. Those absences are honestly reported and
they are also a real limitation on what this book can say.
TH
unridsussmdlneuazaianuan o Susguuddilifiametng Seusenndld
#o: lifisnsUandgelnsoaulatifimeuns lifisuaunuvesininw
aslny laifisuuniinnuasvaniagiiu anulifiisaugnaeauesinss
TUnsan uasanufsiadsinlidoiauiinaldass

Everything in the Thailand chapter about where the bottleneck sits is infer-
ence from volume, not measurement of throughput. It is a well-supported
inference and it is not a measurement. If CCIB publishes staffing and case-
outcome data tomorrow and it contradicts the argument, the argument
loses.
TH
nnashﬂuuwdﬁwﬂszmﬂ%aLd'i"ax‘lﬁ'u,l,wdwmﬂam’m L‘flumiagmumn
Usuas ldldmsiausunanuitlvasiiuaie ué’ﬂgﬂumumsaqmuﬁﬁ weisi
Taflgnns¥a dmgail CCIB msunsdoyamdrunagnand uddoyatudniu
Foldudail doldudeiui

Two enforcement figures in Appendix B were also captured only through
search-engine synthesis rather than a primary document fetch, and are
marked accordingly.

TH

Aavn1sUsauldnguuneassialunianuan v ldunainnisdansizinanuim
winiu lalafsannenansauatu wazgnatduihelinunuy
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3 - The PDPA question is unresolved and it is the one you
most neeld answered .

3 - A191U1594 PDPA delaifidnau uaziiuAeAianunaufsinisanay
wInNan

The open-source chapter states plainly that no source found addresses how
Thailand's Personal Data Protection Act applies to an individual, non-com-
mercial investigator, as distinct from a corporate data controller.

TH

unddensauauanuraalaseynses Ilinvuvasdeyalanauin wsy
lgiRdunsestayadiuyanavaslneldvsdvedwlsiudduaiuseyana
Al Banrdivd Wisnenssnangrivgudeyainiusdns

That is not a decorative caveat. For a reader intending to do this work in
Thailand it is the single most consequential open question in the book, and
it requires an opinion from a Thai-qualified lawyer. Nothing in that chapter
should be treated as legal advice, and the chapter's Move — writing the law-
ful basis in the file — is a discipline that helps you demonstrate good faith,
not a substitute for knowing the law.

TH

laladoutuszdu dmsugeiidslasziauillulsemdlne Saoanuda
fdawauniigadeiiealunisdoiruil waziudosnisanuiuarnmusaui
fnaauiBaunguunslne lifideaalaluuniudumuugdmnangune
viuszdunvesunii — Weugrumangraneasuuiiy — Juideiidael
AaARanLgaInld sulilvAmaununisingane
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4 - Every [CLAIMED] figure is still uncorroborated
4. mtammnmmmma rcLAIMED] SelsifinnsBuduainuvasdu

At press, the following remain agency or vendor self-report with no
independent audit located:
TH

¥

aa L4 1 v & 1 A v 1
 LIAENNA siensreluddulusenuvemihenunseguieies uazliny
nsnsvaaudasEle o
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* Thailand's entire enforcement results table (accounts closed, assets
frozen, arrests, percentage declines) — Appendix B §2

* Singapore's recovery figures, including the 25% recovery rate that is the
most useful number in the money chapter

* The Bedfordshire 1.4TB / 100,000-messages-in-one-day claim, and its
counterfactual timeline

* i2 Analyst's Notebook adoption figures

* The tracing-methodology narratives in the crypto cases, as distinct from
the DOJ-confirmed seizure amounts

* Thailand's SHIELD database and IBOC, whose capabilities I could not
verify against any primary government source

TH
[y

- msuan1sUsAuldnguinensiuavesUsemalng (UytngnUn niwdaun
gnedn n1sdunu Wesiunafianas) — NANWIN U §2

Y a A v A a 4 = o a A = &
- flavNIssENAUNINGAUYesdIrlUS saudednsinsisenau 25% Jadu
Aavniuselovungn luuniidmenisausesiiu

« A1N@1191491599 1.4TB / 99A1M 100,000 Faaulunileiu vag

. k% ad Y v Y <@ a Y
Bedfordshire LLagLdULIaI@NUAN LLEINUVBLNAIFIIVDIUU
« H11aYN1541 i2 Analyst's Notebook 1114

° ac a ] a a = ' ° a a o a
- MUssEIIsN1sauEuNIluafa3IUln GaunnA1eaIndIuILRuignaai
DOJ Sudunan

« §7utaya SHIELD wag IBOC vasUseindalng Falinanuaiunsovessiunyly
A1U150MIVFRVEUGUNY unastayassuratunule ¢ 1

If you cite any of these, cite them as claims. The book's own Move on
claimants applies to the book.

TH
a19gesenstatnu TiaelugiuegAina 191 inusednunvesniiadaia
& v

W599rna17919 IUsAuiumladaiauiiiaenie

u
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5 - Specific things | could not verify
5 . AuaNIzRZasNNunsr9aaududulila

 The exact verbatim wording of the NAS 2009 report's central conclusion.
Paraphrases are well-sourced; the primary text should be pulled before
anyone quotes it as a sentence.

* PCAST's precise finding on footwear-impression evidence.

* A "52% of Innocence Project cases involved forensic misapplication” fig-
ure that circulates in secondary literature. It could not be traced to a
primary source and is probably a conflation of the 43% (n = 375) and
"more than 50%" (n = 225, pre-2009) figures. This book uses 43% with its
denominator stated.

* A field-wide official error rate for bloodstain pattern analysis. It appears
not to exist; the 2021 black-box study is the best available data point, not
a field consensus.

The PEACE-versus-Reid false-confession comparison of roughly 0%
against 50%, which appears in secondary summaries. Reported as a claim,
not a finding.

* Verbatim clauses from the Berkeley Protocol on hashing, preservation
and minimisation. The document's structure and OHCHR's summary of
its contents are confirmed; the clause text is not.

* Whether the Texas Forensic Science Commission's Willingham review
constitutes a formal finding of invalid science or a narrower administrat-
ive closure. Sources differ on how strongly to characterise it, and the
forensic chapter separates the fire-science consensus from the
Commission's own conclusion.

TH
- fUANWNIITINTIFIVRITRaTURAN LS8 NAS U 2009 n1saenndud
WNAI819BINA WEAISAY Tamuduatuunaunlasazenustadulsslen

Y v i 1 o a (% o a o 2/
* YBAUNUNLUULIYDY PCAST LNYINURANTTIUIDYNUNIDINN

« LAY "52% V9AR Innocence Project 18189 UNSIERAINGANENS
Hawann” Nyuieuegly 155un55u5049 daaviaunaulununasoyatu

287



fulalld uaztrazsidunsuuiuvesiaiay 43% (n = 375) fiv "u1nn1 50%"
(n = 225, Aeud 2009) nilsderauilldiuay 43% wiouszydaduli

« Sasmnufianarafiiunnisvesisanudmiunmsiinseigluuuasu
‘don quilieudnaglaifieg 93¢ n1sAnwuuu black-box U 2021 ugadeyadi
Afigadisiey TalvsumuBivesisansn

« Mmaisuifisusasnisiuansnwiiioseiingds PEACE AU35 Reid i
Uszanm 0% isufiu 50% Feusingluunasuses seaulilugiugdind
819 llydaaunwy

« J9ANMUNTIAIINTDNNRUAVDS Berkeley Protocol ﬁmm‘sv‘huaﬁ n1SLAY
$hwn wazmsaaneuteya TaswadvesenasuazunagUidoniag
OHCHR l¢isumstuduuan ussaneealudaninuadlila

« 1115NUMIUAR Willingham w84 Texas Forensic Science Commission ﬁ’?uaa
Dudedunvegradu mensiinermansildligndes wiaiduiesnns
UnadiBaudmsiinauniniu uNaIUaYa #ina 9 limsefuinasesuteiFesil
ninuuuwAlAY KarUNIMIBNUTRAIEIAER SLENIUN LAY IAERS
dnffy pananteajUvasnnenssunsiadlicianin
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6 * Three structural bets the book masll(es
6 - N1SNTULBILASIASI9aINDg NI AaLIaNii19 12

That the linking problem is the right problem. The book argues the bottle-
neck is between report and network. That is an argument from volume and
from the absence of a detection deficit. It is not established by any pub-
lished study of where Thai investigative time actually goes, because no such
study was found. If the real constraint turns out to be prosecutorial capa-
city, or cross-border cooperation, or the simple fact that suspects sit in
another country, then the machine described in Part II improves a step that
was never the binding one.
TH
itamnsidenlssdetiymiigndes nideiduilldudvirnoviney
ssunsudsmnuiuinietie Feldudeiiinarnysina uazanannslinu
Faunnsosinunsnsedu liffnuAnwiimeunstuladudiuiinmduanu
vadlngluogiiluuass inmgmauAnviduiuling ddedinfiuiasede
Anenmapdunis wioAusmTledunsuLaL W3ateLNee3 e IdFes
asdorieglusnusemanils infesfiofiussesliluniadi 2 Aufuusstunoudi
lineidugasiinasaay
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That citation-gated machine assistance helps. The book's central rule is
that a machine may produce only pointers. The rule structurally eliminates
fabrication. Whether the resulting workflow actually makes investigators
faster or more accurate has not been demonstrated — the one formal evalu-
ation identified, the UK College of Policing's CoPA study, had not reported
as of August 2026. That rule is written on a promise.

TH
d' [ ' = 4‘ Y] d' < v v a 3 ] Y a [}
drAutieidevsansesinsiignasniienisdnedanudaelaaie ngudn
voilsdeiauiifaLIAIadnsNan ALY nyURnNIsNITat0an UL
Tassasne uadlaifilasigauiindunewihauildaunilddduannstunie

1 :’!( a a 1 I3 Q” a dl A =
LUUTUDTI — N15USELEURE1MTUNIINISTUREINNU ABN15ANYY CoPA ¥Bd
UK College of Policing 8lsisneenumna s inaudennau 2026 ntouudeuiu
vuAdEyaN

That the five-per-cent capture estimate for Thailand is the right order of
magnitude. The Thailand chapter derives it from a survey percentage and
an approximate adult population, and it names four assumptions that could
each move it by a factor of two. It is shown with its working precisely
because it is the weakest number in the book. [CONTESTED]

TH
a1 W o/ Q) Y a dy o [ 3
rfaauszanan1sdnsIn1siuad hesaiisesas 5 dmsuusemalneiuy
agluszaudufuvaIvuIATignAas unimeUssmdlneaunasiaviiain

s @ (4 ° v o [ v ad v
Wosiuarad15iuTuINlsyuInsyluglneussuna uagseytoauufats
wiaztevduduaulaluaeuii diaviinansndouddmuan mszdude
Aataungounanluniisdeiauil [CONTESTED]
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Appendix D is a fourth bet, and it declares itself: its diagnosis is proven
mathematics and its remedy has no documented deployment anywhere in
investigative practice.

TH

ANARUIN 4 ABNISNHUTINE waziiuusznafies: n153tadevedliufe

a a‘dl a L4 4 U 1 v = o Y a = n:l
AlRAARSINgULED nauAvesiuliufituiinnsinluTgasluauduaiun
Toag

7 - What this book deliberately does not contain
7 - Aannisdaianiiaslalivssgly

No inference tutorial. No Bayes' theorem derivation, no bestiary of cognit-
ive biases, no extended argument about abduction. That work is in the
companion volume in this library, The Science of Deduction / F1&6156HY
11994314, which covers the reasoner as this book covers the job. Where
the two touch — the opening, the linking chapter and the closing protocol
— this book compresses and points rather than repeating.
TH
liffunaswFasmsoyu Lifinslafgninguiunvesuda lufiansynau
onfvenuAn LifideldudsdasniGosmsoyuumeesunsiiaign 1
dquﬁ?uagﬂuLéu@:ﬁ’u%aaﬂé’qwﬁaﬁaﬁﬂﬁ The Science of Deduction / A@n$
wisnseyunu inufuaseuaguildinana Léuﬁﬂiamqmm ERVEENTE
ussauiu — unilln unddaensidenles uaglnsinaoalavine — w@uiituse
uaznIg lalyadn
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No investigative techniques that require breaking a law. The open-source
chapter draws that line explicitly at the Navalny case, and the book stays on
the near side of it throughout. This is a real limitation on coverage and it is
intentional.

TH

1 a = dlsl P~ 1Y = 1A
"luumauﬂmsaumummmmNung]vnma UNINAYNTAUAIUINNLKANUA

Ny AMyve o a U X ad 1% vy & & . A
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No methods for investigating a private individual. Nothing here is a guide
to building a file on a person in your own life. That chapter's account of
when data-protection obligations begin — the moment you start building a
pattern of life on someone — applies to the reader as much as to anyone the
reader might investigate.

TH
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LusiRgmsAuaiuyanasssualudindiusa lufiddaluiiilugiioadauily
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Heuwiriulashaufigeuensdiuau

8 - Further reading
8 - BIULNULAN

The primary documents worth owning rather than reading about:

TH

¥ U dl aa U 1 4 1 1 dl U U
Lanmsmuawwmsmﬂmﬂ'g bLlﬁftﬁl>l,11""]il'1‘l,,:!LﬂEJ')ﬂ‘LJlI‘L!:

* NAS (2009), Strengthening Forensic Science in the United States: A Path
Forward — nap.nationalacademies.org

* PCAST (2016), Forensic Science in Criminal Courts — full PDF
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https://nap.nationalacademies.org/read/12589/chapter/2
https://obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/PCAST/pcast_forensic_science_report_final.pdf

* OHCHR & UC Berkeley (2022), Berkeley Protocol on Digital Open Source
Investigations — full PDF

* Byford (1981), report into the police handling of the Yorkshire Ripper case
— gov.uk

* National Academies (2003), The Polygraph and Lie Detection — nation-
alacademies.org

* NISTIR 8280 (2019), face recognition demographic effects —
pages.nist.gov

* The Markup (2023), the Geolitica audit, with published methodology —
themarkup.org

* Bellingcat (2020), Hunting the Hunters — the Navalny methodology, in-
cluding its own account of the legal boundary — bellingcat.com

e Shafer (1976), A Mathematical Theory of Evidence, and Belnap (1977), A
Useful Four-Valued Logic — for Appendix D.

TH

« NAS (2009), Strengthening Forensic Science in the United States: A Path

Forward — nap.nationalacademies.org
« PCAST (2016), Forensic Science in Criminal Courts — PDF avuLhy

e OHCHR & UC Berkeley (2022), Berkeley Protocol on Digital Open Source
Investigations — PDF aUuLfiu

« Byford (1981), 5189414n153AN13AA Yorkshire Ripper U84$11572 — gov.uk

« National Academies (2003), The Polygraph and Lie Detection —

nationalacademies.org

« NISTIR 8280 (2019), HANSLNUBIUSEUINTHBNISIAIVIUNLN —

pages.nist.gov

« The Markup (2023), 1150157988V Geolitica W3BNISASTILWYLNG —

themarkup.org

« Bellingcat (2020), Hunting the Hunters — 35n1s@uaaunsal Navalny 521
D9A195UIBVDIAILDT LBIVBULUANIINYUNY — bellingcat.com
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https://www.ohchr.org/sites/default/files/2024-01/OHCHR_BerkeleyProtocol.pdf
https://www.gov.uk/government/publications/sir-lawrence-byford-report-into-the-police-handling-of-the-yorkshire-ripper-case
https://www.nationalacademies.org/read/10420/chapter/10
https://www.nationalacademies.org/read/10420/chapter/10
https://pages.nist.gov/frvt/reports/demographics/nistir_8280.pdf
https://themarkup.org/show-your-work/2023/10/02/how-we-assessed-the-accuracy-of-predictive-policing-software
https://www.bellingcat.com/resources/2020/12/14/navalny-fsb-methodology/
https://nap.nationalacademies.org/read/12589/chapter/2
https://obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/PCAST/pcast_forensic_science_report_final.pdf
https://www.ohchr.org/sites/default/files/2024-01/OHCHR_BerkeleyProtocol.pdf
https://www.gov.uk/government/publications/sir-lawrence-byford-report-into-the-police-handling-of-the-yorkshire-ripper-case
https://www.nationalacademies.org/read/10420/chapter/10
https://pages.nist.gov/frvt/reports/demographics/nistir_8280.pdf
https://themarkup.org/show-your-work/2023/10/02/how-we-assessed-the-accuracy-of-predictive-policing-software
https://www.bellingcat.com/resources/2020/12/14/navalny-fsb-methodology/

« Shafer (1976), A Mathematical Theory of Evidence, LLa¢ Belnap (1977), A
Useful Four-Valued Logic — @%35Un1ANUIN 9

Full source dossiers, with every URL and retrieval date, are in source/re-
search/.

TH

v Y [ I o aAa v 1l
LLﬁuLmawagaauumu W3ad URL LAZIUNGAUAUYDINNINYNTT BYN source/

research/
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matters, check it.

TH
TunduAuunasdayananualuniiadeiduil: 29 dmnau 2026 Faun
wanulmetnasn — Aatauved National Registry of Exonerations Tuumn# 3

aa 4 o 4 d' v d' Y v 3 g.ll
anannseduaivedlneluuni 2 waznanuin v — lawasuluudivusiu
nlananavinnudrney lnsideutiudnnsa

294



+

The machine may widen the search. Only a person may narrow it, and
only on the record.
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