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AN ENCYCLOPEDIA OF THE COMPUTING DISCIPLINES

Every discipline is a floor that hides the floor below and offers a cleaner surface to
the floor above. Every chapter names its floor: what it hides, what it exposes, what
leaks.
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How this book is built

Fifteen self-contained chapters and a closing one, 900-1,400 words each:
principles, not surveys. Every fact, date, name and link was verified on the web in
the session that wrote it. Read in order to climb the tower, or open any floor on its
own — each chapter's first line states where it stands in the stack, and its
Connections section says which stairs lead where.
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THE MAP

CHAPTER 00

The Map

P
LLAUN

This chapter is the ground floor of the tower — the map every chapter above it
assumes you have seen.

]
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unilfetuasgauesensy — unuinynunmietuluiongauiuuiud,

Why is "computer science" neither about computers nor a science — and
what are the disciplines, really?

vinlu "Ingan1smeunimes (computer science)" elaileniasesuag
paumasiazluldinemians — wazarvnIvunaiineazlsiuny

In September 1967, three men wrote a letter to the journal Science because
colleagues kept telling them their field did not exist. Allen Newell, Alan
Perlis, and Herbert Simon were not obscure cranks defending a fad: Perlis
had received the first Turing Award ever given, the year before; Newell and
Simon would share one in 1975; Simon would add a Nobel Prize in econom-
ics in 1978. Their defense fit in a sentence — computer science is "the study
of computers and all the phenomena surrounding them" (Newell, Perlis &
Simon, 1967).

A ) = = = . <
Wweudueieu U 1967 ¥1ua1unulauaniunefiaa1sans Science INS1Z1Na U
FRnNIsuanINlingadtauiviveswIni lidiogase Allen Newell,
Alan Perlis wag Herbert Simon lafllawanineuligenesnuunlenssuatang
Perlis ¢ Turing Award s19%ausniaenauliilas eUnauntinuu Newell iu
Simon aglaseTanganusiuiulud 1975 Simon azldsreialuiuaanyn

s a a = o w1 =
wswgAansinudnlul 1978 AudnisvesnanuieIUssluaben —


https://www.science.org/doi/10.1126/science.157.3795.1373.c
https://www.science.org/doi/10.1126/science.157.3795.1373.c
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INgIN1sABUNILMBS (Computer science) Av "NSANBIADUNILADILAY
Us1n)N1salanunfag sausiadu" (“the study of computers and all the

phenomena surrounding them") (Newell, Perlis & Simon, 1967)

Eighteen years later, the most famous textbook the field ever produced
opened by disagreeing with its founders. Abelson and Sussman's Structure
and Interpretation of Computer Programs declares in its preface a convic-
tion that "computer science" is not a science, and that its significance has
little to do with computers (SICP, 1985). A sharper version of the same jab
circulates to this day — computer science is no more about computers than
astronomy 1is about telescopes — usually pinned on Edsger Dijkstra, though
the traceable source is Michael Fellows and Ian Parberry in 1993 (Quote In-
vestigator).

4

AuwdaUliinas srsilasnsngawinnaviilimendn Watauien1sieiuy

ADANAIVIVDIAILBY Structure and Interpretation of Computer Programs
2849 Abelson wag Sussman Usgnidlua1iniawniniiodn "inganis
pounnes" lalvinemans wasanudrnyvesiuunulineaiu

a 4 o % a (% 1 1w a 1 = o
ABUNILADS (SICP, 1985) AMLANAUYALALINULAANNTIEMYUIBUREIURIIY

o
=

il — Imenseeniuneslilldifeafuneuiames wnlunirfinsaansiien
Aundedlnsnssa (computer science is no more about computers than
astronomy is about telescopes) — AusinanliduAiues Edsger Dijkstra wel
ﬁumaﬁﬁué’aﬁlﬁﬁa Michael Fellows LLag lan Parberry Tud 1993 (Quote

Investigator)

So the founders called it a science of computers, and the field's own cat-
echism says it is neither. Both are right, and seeing how both can be right is
the work of this chapter — and the organizing idea of this book.
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https://www.science.org/doi/10.1126/science.157.3795.1373.c
https://sicp.sourceacademy.org/chapters/prefaces96.html
https://quoteinvestigator.com/2021/04/02/computer-science/
https://quoteinvestigator.com/2021/04/02/computer-science/
https://sicp.sourceacademy.org/chapters/prefaces96.html
https://quoteinvestigator.com/2021/04/02/computer-science/
https://quoteinvestigator.com/2021/04/02/computer-science/

THE MAP

The first thing to understand is that "computing” is not one discipline
wearing five name tags. Each discipline is a different question asked about
the same machines. The official map was drawn by the professional
computing societies: the CC2005 report (ACM, AIS, and the IEEE Computer
Society) fixed the five classical disciplines, and its successor CC2020 — a
fifty-member task force from twenty countries, reporting at the end of
2020 — inherited them and welcomed two arrivals. The five ask:

" ° . " ' a a A o & v Aa A A

n1sAuIal (computing)” lilganviivipeanauthevenilu dhedwusni
Audle uiazaIvIAD AAIN AUBZAIAIUTNIAINAULATBIINSYALRYINY
WRUTINNNITIALALANIANIBITNATUADUNIADSF 518971 CC2005 (ACM, AIS
wa IEEE Computer Society) fS9@U10ANNIM LY wazgumau CC2020 —

o Y a dIQ =) U v gj

AMZYNUINAUANINEAUUSTIWA S1eauralatet 2020 — Suviraiviuu
Wsie WiaNAaUSUKINIMUBna Wnau1audn:

Computer science (CS): what can be computed at all, and at what cost?
Computer engineering (CE): how does electricity become logic — and
where exactly does hardware end and software begin? Software engineer-
ing (SE): what happens to a program when it must live for years and be
changed by many hands? Information systems (IS): what does computing
do inside an organization — to its decisions, records, and power? Informa-
tion technology (IT): who keeps real systems running for real users, and
how? The arrivals are cybersecurity (curricular guidelines: CSEC2017) and
data science (ACM competencies, 2021) — younger, and, as we will see,
shaped differently from the elder five.

IMen1sAeNRIMas (computer science, CS): a¢lstafiduanily uazdae
Auvuwinls? 3eanssursuiames (CE): Ininanelunssneldognals —
warandaursaunselu senduafisunseluu? Ianssuveniduas (SE): 1in
ozlsfulusunsuidiediudesegludnvansluazgnuddieiionaisd? ssuu
arsauwmd (1S): Al v azlsnglussdns — senisanaula detuiin
foya dasruna? malulagansauma 11): Tasvilissuuasaduegldinedld
93¢ uagvheedls? dunlnigesnefe anusiuaslasaseluues


https://www.acm.org/binaries/content/assets/education/curricula-recommendations/cc2005-march06final.pdf
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/cc2020.pdf
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/cc2005-march06final.pdf
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/cc2020.pdf
https://dl.acm.org/doi/book/10.1145/3184594
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/dstf_ccdsc2021.pdf
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(cybersecurity) (Jauugiimangns: CSEC2017) uag Ingn1svaya (data
science) (ACM competencies, 2021) — 91gtiaundn uazfsfioziiusely i
JUNTIENINAAIVIFUN

Watch one artifact — a hospital's patient-records system — and the five be-
come five professions. The computer scientist asks whether the record-
matching algorithm scales to ten million patients. The computer engineer
asks why the storage controller corrupts writes during power loss. The
software engineer asks how to change the billing module without breaking
the pharmacy's. The IS specialist asks why nurses route around the system
with paper notes. The IT professional is the one paged at 3 a.m. when it
goes down. Same machine; five questions.

fosdalseRvituien — ssuunvssloudineveslsaneiuta — fane
nangidumondwiudl dnineinseeuiamesaiuindanesiudugvszifou
veeluFugiheauduaulmlum dmnsreufamesnuiniludniuaui
wudeyaviilinisileudeyaidemensulvau deansvenAwisaruinazun
uegaiFeniiuiuagilshilfssuuvesdomndunssuis filleaviadussuy
asaumaauivinlunenadadsssuulualdnszany Gidnydiu
waluladansaunadeauignauineufanuiioszuuay insoudeiu
A

This book does not walk that map department by department. It makes a
different cut — the cut the field itself quietly makes every day. Computing's
one great trick, the trick underneath every discipline, is abstraction: build a
floor, hide its machinery, and offer the floor above a surface simpler than
what it conceals. Electric charge is hidden by the transistor; transistors by
logic gates; gates by the processor; the processor by the operating system,;
the machine's bare instructions by programming languages; single ma-
chines by networks; and on upward until a child drags a photo across a
screen, commanding billions of switches with one finger and needing to un-
derstand none of them. Nobody holds the whole tower in mind at once.
That is not a failure of education — it is the design. Dijkstra, in his 1972 Turing
Award lecture, put his finger on why the trick works: the purpose of ab-


https://dl.acm.org/doi/book/10.1145/3184594
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/dstf_ccdsc2021.pdf
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stracting is not to be vague, but "to create a new semantic level in which
one can be absolutely precise" (EWD340). Each floor is not a blurrier view of
the one below; it is a new language, exact on its own terms.

ilsdorauilidumuunuiiiuiiazusun TuAnAUazYN — aguﬁ'mmﬁmﬁm
agadoun nniu nadialvamiafivavesmsiuam nadinfisesegldnnanan
391 Ao wwsTM (abstraction): #¥1etuTun it Yeunalnvesiull du
fn (surface) fidrenindsiisulndsliduun Useqlnfingndeulaensudanos
(transistor) ns1uTamasgndoulaainnnssng (logic gate) inngnyaulagdia
Uszanawa (processor) AUszananagnyaulagszuuufusns (operating
system) mmﬂwmLﬂiaaanmauimamwﬂﬂmﬂsu (programming language)
Lﬂ'i’eNLﬂEJ’mﬂ‘U’e)uIﬂﬂLﬂi’e]‘U’lEJ (network) "lamu"lﬂwasq uduAnaunilian
sUdedhumtiee dealadiunuduidsinge Taslidead laainden
Tnuae liflasdonensermasiilummdeuiu dulildanudumaivesnis
finwn — uften1sesnuuu Dijkstra dgadwilunaiaiildua Tutignan
Turing Award U 1972 vea11 9aUszasvas abstraction lalleieainu
ARuATe udLite "asreseiuaumngluituansedunils idastanse
wiughldiotsauysal” (“to create a new semantic level in which one can be
absolutely precise”) (EWD340) ustazdalsildnmnsnshaestuans sue
Al fwsiugluieulavesiies

The proof that the tower is climbable is that students climb it. In Nisan and
Schocken's course-in-a-book The Elements of Computing Systems
(nand2tetris.org), learners start with a single logic gate and build — gates,
chips, a machine, an assembler, a compiler, an operating system, a game —
in one term. One person can build the whole stack only because each floor
needs nothing from the floor below except its surface.

(% J dyd Y A v A IS LY a o 4 J a .
Waﬂg'\mmaﬂaﬂuﬂuvlﬂ Aouniseuluiuas luss1-aesalaufelves Nisan
waz Schocken %@ The Elements of Computing Systems (nand2tetris.org) Igl:
\S8USN logic gate ALAYL LAMNBIULY — 1A TU 1ATDIINT


https://www.cs.utexas.edu/~EWD/transcriptions/EWD03xx/EWD340.html
https://www.cs.utexas.edu/~EWD/transcriptions/EWD03xx/EWD340.html
https://www.nand2tetris.org
https://www.nand2tetris.org
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4 4 a wa Q!
woALYNLUADS (assembler) Apulwiaes szuuUURnTs wazinunilany —
melunitlansy AuRgas19Tutau (stack) Tananas ins1zumaztulidaanis
al591nTua wanaNIve It

But the surfaces are not perfect, and this is the second idea the whole book
leans on. Joel Spolsky named it the Law of Leaky Abstractions: "all non-
trivial abstractions, to some degree, are leaky" (Spolsky, 2002). Your app
promises that a message "was sent,' until the network below it disagrees.
Two loops, logically identical, run ten times apart in speed because of how
memory hardware three floors down caches data. When an abstraction
leaks, someone must descend the stairs — and knowing which floor the leak
comes from is most of what expertise in computing is. That is why every
chapter in this book answers three questions about its floor: what it hides,
what surface it offers, and where it leaks.
Rawamiuliauysaluvu uagildelofofiaesiiviaauiiant Joel Spolsky et

Tiiiudnng316ae abstraction 91591@8 (the Law of Leaky Abstractions):
"abstraction ﬁisjﬁiiuﬂ’mﬂﬁ’s $liunnfidies” ("all non-trivial abstractions,
to some degree, are leaky") (Spolsky, 2002) LLE)'tJ‘lJszuﬁmuiuuTj']‘t’famm "an
dauda aunsertanFetetudnsliiiiudae guassguilimiioufunnusznisng
A53nE TauSreiuduri e Rondansmiheanusautudng
d19uA (cache) Faya il abstraction $1 Hesfiauastiulalug — wagnnsiin
$unanduluu ﬁaLﬁadauiway}u@NﬂmuL%mmmﬂumsﬁﬁmm é’wmqﬁvm
unluduiizsmeumanuanudeifsafusuvesintes: suiideussls Suiauuy
Tnuaiuly wazdansluu

Now the two 1967-versus-1985 claims resolve. Newell, Perlis, and Simon
were right: the phenomena are real, and floors like architecture, networks,
and machine learning are studied with experiments, like nature. Abelson
and Sussman were right too: no floor above the bottom two is about elec-
tronics at all — the upper tower is made of pure structure, closer to math-

10


https://www.joelonsoftware.com/2002/11/11/the-law-of-leaky-abstractions/
https://www.joelonsoftware.com/2002/11/11/the-law-of-leaky-abstractions/
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ematics than to any machine. Computing is not one kind of knowledge. It is
a tower in which physics hardens into engineering, engineering into lan-
guage, and language into something very much like thought.

4 =

Yaantdeeseningl 1967 nul 1985 aananalansail Newell, Perlis tag Simon
WA Uiﬂﬂgmmimzi']ﬂuﬁagiﬁe Lasduag1ean Unenssy (architecture)
\A39U18 WAz machine learning gNANYIAIBNITNAADY INLBUANYISTTUYIR
[y} 3 =] gj =1 6’5 1 dl d' [
Abelson fiu Sussman Anagn hifitulamiloaestuasganinesniu
diannseiindususitios — vemssdruvUnBIUIINIATIES 1A U, Tna
ANAANAASNINNTIATRIINS LA NMsAualilyanudviinge) dufsrensy
dAaa ¢ & o & a a 2 o & 2 v & a a
NAANALVIANTUIAINGTU IAINTSULVIAWTUNIE AZATIVIANTURIN

TnalAgIANUARDE9E4

How to read this book: there are fifteen floors and a closing chapter, each
self-contained, each 900-1,400 words — principles, not surveys. Chapters
01-03 are bedrock (what is computable, what is efficient, what is informa-
tion); 04-06 build the machine; 07-10 take it to scale; 11-14 walk the edges,
where adversaries, learned behavior, and human beings enter. Read in order
to climb the tower, or jump to any floor — every chapter names its place in
the stack in its first line, and its Connections section tells you which stairs
lead where.

ad 1 d’/ a L4 gj U a, =) d! 1 L
FBenuauil: dunigu AuunUadnuilsun usazunauludates e1aunas 900~
1,400 A1 — lundnnis Lildnisdrsianinsin unil 01-03 Aedusingu
(azlsannald ozlsivsz@ndain azlshoarsaund) 04-06 Usznaumainzed
Yuu 07-10 wiaiulUganalug) 11-14 ifiuauvau NFedensadu

a dl = 14 ¢ v ldl 1 o ¥ = g gj
weAnssuNseusle wazuywdidrunies srumuainuaisenUuaulung

= ) @V v o 1 v S v

weomay wianselanluduluuild — naunvendunmisvesiuedlugudaulily
Uss1iausn wazide "Wweules" veninvulaluuwilunluy
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Connections - 1%aule

Below this chapter: nothing — this is the ground. Every other chapter
stands on it. The disciplines map onto the floors unevenly, and that is worth
noticing as you read: CS saturates chapters 01-03 and 12, CE owns 04, SE
owns 07, IS and IT surface in 08-10, and the two young arrivals — security
and data science — turn out not to be floors at all but stairwells, cutting
vertically through everything (11 and 12 explain why).

v
1 ]

Fuasvesunil: i — JAsWuAY undunmuedueguLsiu A1 IV IV

Qe

v
LY ) 1

Fudiusineg laviiy uagarsdaunalfumgsu: CS AsouAquinuni 01-03
waz 12, CE 1uidrvesundt 04, SE 1uidrvesund 07, 1S Au IT Tualuund
08-10 drugurlmigesseitengiiosnin — security fu data science — nadulal
Tatudndu wiiduresiulafidatuasuiskiuynests (unil 11 uag 12
asungivinly)

Open questions - A1aundalnag

Is computing a science, a branch of engineering, or a new kind of mathem-
atics? The 1967 letter did not settle it, and sixty years on the field still funds
all three answers. Will data science and cybersecurity harden into discip-
lines with their own floors, or dissolve into competencies every computing
professional needs — the reading CC2020's competency-first framing
quietly favors? And is the tower finished growing? Chapter 12 raises the live
possibility that natural language itself is becoming the newest floor — a
surface under which everything in this book is hidden.

AIAUIUABINYIAENST LYUIMTIVBIAINTTU Vs ertindAransuuuln?
annunel 1967 Lilawuse uazundutnuly anvndvidslviuiuaineuns
#MULUU data science f1U cybersecurity 9gudedaiduatundvniivuyasiies
winazavarwnatsluaussaus (competency) MfioondnaunisAuamnnay
v = ! v é’ = a .

FBDIU — NIIDTULVUNRANULBINNIBUAALLUU competency-first ¥83 CC2020

12
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WBedlumednaReue? udmenssiingalaudinieds? uni 12 nduanuduly
landadnegUuan Narwsssuiftesiasnaaidutulniangn — Randeu

nnegeluanillignsls

Go deeper - 91ufia

— Charles Petzold, Code: The Hidden Language of Computer Hardware and
Software, 2nd ed., Microsoft Press, 2022 — the lower tower, built floor by
floor for a general reader; interactive companion at codehiddenlan-

guage.com.

Charles Petzold, Code: The Hidden Language of Computer Hardware and
Software, 2nd ed., Microsoft Press, 2022 — vraﬂamjua'm ai'lwu‘wauﬂju

dwdugeruily; Sgfieldnouldii codehiddenlanguage.com

— Allen Newell, Alan Perlis & Herbert Simon, "Computer Science," Science 157,
no. 3795 (1967): 1373-1374 — science.org.

Allen Newell, Alan Perlis & Herbert Simon, "Computer Science," Science

157, no. 3795 (1967): 1373-1374 — science.org

— ACM & IEEE Computer Society, Computing Curricula 2020: Paradigms for
Global Computing Education — full report PDF.

ACM & IEEE Computer Society, Computing Curricula 2020: Paradigms for
Global Computing Education — s7991u2U0ULAN PDF
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THEORY OF COMPUTATION

CHAPTER 01

Theory of Computation

N EHNISATUIN

This chapter is the bedrock of the tower — the floor that decides what every floor
above it is permitted to attempt.

v F2
a 1 U =

unilfedusinguvesiensy — dundeduimntunilevululasueugynliasvinesls

q

Tatng
What can be computed at all — and what never, on any hardware?

v dl o % dl o MYy & [ I's I's
azlstnsnAuiulaiay — wazezlsnarualulawmavia lidnaguusnsands
sinluunnIu

Here is a tool every working programmer would like to own. It reads a pro-
gram and its input and answers one question: will this finish, or will it run
forever? No more hung builds, no more servers looping overnight. It need
not even fix the program, only report on it.

Tusunsuwesvihauaimnauesniingesiiotuillilute sustulusunsuiu
Foyaidwesdusunsuiiu udmeudanien: Wsunsuilazau wieasaudh
Tunaaana? uun build #idns nuadsninesfinugudwiu siulides ud
TUsunsudaet uAssaunafine

14



THEORY OF COMPUTATION

It cannot exist. Not "nobody has managed it yet," not "it would be too slow"
— no such program can be written, on any machine ever built or ever to be
built, and the proof was published in 1936, before there was a machine to
run it on. Why is the whole of this floor, and the reason the floor sits at the
bottom of the tower: it fences the territory everything above builds on.

fulsifimefioges laly "dalsifilasvivdnse” Tl uastnauly' — Lidllas
= == YV 1 < = % Yy o %
Weulusunsuwuuituanle lidineguuaseslvuipeadiaunudmvseazaing
d’( a al a 4 5 1= ! = dl L% U dl L4
uluauIAn LazUNNERNUNAWAT 1936 nouaziinsesdnsdninsealisu

(%
a

fiudaggn il Aeilomiianunvestuil uazhomaranvuilogaisanuea
womey: Tulnuauaulineg1atsuLas 1oy aATUIN

The question came from Hilbert, and was meant to have a happy answer. In
1928 David Hilbert and Wilhelm Ackermann published Grundziige der theor-
etischen Logik, the first textbook exposition of first-order logic, and posed
in it the Entscheidungsproblem: is there a definite procedure that takes any
statement of logic and decides whether it follows from the axioms
(Springer)? Hilbert expected there was. In Konigsberg on 8 September 1930
he closed a speech with the line later carved on his gravestone: Wir miissen
wissen — wir werden wissen — we must know, we will know (MAA Conver-
gence).

fanuiiinann Hilbert uazdalalifmeuiiiiniuay U 1928 David Hilbert
fiu Wilhelm Ackermann AWuW Grundziige der theoretischen Logik si1s1tau
usnite3urenssnAnanssusiunils (first-order logic) aghaiduseuy uagane
a1l Entscheidungsproblem 1luda: finszurunsiiuiueudedutonnuds
assnglag udrsnauldlnuinuduilesnaindana (axiom) wiels
(Springer)? Hilbert aa3ndl Miiles Konigsberg Tuit 8 fugnew 1930 1wndn
Ungnndeuszleafiniondagnadnuunauanyadlyt: Wir missen wissen —
wir werden wissen — 15161843 1519861893 (MAA Convergence)

The day before, at a roundtable closing a conference in the same city, a
young logician named Kurt Godel had mentioned almost in passing that any
consistent formal system strong enough to describe arithmetic must con-

15


https://link.springer.com/book/10.1007/978-3-662-41928-1
https://old.maa.org/press/periodicals/convergence/david-hilberts-radio-address-introduction
https://old.maa.org/press/periodicals/convergence/david-hilberts-radio-address-introduction
https://link.springer.com/book/10.1007/978-3-662-41928-1
https://old.maa.org/press/periodicals/convergence/david-hilberts-radio-address-introduction

THEORY OF COMPUTATION

tain true statements it cannot prove. The room let it go by; John von Neu-
mann, present, appears to have been the only person who grasped what had
happened (Davis, Notices of the AMS, 2006). The paper followed in 1931
(Monatshefte flir Mathematik und Physik 38:173-198).

Furouniu Maznaularonsuszagpiunisludionfiontu dnassnine
judia Kurt Godel LEJ'EJ‘ﬁuﬁJ’]Lﬁ@Uﬁ]%Lﬁuﬂ’]SW‘Jﬂﬁhu‘] J15¥uugUtle (formal
system) fidenndaslusaiodlag Audusimozeduioiavadnld dodl
Foanuasauetedisuiaailaildegludn osuszyuuaessitu; John von
Neumann aglufiuseaueng uasguilieuasiuaueiduldiniainosls
‘ﬁu (Davis, Notices of the AMS, 2006) una1umux1tuY 1931 (Monatshefte
fur Mathematik und Physik 38: 173-198)

Godel had holed the ship, but the Entscheidungsproblem stayed afloat: you
cannot prove no procedure exists until you have said what a procedure is.

Godel 101z3150lUna us Entscheidungsproblem dyaaeadle: aasngaulyls
laifinsgurunislaegias aundnaslisnuneudn "nseuiuns” Aeasls

The definition was found by watching a person. Alan Turing's move, at
twenty-three and a Fellow of King's College, was less mathematical than
anthropological. In 1936 a computer was a job title: a human being, usually
poorly paid, who calculated. Turing watched one. "Computing is normally
done by writing certain symbols on paper," he wrote. "We may suppose this
paper is divided into squares like a child's arithmetic book" (On Computable
Numbers, §9). Then he stripped the human away one faculty at a time: a
bound on the symbols taken in at a glance, a bound on the "states of mind"
he can hold, nothing to do but look, write, and move. What remains is a
tape, a finite table of rules, and a head that reads and writes — the Turing
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machine, less a machine than a description of what a person does when
they stop thinking and start following instructions. The London
Mathematical Society received it on 28 May 1936.

fgnutiuldunannaiigau Al Alan Turing meuengiauanduasndy
Fellow 984 King's College L‘fluLLu'sumwsﬁmmmaﬂ’hmﬁmmam%Tu?'J 1936
#d1 computer faiduBeruniseu: uyudaunils sinldardnas v
fuans Turing hgeuauiy wndeulidn "msdunlasunvilasnsidou

De

ydnwaluneg9asuunIzAY I1e1edNLRInsTATsRudgnuUaues

Amdeunilouayaavatinuadin” (On Computable Numbers, §9) 1w1nen

D

ANENNTAvENY BERRNTIaved1: Iinduanvalnsuilalunisueunay
A3 9111A "daN19N19ANAR (states of mind)" Mwdlile Liwmdeszlslivia
UBNAINUDA LWEU kazwdu AeuaeagAamy M519NIUIUTINA WA

1 A = 14 = & v a . . a g o a 1
g1uneuuazdyuld — AvLA389Y34 (Turing machine) MluAagu1edn
uywdihezlsidlongaAnudrsuriaudds unnirezidunissdnseses @y
#n London Mathematical Society suunanuiilidioTun 28 wyuwnnau 1936

Everyone who defined it independently landed in the same place. Alonzo
Church got there first by another road: an April 1936 proof, built on his
lambda calculus, that no such procedure exists (American Journal of Math-
ematics 58: 345-363). Emil Post reached a near-identical formalism that
year; GOdel and Kleene, general recursive functions. All define exactly the
same class, and that convergence is the evidence for the Church-Turing
thesis: this class is what we informally mean by "effectively calculable." It is a
thesis, not a theorem, and cannot be otherwise: it joins an informal human
idea to a formal object, and no proof bridges that gap (Stanford Encyclope-
dia of Philosophy). It is also why this floor's results are hardware-proof:
build a computer from anything you like — tubes, silicon, qubits — and if it
computes at all, it computes this set and no more.

a o X 1 @ a 1w 1 = a LY
nAuNdeusivtunegraludasysionu srsunasesgaiadiu Alonzo
Church fisgauunaulasagiduniedu: unigaiillofowuwiau 1936 a319
Ul lambda calculus vaa1w1 31 1aidinsEUIUNITUUULUBERSI (American
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Journal of Mathematics 58: 345-363) Emil Post 5dszuugﬂﬁaﬁl,mmzmﬁau
o o o . o = v . . & 1
AulutiReny; Godel AU Kleene H14m7 general recursive functions N9uUAY
Hgrupananednule wazn1sNAINEUNINIUTTIVAUTLBIABUANGIUVDITD
4 Church—Turing (Church-Turing thesis): pa@iiAedefilsuuefsegnglal
Wunamsidienyndn "Auinldednsiuss@nswa” ("effectively calculable”)
O v & 1 a < 1 = My o A a o
fiuludens lulungufjun wazillusgedulUlile: dueulefevesuyudn

1 & Y v v A & % 1 a v 1 1 4 14
Taidunanmsdnduingiduguide wazliiunigauladugasineiula
(Stanford Encyclopedia of Philosophy) ifiawsNanuagwsvastuinuniusia
g1sawsnnaiia: adraesesiwinduainezlsnlanauesnld — vaen
deyynd Fameu Aadn (qubit) — Adudiuanlaess dundunaliuanaradl

2
=1

laiunnlunan

One machine can be all machines. Section 6 of Turing's paper opens with
the most consequential sentence in it: "It is possible to invent a single
machine which can be used to compute any computable sequence." Hand a
machine the description of another and it behaves as that one. Before this, a
calculating device was built for its task — a loom for weaving, a differential
analyzer for equations. After, the machine is blank and the task arrives as
data. Everything downstream depends on that: software separable from
hardware, the compiler, the emulator, the virtual machine, the operating
system running programs it was never designed for. Universality is the
hinge the tower swings on.

< = & & = Y 1 o . a v
n3uReTwATNNAIRLla dIun 6 YaIUNAIUVBY Turing LUARY
A = = ] Y n & P a ¢ & =
Uselomndimaaziioungaluunanunsadu: "Uululanisussivginsoanen
4 d X dau, o v o an v ¥ )
\ATRInTTuNN Feldmuinanunawnlalag Alavieuua” ("It is possible
to invent a single machine which can be used to compute any computable
m o a = & v & = v ® o w & = &
sequence.") UauAraSursvaunsesduliiniowmils funviduldunsosuu
Aauntnl gUNSAIAILINENAS 1IN OURNIZVBIL — Anadidniune
K1 LATRILATIE RTINS (differential analyzer) dmsuaun1s nasniu
ALA589719Ua1 wazaundslugudeya nnegrannuuuegiugatu:
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wanauIsNkenaananaIsauasla aeulniass yiawmes (emulator) 1304
\@diou (virtual machine) szuuufjiinisnsulusunsudiliinegnaeniuuin
Tidiudu mananduaina (universality) AoutuWuiivensenandawniseguy

And some questions simply have no procedure. The proof is Cantor's diag-
onal argument of 1891, turned on machines. Suppose the halting checker
exists. Build a program that hands the checker its own description and does
the opposite of the prediction: halt if told it loops, loop if told it halts. Ask
the checker about that program and it must be wrong. So it never existed.

U9 u lifinsEUINITIBUIABASIS) UNNEIIABNITNLEIYX
(diagonalization) ¥4 Cantor 91n% 1891 sfusnldifuinIasdns auuRing
n37980UN"SUYA (halting checker) faga3s aulusunsuiilioudosunsves
dhsiuaslidnsaasy udnimssusudviuneilésu: ugadignuaningu
agaugy ugudngnueninduasuge anudnsnaeuiRafuTusunsutiu fu
Fosmpufiaiane Fuidlineiogasetausiusn

Two footnotes of honesty. Turing used neither that name nor that proof; he
proved undecidability for related problems about his machines, and both
name and modern formulation appear later, in Martin Davis's Computability
and Unsolvability of 1958 (Hamkins & Nenu, 2024). And halting is no exotic
special case: H. G. Rice proved in 1953 that every non-trivial question about
what a program computes is undecidable (Transactions of the American
Mathematical Society 74: 358-366). That is a fence, not a pothole — why no
compiler will promise your loop terminates, why no antivirus can decide by
analysis alone whether a program is malicious, and why every static analyz-

er answers "yes,' "no," or "I cannot tell" That third answer is a theorem, not a

bug.
\Beessawiinnudenssansde Turing lullaléisdetunazuniigainuuduiae
wigatinnsaAulaild (undecidability) vastlyniieafasiuiniasdnves
it siede "Jsyin1suga (halting problem)" waggunuuadislvsiun
#inas Tu Computability and Unsolvability 984 Martin Davis U 1958 (Hamkins
& Nenu, 2024) Yoaeaq nsviealdlynsainiawuiany: H. G. Rice Ngaulul
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1953 FeaunliisssuaiyndaineanuasiiusunsuAuintiudagulala
v19%uA (Transactions of the American Mathematical Society 74: 358-366)

O A g.ll gj 1 1 = dl a o o L U Y
uuResInun Lilvwquue — Aewmaranbifineulwassdaluusuusziuladn
auvanaazau warankidlusunsulosiuldadaluudnduldainnis

a ¢ 1 a ' = & W a ' a .
Ansziegraferinlusunsuniadudunsiensely uazsmvianai static
analyzer ninsnaulaua ‘4" “lily" wie "venlild” Aneunautude
naeijun Lilyun

Past the wall of the possible stands a second wall: the affordable. A problem
can be decidable and still cost more than the universe can pay. Stephen
Cook showed in 1971 that Boolean satisfiability is NP-complete, and Leonid
Levin proved as much independently in 1973 (Cook's own account). The in-
strument behind such a claim is reduction: a translation cheap enough that
a fast solver for one problem becomes a fast solver for another — one hard
problem made into a lever on all the rest. In 1972 Richard Karp used it to
show that twenty more natural problems were the same problem in
disguise (Karp, 1972); by 1979 Garey and Johnson's Computers and Intractab-
ility catalogued three hundred. Whether checking an answer quickly im-
plies finding one quickly — P versus NP — was posed in a letter Godel wrote
to the dying von Neumann on 20 March 1956 (translation), carries a million-
dollar Clay Institute prize, and is unsolved (CMI). The wall leaks usefully,
though: the best proven bound for 3-SAT is exponential, yet industrial solv-
ers routinely dispatch structured instances of over a million variables
(Gomes et al.). Worst case is not typical case — where the next floor begins.

wuiunauwisanudululaluuds Sadifunwsfiages: Anuduaunu Jaymmile
p19rnaUl# (decidable) urnwsnintenanwnsluazaelna Stephen Cook
uanslmiulul 1971 91 Boolean satisfiability 1Uu NP-complete uag Leonid
Levin Wgaisoudeanuegraludasyludl 1973 (Jufinves Cook 1a4)

4 A X v v ' P A . a
w3eilaLUamaItana1I91akuLiiae N1sangu (reduction): n1suUasngnwe

Y ¥ A< o [y =) IJ Y 1% A< o v

auAnUgynnsadmsutyminils nanelusundainsrdmsudndeymn
nils — Jymendeifeinareludulenfientyminumaenaunla U 1972

'
ad 4Ada £

Richard Karp Tdsiunansliiuinteyminigiiusssusfdnddude uivssde
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Ugynpennunualasu@ann (Karp, 1972); wedlst 1979 wtisd@e Computers
and Intractability ¥4 Garey iU Johnson sausulansausesdeynn daumn
1 o v @ ] 1 o Y @ 4 =l 1

a1uNssAInaulasitsvenIAmaulalsInlenselil — P vs NP —
= > = = Yo w 8 Aa A& o oa
AsuluanuNIeN Godel 1gUAY von Neumann {indeagidsdiniiiaiun 20
a ° % a Y & v s .
JuAy 1956 (A1uda) 1ndeudus1eianilsanuneaaisann Clay Institute
wazdslufidnouanauieyniuil (CMI) Aunsiisregradulszlovioging:

aa v a ° o A a Ao o . 5 Y
vauLURNNgaulanNand sy 3-SAT AaLuavdifingad (exponential) wsuA
Uaumnseaugnaivnssudnnisduaunudnilassadnednauddidulsniidu
lalluuszdn (Gomes et al.) nseiutgn (worst case) lallgnsally (typical

ey AY o a v

case) — uazilAoganivuialuisumy

Connections - 1%a3la4

Below: 00, the map. Above: 02, which takes every problem this floor calls
possible and asks what it costs, turning the same counting arguments into
lower bounds. Universality is what 05 sells as virtualization and 06 as com-
pilation. 11 builds on the second wall: cryptography is the deliberate
manufacture of problems believed unaffordable.

Fuane: Unfl 00 wawdl Suuu: undi 02 ﬁuﬁunnﬂzym%a%guﬁﬁﬂn'jﬂu“]u"l,ﬂ"lé’
wauseiufidunuwinls Taswdsudeldudadmstiuyaidedulinais
\Juwauans (lower bound) Audiuanna (universality) Aedefiund 05 vely
Fonsvinaiiou (virtualization) wazunil 06 eludenisaeulng
(compilation) unil 11 a31asteandunaiiaes: Inernissiadu
(cryptography) ﬁamsm‘taw?mﬂzymﬁLs?iaﬁ’udﬁvlajﬁ:uﬁuvgmmﬁ

Open questions - A1aundalnag

P versus NP, obviously — though a proof that P = NP would be less a theor-
em than an event: the security of the internet dissolved, much of mathem-
atics handed to a machine. Is the thesis itself safe? Quantum computers
compute nothing a Turing machine cannot, but may break its efficiency ver-
sion — chapter 14's territory. And the deepest: undecidability limits ma-
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chines and, through the thesis, any procedure a human could follow. Does
anything escape it, or is the fence around the possible simply the shape of
thought?

P vs NP uiuauaguas — udinuniigaian P = NP azifumnnisaiuinndd
ngufiun: mnulasnivvesdumesiingansly adnmansdiulvgjgndeu
TinSesdnsvinunu 4eme Church—Turing teslasnisnsollan? Asunnes
APURAN (quantum computer) Auaaias s Turing machine Auaulildlay
dnegne usionrinaneestulseansnineeiuld — Auuauvesunn 14 uag
o d'd d' U Aa v v . e o W n:'l U
Aaunaniiga: n1sandulild (undecidability) I1inveulunveLATEWNS

v v
v

' v & o W A o ° 3% P =
LASNIUNINUVBDAIU ﬂt’\ﬂﬂﬂﬂiz‘U’JUﬂ’ﬁsf,ﬂﬁ] VI&JHUEJQ%VI'WI’]SJVLGW]’JEJ uag‘liwu

v 1
(%

wutiuld v w3esinasusevailululd Adesunswesnnudnesiuumaz?

Go deeper - 91Ufid

— Michael Sipser, Introduction to the Theory of Computation, 3rd ed., Cengage,
2012 — the standard course text (author's page).
Michael Sipser, Introduction to the Theory of Computation, 3rd ed.,
Cengage, 2012 — s 1158ULASILVeANEL (M AuvediTow)

— A. M. Turing, "On Computable Numbers, with an Application to the
Entscheidungsproblem," Proceedings of the London Mathematical Society,
ser. 2, 42 (1936-37): 230-265 — worth reading for §9 alone (PDF).

A. M. Turing, "On Computable Numbers, with an Application to the
Entscheidungsproblem," Proceedings of the London Mathematical Society,
ser. 2, 42 (1936-37): 230-265 — ANA19ZEULA §9 NEIAY (PDF)

— Richard Karp, "Reducibility Among Combinatorial Problems," 1972 — the
paper that turned NP-completeness from a theorem into a map (PDF).

Richard Karp, "Reducibility Among Combinatorial Problems," 1972 —
wWiesnawu NP-completeness 9nnguijunlinanaiduwnui (PDF)
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CHAPTER 02

Algorithms & Data Structures

% a L 14 174
aanasmuuaﬂmmi'\waga

This chapter is the floor immediately above computability: 01 says a task can be done
at all, and this floor asks what doing it will cost.

Fuilsegimilosesauinla (computability) Yunnuilsguwed — unil 01 uandnau
wilavinlanse i tullaudviudndesunuinls

Given that it can be computed, how well can it be done?

Tutlomuialandd azvinlanualuu

In 1960, at a seminar he was running at Moscow State University, Andrey
Kolmogorov told the room that multiplying two n-digit numbers must cost
on the order of n? elementary operations — that the method every school-
child learns, digit against digit, is essentially the best there is. It was a
reasonable thing to believe. Every multiplication algorithm anyone had
written behaved that way, and Kolmogorov was not a man whose
conjectures were casually wrong.

U 1960 Tuduuufwndugihiuminendeuealn Andrey Kolmogorov uan
AUALYINNBIIN NTARLAY N NENABITIUIUABUAUAUNUTII N2 ATIVDINTS
nseiTugu ABMAnTnSeunnAuSsuiY aaumansenan Aedsninngawing
av v 4 Aa YY) a . o A =
azdile Anuellliianasessu danasiiu (algorithm) n1saamnsianneiinu
\WeuTUIAIWINNULUUTIY Lagdaa1nn1saluas Kolmogorov nlsildveasiiig

AudIee)
A student in the room, Anatoly Karatsuba, broke it inside a week. His trick is

almost embarrassingly small: cut each number in half. The schoolbook
method then wants four half-sized products; Karatsuba noticed that three
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suffice, because the fourth quantity can be recovered by subtracting the
ones you already have. Do that recursively and the cost falls from n? to
n"logz23 — about n”™1.585. At the next meeting Kolmogorov reported the
refutation himself, and then discontinued the seminar (Karatsuba, The
Complexity of Computations, 1995).

Undnwlustesruniiede Anatoly Karatsuba sindnesiuldnisluduaiiien
nafinveavdnautiiens Aednavudazsuiusenidunss 3duuussdes
TdinanaruIarssasds Karatsuba iudnaudafine insgdiidmldainns
aushiiflegudieanainiu vhuuuiidnasluiFess (recursion) fuyuanain n2
1180 nAlog,3 #3951 NA1.585 miﬂizsqm%y’qé’ﬂm Kolmogorov 518941498
Wnanaugeses udUadununluiae (Karatsuba, The Complexity of
Computations, 1995)

Nothing in the world had changed that week. No new machine, no new
physics. A fact about cost had been discovered, the way facts about nature
are discovered — and that is what this floor studies.

Tanlula LU%EJL!”IU aeluduaiuu lafivnIesivi LidWandlud dangnaunude
faiaasangaiu AuUNU ﬂuwﬂ,uuuumenwﬂuﬂuwwammsqmmnu

A
a d

SITUVIA — Ua 314ﬂ§)ﬁ\1ﬂ‘ljuuﬂﬂ‘t'}']

Cost is a shape, not a number. The notation for it was borrowed from num-
ber theory: Paul Bachmann introduced big-O in 1894, and Edmund Landau
adopted it in 1909, crediting him (MAA Convergence); Donald Knuth's 1976
note in SIGACT News pushed computing to standardize on O, Q and ©
(Knuth, 1976). Notice what the notation deliberately throws away: constant
factors. That is not sloppiness. Constants are the part of the cost that
hardware, compilers, and careful coding can move; the growth rate is the
part the algorithm itself owns, and no amount of engineering below it will
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change it. A machine ten times faster buys you a constant. An exponent
buys you the future: on Karatsuba's exponents alone, the saving is roughly
eighteen-fold at a thousand digits and three hundred-fold at a million.

v [ Y v (d' 4 | A o
Aunulugunse ldlgsue ynsainldunuiiuguunainngufinuau Paul
Bachmann L&u® Big-O aSeusnlul 1894 Edmund Landau Susnlasalud
1909 wiaullasAnaT (MAA Convergence) Uuinuad Donald Knuth Tud
1976 Tu SIGACT News wanlisnisaeunaneson 0, Q waz © Wunnsgiu
e (Knuth, 1976) dunadsidynsalindalouing Asainei tuldldaiiy
o ' Aa P a P P o a P '
findne ArmsiiAeduaIiununansauds reulniass uasnslaulaneg
seiinseNadavduls dau dms1 nsiuladuvesdanasnutes IAInssutuans

v oA wvmy 4 de X oo X . dew Xo o X
wirlstaewiuliled insesinidduduningerasilina wutidwesuian
Tiinas lanWz1avtinasues Karatsuba agnafiganUszudalasiauuuawing
NUKAN LaaIUSDUWINTIATUNAN

A small catalogue of strategies covers most of the ground. They are worth
knowing by name, because almost every algorithm you will meet is one of
them wearing local clothes.

nagnshintenseunguauuilliineunsnun Aunazdnliniazde wsizununn
Y ax o = =% A g v a v
danasiunianaziee Aenilsluliiaudedanizaudiun

Divide and conquer splits a problem into smaller copies of itself, solves
those, and stitches the answers together — Karatsuba's trick, and merge-
sort, which von Neumann wrote out in 1945 in what survives as the earliest
example of his coding (Knuth, "Von Neumann's First Computer Program,’
1970). Its most famous application is a three-page paper by Volker Strassen
with the flatly provocative title "Gaussian elimination is not optimal," which
multiplied matrices in about n"~2.807 instead of n3 (Numerische Mathematik
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13, 1969). The chase it started has run for over half a century and is still
running: the published record now stands near n"2.371 (Alman et al., SODA
2025), and nobody knows how far down it goes.

wUsuAINTe (divide and conquer) wentaymesnidudiungesvesiies uAd
asdu udifusmaundudndeiu naiaues Karatsuba Wuwuuil
mergesort NLfufU von Neumann @eudulilud 1945 uavideseaundu
é’f'aasifmn'm%auiﬁﬂ%uu,sﬂqmjmL°m (Knuth, "Von Neumann's First
Computer Program," 1970) ﬂﬂsﬂszqnﬂ%ﬁﬁqﬁqﬂﬁaLUL‘Ua%mamﬁwm
Volker Strassen é‘?’a%aé‘hqmaq 11 "Gaussian elimination is not optimal" Agu
wWn3nd (matrix multiplication) TaTus12 nA2.807 unu n3 (Numerische
Mathematik 13, 1969) nw"l,fifi'lﬁﬁugmu'm”l%ﬁﬂLﬁumﬂ'jﬂﬂ?aﬁmiiw,l,asﬁa
laiqu aaaﬁﬁﬁuﬁmuﬁagsn nA2.371 (Alman et al., SODA 2025) wazliiilas
Findiuaslulagnualuu

The greedy strategy takes the locally best step and never looks back —
either naive or optimal, depending entirely on whether the problem has the
structure that rewards it — and when it does, greed is unbeatable. Dijkstra's
shortest-path algorithm is the canonical case, published in three pages in
1959 (Numerische Mathematik 1: 269-271). He designed it, by his own ac-
count, in about twenty minutes in 1956, without pencil or paper, sitting on a
café terrace in Amsterdam while out shopping with his fiancée (oral history,
Charles Babbage Institute, 2001).

[ 4 dﬂldtdl ¥ ¥ [ CY L% = Y =)
nagns greedy ATININANgARSIULE liiundulUuedn azlfifesamse

d' g (5 1 o } 24 d' addy =) (54 d' L3
winnziige Yuedivinlandiilassadsinouunuisivselidiue uazillolang
il greedy nionwuzliiliiay dane3fiundunisdugaved Dijkstra Aofaags
Aataan Anunwluanuninieay 1959 (Numerische Mathematik 1: 269-271)
AUATUBNLANYB DY WARTUTUINTUsERULTITET 1956 LifiAuae
laifinszane eegnsuidosmiluduanesiuszuinseanludeutsiuguiu
(oral history, Charles Babbage Institute, 2001)
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When subproblems repeat, dynamic programming says to remember rather
than recompute. Richard Bellman developed it at RAND, where he worked
from 1948 to 1965, and the name is a deliberate disguise: RAND answered to
a Secretary of Defense who, in Bellman's telling, "had a pathological fear and
hatred of the word research," so he chose two words nobody could object to
(Dreyfus, "Richard Bellman on the Birth of Dynamic Programming," Opera-
tions Research 50, no. 1, 2002). The technique is more honest than its name
— it is simply the trade of memory for time.

ilelanddoaiingn dynamic programming &alis13 luilesunadlng Richard
Bellman Weufutiudl RAND Aidaiwnvireuegdousd 1948 fa 1965 Foilidu
n1581Ws 1976310 RAND %umaﬁu%’guum’%aﬂuuﬁmuﬁwaﬂLa'ﬂsuaq
Bellman "n&uaztnaen@nin research agsiinUnd” 113 wduaesdiilydl
Tasaulaunlgunu (Dreyfus, "Richard Bellman on the Birth of Dynamic
Programming," Operations Research 50, no. 1, 2002) fiaiindensininde
Yo4siu SufensILANTUIBAMLSLEIAINEUIN Wiuled

Strangest of the four is randomization, which wins by refusing to be pre-
dictable. Tony Hoare devised Quicksort in 1959-60 as a student in Moscow,
working on machine translation of Russian, and published it in 1962 (The
Computer Journal 5, no. 1: 10-16). Its worst case is quadratic and an ad-
versary who knows your rule can force it every time; choose the pivot at
random and that adversary is disarmed, because now they would have to
guess your dice.

wlanfgnludnagnsilAa n13du (randomization) Nvuzdrenisliseulilas
MeN19gn Tony Hoare An Quicksort uszwinedl 1959-60 noutluin@nen

' o o 1 v Ny & Aa  cw =
agnuedln yiuiunisulaniviadenisnsed uasAnundulul 1962
(The Computer Journal 5, no. 1: 10-16) nséiugan (worst case) vassiuilu
WuUENAAaIEel (quadratic) wazHensadnu (adversary) N3ngveIAMUIAUTH
nnsaiuuldvnase idenganyu (pivot) wuudu denssduautuivunens
Wszseuagninvesnaliignideneu
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A data structure is a payment plan. This is the idea that makes the second
half of the field cohere. An unsorted array is cheap to add to and expensive
to search: you pay at query time, every time. Sorting it is prepayment — one
large charge now in exchange for logarithmic lookups forever after. A hash
table pays at insertion for near-instant equality lookups but cannot answer
"what comes next"; a balanced tree charges a little more per operation and
answers ordered questions the hash table cannot. Databases call the same
decision an index, and the trade is identical: writes get slower so that reads
get faster (chapter 08). Nothing here is free; you are choosing only the cur-
rency. And the currency need not be time at all — precompute a lookup
table and you have bought speed with memory, which is the space-time
trade in its purest form.

Tassadnetoya (data structure) ABuNUNISHOUT Y lolRatliaanyinliA3anas

5 & v & L o 4 o o 1 o Y a v £ v '
vasavtweniuluiiefies ansisdndelisssaduindeyatnlulagn us
AU (search) w4 AMIIBABUATS (query) YNASILY 138381AU (sorting) i
\@unaufon1satgamin Aeuluajasafeinoul LanAuAISAUKILUY

a =2 1 1Y 1% 1% A R

aan1s7inlunaen hash table 9nenaulddaya lan1sAumanuwiniumnis?
=y v L% 1 o 1 n¥. ¥ = n MYy v L4
Nauniundun uinaumandn "midnluAeeyls" lild dullauga
(balanced tree) ANTIANABNTINTLYITUNININTANUDY UARDUAINNULTIAIAUTN
hash table maulyld grudeyaisenmsdngulasufieanuilinfui (index) uaz

1% a & A [ = £ P V1 - P 1
nsuanlauandenmouiuly Weuthawnelanusrdu (unn 08) ludiezls
Tuiin3 aaudenliuaanaiuiiazdie wazanadunulidnudeadunaifie
91 Ananssaumn gt aundennusnmenileaud dhens
wanfiuserwinanuniuailuguiusansnge

Some costs are floors, not failures of imagination. Any algorithm that sorts
by comparing elements is, in effect, a decision tree: each comparison
branches two ways, and the tree must have a distinct leaf for every one of
the n! possible orderings. A binary tree with n! leaves has depth at least
logz(n!), which grows like n log n. So no comparison sort can beat Q(n log n)
— not one that is cleverer, only one that stops comparing. Counting sort es-
capes precisely because it looks at the values themselves rather than at
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pairwise comparisons. Notice that this is chapter 0l's move — counting
what a procedure can possibly distinguish — aimed at cost rather than at
possibility.
AUNUUNBEI9ABUB VAN (lower bound) lalldmauduinainisdunuinis
Y] Az Aa o v v = = a . X t%
danesniuisasafuAIanNIsiUSsULiBUANNTN (comparison sort) Tagtllauy
AAuliinsAnaula (decision tree) NSIUSHULTIBULAAZATILANDBNEDINIY
wazauliineadiluissiuasuyauiidudgrduidulula ntwuu duldiuvuy
Tuun3 (binary tree) #d n! Tu @neoenetios log,(n!) Balauuu n log n azuulig
. o Y -:i' 1 & (N = 1 dl
comparison sort faluute1vug Q(n log n) 16 dnaainninnludeae duadn
a = a I\ & Aoy . 1 ) a
@niUSeuLiisuminuunvinld counting sort naneenlulansizduuasian
a = =] [ 1 [ | Al ] = [ a LY
9599 unun1siseuiisuilugs dunnindasvinfediuuni 01 — dudn
= v v = 1@ v &, 1%
nszuIunsuilanenuezezlslavng — wsssidslundunuunuanudulyls

And the model leaks. Big-O hides constants, and sometimes the constants
are the whole story: Lipton and Regan named the class of galactic al-
gorithms — asymptotically superior, never used, because the input size at
which they win exceeds anything that exists (2010). Big-O also hides the
machine. Two loops with identical asymptotic cost can differ tenfold be-
cause one walks memory in order and the other jumps, which is chapter
04's floor leaking upward. And worst case is not typical case, as chapter 01's
SAT solvers demonstrate daily. Asymptotic cost is the price on the label;
what you pay at the till still depends on the machine.

o dyolj 1% . 1 1 ay v & a o =
WUUI1a84ii52 (leak) M8 Big-O daur1neill uazunenseAAsntuLiasho
139991930 Lipton waz Regan Asianguilin dane3iiuniuaniin (galactic
algorithms) Aawaniuileninlududuniiu (asymptotic) usiliimagnldass
wszauedunanduusuzuulugiiunitezlsniiegass (2010) Big-0 You
AAs09l39nTU guasgUunTiAunuKUU asymptotic winnwle Aeduduwin
18 wszggunilafumbeanudnsesnuaidiu Sngunselanluun tuAety
Y8IUNil 04 52Tun" waznsalugann ldlunsdinaly egnefidudteyun SAT

~ YV @ (Y] o/ .ooaA
(SAT solvers) Tuun# 01 LLﬁﬂﬂ‘VimuV}mu AUNULLUU asymptotic ABIIAIUU
Uhe AsniAdneasimauniialnesauiufnIaegn
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Connections - 1%aule

Below: 01, which decides what is possible before this floor asks what it
costs. Beside it: 03, which supplies the counting that turns logz(n!) into a
genuine information-theoretic bound. Above: 04, where the memory hier-
archy decides which constant factors are real; 08, where B-trees are a data
structure shaped by the cost of touching a disk; 12, where the training of a
model is dominated by exactly the matrix multiplication Strassen attacked.

Fuane: unil 01 dndwinezlsidulule deunvuilazanuinduliduyusinls tu
Yy = % R T v & a =

19iAea: unil 03 Tinsiuiiuasu log,(n!) iluveuwadmeeijasaumne
(information-theoretic bound) 7939 FUUY: UNTI 04 NAIRUTUNUIBAIINT
(memory hierarchy) @nduinAnsiisilruiinaase unii 08 i B-tree 1u
Tassadrsteyangniudumenunuueinisungian uni 12 inswsuluna
gnATaUILALNITAUVISNGRAIALITUN Strassen LW lauf

v A,

Open questions - A1a1uNg9LUAD

eee.

Is the true exponent of matrix multiplication 2? Sixty years of work has
moved it from 3 to about 2.371 and stalled far above the obvious lower
bound. More broadly: is worst-case analysis still the right instrument, when
the algorithms that matter commercially are judged on inputs that are any-
thing but adversarial? And is the catalogue of strategies above complete —
or is there a fifth idea, as basic as divide-and-conquer, that nobody has had
yet?
\udidsiiuiesavesnsaauavndae 2 wiell wnaulvesnanuwensy
\Fousiuann 3 wegsn 2.371 udrdsegrinsanuauansiidaiausgunn ued
niendntiu — n1siasizsinsdiugan (worst-case analysis) Safuiasesilof
gndesagviseli Tudiedanaifiniiddydmndvdgnanduuudunaitlilfiiu
Ufthsiasdniia uazsenisnagnsinsduasuudaviess vizedeiilaidiodivh

WugIUNee AU divide-and-conquer NgalaidilasAngisiu
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Go deeper - 91Ufid

— Cormen, Leiserson, Rivest & Stein, Introduction to Algorithms, 4th ed., MIT
Press, 2022 — the reference; §8.1 has the sorting lower bound in full (MIT
Press).

Cormen, Leiserson, Rivest & Stein, Introduction to Algorithms, 4th ed., MIT
Press, 2022 — Lau§1989an §8.1 fvaua19ween1sisesdfuLuURNgULUY
(MIT Press).

— Edsger Dijkstra, "A Note on Two Problems in Connexion with Graphs," Nu-
merische Mathematik 1 (1959): 269-271 — three pages, two algorithms, no
wasted sentence (PDF).

Edsger Dijkstra, "A Note on Two Problems in Connexion with Graphs,"
Numerische Mathematik 1 (1959): 269-271 — @uwiin desdana3viu 1yl
Uszlomluuiuilos (PDF).

— Volker Strassen, "Gaussian elimination is not optimal," Numerische Mathem-
atik 13 (1969): 354-356 — three pages that started a fifty-year race
(Springer).

Volker Strassen, "Gaussian elimination is not optimal,” Numerische
Mathematik 13 (1969): 354-356 — a@uWUNNIAYUIUNTUAITUNEIIUIU

AUl (Springer).
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CHAPTER 03

Information & Coding

ANSAUNALAZNISIVISNA

This chapter is the bedrock floor beneath every message the tower moves — it fixes
what a signal is, and how much of one a channel can carry.

uniifenuiutuanaaldntennunienssabes — aseindayein (signal) Avexls
uagaesdyay1al (channel) nidsuunlasnnualuu

How much surprise can a channel carry?

1
1 o =<

Yosduanamidanunanuuszraialalaunnualiu

Before 1948, every engineer working on a noisy line believed the same thing,
and it was wrong. Noise corrupts messages; to fight it you shout louder or
you repeat yourself. Either way you buy accuracy with power or with time,
and the exchange rate looked merciless: to drive the error rate near zero
you had to slow the message near to a stop. Reliability and speed were a
seesaw, and that was simply the nature of physical channels.

1 = a A o 1Y) Ao o . 2 =
naul 1948 IAINTNNAUNVINIUNUAWVIUAEYQIUTUNIU (noise) LYBLALDU
[ A a LY v v U= v v o X
flunun uazWeiin duaiasuniuiadeanulindsvie sxdnremslnudigu
wsanag naluuimuAstennuulug 1A IENAN LR 8AIELIAT LAZERS
waniasuliusiillas — aznadnsianuianain it lnaaud feawmiag
donnuauieungails avainteiie (reliability) fuainusitiegauazdi
289l3inTzAN LAZUUADSITNYIRVOIYDIAEYIUNINIEATN

Then Claude Shannon, at Bell Labs, published a paper in two parts, in the
July and October 1948 issues of the Bell System Technical Journal, and the
seesaw broke (Shannon, 1948). Every channel, he proved, has a number at-
tached to it — its capacity. Send at any rate below that number and you can
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push the probability of error as close to zero as you like, without slowing
down at all. Send above it and nothing saves you: not more power, not more
repetition, not any coding scheme anyone will ever invent. Not a seesaw. A
speed limit, with a free lunch underneath it.

Tfinsganstiusinasile Claude Shannon 71 Bell Labs ffiuviiuiosasanialu
atiuinaunsngInuLaznaiaut 1948 ¥a Bell System Technical Journal
(Shannon, 1948) lwigawidvndesdyauiisiavindaumilai — Ay
sfosdtusunas (channel capacity) dadedaslafiniui drndn faavi AMNA
anuinaziluvesanuianainlilnagudvinlsnld lnglidesirasasdnia
dududaviu liferlsteanld lideziuwdsnu unsyadh o33
15Wa (encoding) uwuulaiilasazAnduladluounan lilgldinsyan uiduda
Saiamu iiveanigeustdndld

To get there, Shannon first had to say what a message is.

n119z1UA99A1U Shannon Aasuenneuindeninudossls

Information is surprise, not meaning. His second paragraph throws away
the thing everyone else cared about: "These semantic aspects of commu-
nication are irrelevant to the engineering problem." What matters is only
that a message is a selection from a set of possible messages, and the engin-
eering job is to reproduce the selection at the far end. That reframing gives
the unit: "If the base 2 is used the resulting units may be called binary digits,
or more briefly bits, a word suggested by J. W. Tukey." One fair coin flip is
one bit; one fair die is about 2.6. A message you could have predicted car-
ries none, however long it is, and a message you could not carries a great
deal, however short. Entropy — Shannon's H — is just the average surprise
per symbol from a source. Harry Nyquist and Ralph Hartley had circled this
in the same journal in 1924 and 1928; Shannon closed the circle by making it
a measure.

asauwma (information) AeAuuszuaiala lldanumnung gentinnideuss
LW LI UNIFINAUBUNINNITUITUIAN — "WIYUITIANANNY (semantic) a1l
vasn1sdeansldingavesiulandnisidinssy” NdrAgtegrauien Asdeninu

33


https://people.math.harvard.edu/~ctm/home/text/others/shannon/entropy/entropy.pdf

INFORMATION & CODING

= A A v P 1% a A v A &
nilsRanisidanangatennumdululd uazsnuvedimnsheadenisidentiu
dg{ |dl |d’l 1 > " ¥ %4 1 dl 4
Julninuanens nseulniilaasanuiesineenu — "d1ldgiu 2 viheilday
\59n71 binary digit ¥Sai5andus 31 bit @191 J. W. Tukey 1uauiaue” lou

= a & vy & a . + ) % a
isByInsslansslaniladn (bit) gnisiniisansamilagnlasnd 2.6 On
%4 lﬁl v ] v 4 1! < £ 4 tdl 1 b4
Yaanunmelaegudililvezlsias srualuunniu demnunnmelulaliuin
14 1 < ) % = 1 a
duualuunaiu oulnst (entropy) — A2 H w89 Shannon — AvA1RABAMY
Usgnanalasiadydnualnillafinannunastoyanilaunas Harry Nyquist uay
Ralph Hartley quseuleaifeiilunsaisieiiuniuaniioV 1924 uag 1928
Shannon Yaealensyinliduinle

Entropy is the floor of compression. Once surprise has a number, the num-
ber binds. Shannon's noiseless coding result (Theorem 9 in the paper) says a
source of entropy H cannot be encoded in fewer than H bits per symbol on
average, and can be encoded in arbitrarily close to H. English is nowhere
near the 4.7 bits per character that a 26-letter alphabet would allow,
because letters predict each other — q is followed by u, and you already
knew how this sentence would end. That gap between the alphabet's capa-
city and the language's entropy is exactly what every compressed archive
eats. Compression is therefore not a trick performed on data; it is the re-
moval of predictability. Which explains two things everyone has noticed: a
compressed file does not compress again, and truly random data does not
compress at all.

woulnsDAeiutuavgauansiusa (compression) wonruUssvaaladi
fatauAINy ﬁ’JLﬁ“U&UﬁQﬂﬂﬂ naawsnsitsianuulsdyausuniIuves
Shannon (Theorem 9 TuiiUe%) vanduvasdoyaiifioulnst H iirsalsiv
171 H dndedudnuallaendsllld wasdsialilng H ldunnwinfidesnis
awdanquegrneann 4.7 Sadefidnwsiichdnes 26 fallavedliegun
nsEisnusiueiues — q mudie u wazamdetieundrinuselenaila
auegsls Yesinseminanuguesiidnysiueulnsluesniv Aededilng
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Fudannlndaudnly msdusaddlilinaiidufivieya udfenisganinuil

nldoeniis Tsedursasatesiinnauasion — Inditusaudatudianlaily

wazdoyadiduaies duliasas
Capacity is a speed limit, and redundancy is how you drive at it. Shannon's
noisy-channel theorem (Theorem 11) is the free lunch stated formally, and
Theorem 17 puts a number on it for the commonest case: "The capacity of a
channel of band W perturbed by white thermal noise of power N when the
average transmitter power is P" is C = W log(l + P/N) bits per second (BSTJ
27, no. 4). Note what this licenses. Repeating a message three times is re-
dundancy spent stupidly — it triples your cost for a modest gain. Shannon
proved that redundancy spent cleverly buys near-perfect reliability at al-
most no cost in rate. He did not, however, say how. His proof shows that
good codes exist by showing that a randomly chosen code is probably good
— an existence proof that handed engineers a construction project lasting
fifty years.

A A o w < % v A ad o v A O
AUYABTATINIAAIINGT AMUGIFOU (redundancy) AeasdulinUntY
= 1 Y dld o = =

N B UNYIdnyuNNdyIAIUNIUYBS Shannon (Theorem 11) ABvadns
dl = % 1 [ 1 % dc} 1 d'
masuliagraunienis uaz Theorem 17 ladavlvinsalnnuuesnan —
"A71UYUDITRIA YU IUAIIND W Nignsumulaedayaiasuniuaiiuieud
9172184 N Iannasdanaehe P Aa C = W log(1 + P/N) Unsiaauni (BSTJ 27,
no. 4) #&nnindeililanialiesls wadearutraiuasinaldmuidousyi
L9 Auyuaainuaniilsiiaiies Shannon Agatinauggauily

1 g 1 d'l = d' = s 1 (3 1
agnandaauYeteniiovanysaluuvanlalaeunuliidesnsag uea
waldlduanininegndls uniigauvesuuanainsianfliogass ArenIsuans
FISRANNBUNMUUFNUNIIEA — UNNFLTaTaEa3 (existence proof) Ny
Tassnisneasrseninauldieieins

The construction project. Richard Hamming had a personal stake. Working
weekends on Bell Labs' relay computer in 1947, with no operator present, he
would submit a job on Friday and return Monday to find that the machine
had detected a card-reading error, dumped his work, and moved on. Twice
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in a row. "Dammit," he recalled thinking, "if a machine can find out that
there is an error, why can't it locate where it is and change the setting of
the relay from one to zero or zero to one?" (IEEE Computer Society). The
answer became the Hamming codes (BSTJ 29, no. 2, April 1950: 147-160) —
parity bits arranged so that the pattern of failed checks spells out the posi-
tion of the flipped bit in binary. Detection had become correction.

Tassnsnoaisetiu Richard Hamming fiiFesdrusadnee U 1947 wivieu
inderfindfuniesinuanuuuiiadues Bell Labs Tnglifidmwiiiiauaudn
au deudnlutuans nduaniusunifinuinasesiudefianaialuniseu
sl Heuveden udnduniinde aesnssiniu "wlade” wndrihAauuy
i "Fuasesnmeindiderianaiald vluiuGamnsumisiifaudauasud
Siadanuiladuguiviequdiuniaedlailéas” IEEE Computer Society) /1
pounateltu Hamming code (BSTJ 29, no. 2, April 1950: 147-160) — UAWN
3% (parity bit) 1adsdlausUnuureinIsnTndeUiduvaaznaRIuMLIUe
dnfinansanuiuiavgiuans 1501930 (detection) nanerdunsudle

(correction)

Then the codes got good. Reed and Solomon's 1960 construction over finite
fields (Journal of the SIAM 8: 300-304) survives bursts of damage rather
than isolated flips, which is what deep space demanded: JPL launched Voy-
ager 2 toward Uranus knowing its Reed-Solomon decoders did not yet ex-
ist, "gambl[ing] that by the time Voyager II would reach Uranus in 1986, de-
coding algorithms and equipment would be both available and perfected.
They were correct!" (NASA TM 102162). Robert Gallager had meanwhile in-
vented low-density parity-check codes in his 1960 MIT thesis, published
them in 1962 (IRE Transactions on Information Theory 8: 21-28), and
watched them vanish — too expensive to decode on the hardware of the
day. They were rediscovered by MacKay and Neal in 1995-96, alongside the
turbo codes of Berrou, Glavieux and Thitimajshima (Proc. IEEE ICC, 1993),
and the wall Shannon had drawn was finally reached: by 2001 an irregular
LDPC code came within 0.0045 decibels of capacity (Chung, Forney,
Richardson & Urbanke, IEEE Communications Letters 5, 2001). Your phone
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uses both descendants — LDPC for 5G data channels, and Erdal Arikan's po-
lar codes, published in 2009 and standardized within a decade, for the
control channels.

AntusWaRAsTY nMsa$19uas Reed uag Solomon Tuil 1960 vuilassia
(finite field) (Journal of the SIAM 8: 300-304) Muarudsmsfiundugag
(burst) TailauAdnnaninens Sadudsiieanarasanisendes JPL Udosenu
Voyager 2 sjanngustiavsfisnnansita Reed-Solomon vassiudislaifishnu Ty
"wifuindiofananii Voyager Il lufsamgisialull 1986 Sane3iuuazgunsal
neaswasznieuldnunazanysninda dawaniwdngnl” (NASA TM 102162)
szwdwaﬁu Robert Gallager An low-density parity-check code (LDPC) %ublu
Fnerlnusa MIT 3 1960 ARuwlul 1962 (IRE Transactions on Information
Theory 8: 21-28) udBugiiuaamely msznoasiaunaiusnsauasyati
MacKay uaz Neal yasiutiusnlnailull 1995-96 wiouiiu turbo code vos
Berrou, Glavieux wa Thitimajshima (Proc. IEEE ICC, 1993) LLazﬁﬁLLWQﬁ
Shannon dial3fgnuneddluiian — n1eull 2001 LDPC wuv irregular 1dnlnd
mmqmﬁaszw 0.0045 %Lua (Chung, Forney, Richardson & Urbanke, IEEE
Communications Letters 5, 2001)Imsé’i’wﬁmmﬁ;m‘lﬂ’j’mmwﬁgﬂﬂmma —
LDPC dusutesdoya 5G uag polar code ¥4 Erdal Arikan AWNWU 2009 11
Wuwnesgruneludul dwiudesnivau

And the floor's silence is its leak. Everything above is indifferent to what a
message says. Shannon's disclaimer was a precondition for the theory's
power, not an oversight — but it means this floor can price the transmission
of a diagnosis and of a spam message identically, and has nothing to say
about which was worth sending. Every floor above pays for that silence in
its own currency: cryptography (11) must add who sent it, databases (08)
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must add what it means, and machine learning (12) spends its whole exist-
ence trying to recover meaning from statistics — while quietly using
Shannon's entropy as its loss function.

AMUREUYDITULARTE8TT (leak) Vaatiutes negtssuliiaulainteniu
wadrezls AufiasanusuAnyauves Shannon Wukeulunisulusenas
voge]) hildn1suesiiu — usndainguinisanisdanaidadalsauingu
nsdsdennuauu uazyalilddnarirduluudunasads natunievuludie
AIAUREULMEENARUVBIFILEY — INYINI5INAAU (cryptography, Ul
¥ a 1 [ 1 £ P v a 1w 1

11) eiininlasiluauds grudeya (Unil 08) Aeufindindununeanuineyls
waz machine learning (un# 12) li¥innadinlaganununenduainaia —

v o v = <, .
wiauduueuldioulnstues Shannon tUu loss function

Connections - 1%a3la4

Beside this floor: 02, whose Q(n log n) sorting bound is this chapter's count-
ing argument in disguise — logz(n!) is the number of bits needed to name
one ordering. Above: 09, where TCP builds reliability out of an unreliable
channel — the same bargain, made at a higher floor; 08, where compression
and checksums guard stored data; 11, where a cipher's strength is counted
in bits; 12, where a model that predicts the next token well is, by the
argument above, a compressor.

Y v = ~ = ' = o w A v v v oA
YuLaLAB: UNA 02 Fewauais Q(n log n) Yeen1siSesdnufatelaudeises
) A ) A o A oy 1] o w =

N15UUYEIUNUNUEIFINT — log,(n!) Aedruiudnndedldssyaaunilawuuy
& a P ' 1 ' ) R
YUU: UNT 09 71 TCP Aomuuiafeduaintesdyyiuinliuliiens 1o

= U o dl gj 1 dl dl = % b2 v dl %
AnadALIAY YINTugenin unil 08 in1stiudauay checksum i dayanin
< 14 A A < 1 . v [ a a Al =
nuld uni 11 ARuudannsawed cipher duiudude uni 12 Alunadenie
Tnauaaldlan audslduditnsnunnafiidusnsiinis
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Open questions - A1aundanag

Shannon deliberately excluded meaning — and no accepted theory of se-
mantic information has replaced what he set aside, though the question is
now live again because language models make it practical. Is compression
the same thing as understanding, or merely correlated with it? And on the
physical side: how close to capacity is close enough to stop, given that the
last fraction of a decibel now costs more energy in decoding than it saves in
transmission?

Shannon @iaAAvNE (meaning) aanlulasddla — uaedslaifingus
AsALWALEIANUVING (semantic information) AldFun1seanFuItauMY
Asiiuneiield wisnwilenduainidindnadunsslunantuviliiuld
1§39 nsfudnfedufeatuanudnle wdeudduiusiuaee uagluu
nunm — IndanuqualudaSeninlndneiiosuge luidendiuamuden
anvhenauiinundsnilunsoeasiaunniniivssudaldnouds

Go deeper - 91Ufia

— Claude Shannon, "A Mathematical Theory of Communication," Bell System
Technical Journal 27 (1948): 379-423, 623-656 — still the clearest exposition
of its own ideas (PDF).

Claude Shannon, "A Mathematical Theory of Communication," Bell System

Technical Journal 27 (1948): 379-423, 623-656 — famadunisasune
logvasialosndniauiign (PDF).

— David MacKay, Information Theory, Inference, and Learning Algorithms,
Cambridge University Press, 2003 — free from the author's site, and the
book that connects this floor to chapter 12 (inference.org.uk).

David MacKay, Information Theory, Inference, and Learning Algorithms,
Cambridge University Press, 2003 — W%mnﬁﬂmﬁ‘um@l‘ﬁﬂmm uagtdu
nilsdeNWongutignnuuny 12 (inference.org.uk).
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— Richard Hamming, "Error Detecting and Error Correcting Codes," Bell
System Technical Journal 29, no. 2 (April 1950): 147-160 — the first working
answer to Shannon's existence proof (scan).

Richard Hamming, "Error Detecting and Error Correcting Codes," Bell
System Technical Journal 29, no. 2 (April 1950): 147-160 — A1noUNEIU
lAa3etunsnAauNiigalifediogasevas Shannon (scan).
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CHAPTER 04

Computer Architecture

donUngnssunaunanes

This chapter is the floor where physics becomes logic — the lowest floor this book
visits, and the one every floor above it stands on.

Ay & daa o [J ) 1 a L =t =2 [J Y A )
unilAetunildndnateilunssne — Juaraanniiidaauiiasluia waziugunynau

wiledulugusguu
How do you get arithmetic out of electricity?

Auavatinaanu1an N laagnls

A single Nvidia Blackwell B200 processor holds 208 billion transistors. A
transistor does exactly one thing: it conducts, or it does not. It cannot add.
It has no notion of a number, or of quantity. Yet somewhere between that
switch and the arithmetic running underneath this sentence, meaning ap-
pears — and it appears in no component. This chapter is about where it
actually is.

Tuswawwes Nvidia Blackwell B200 fiifigniins u@aines (transistor) 208
billion & nsuTamesiilaedraden Aevlnn wieldih duvinaaluddu
LifianuAnEesiiavdeuiinueglusiasdnin udseninsaindaatuiu
invasinivieuegldussleni aArumnendulnatuan uazduldlodlutu
dndlwuaedndu uniiideiuegnsslmuiun

The answer is composition, and it is older than the computer. In the mas-
ter's thesis he submitted to MIT in 1937, Claude Shannon showed that the
two-valued algebra George Boole had built to formalize logic described,
exactly, the behavior of circuits made of switches (MIT's copy). Two
switches in series are AND; in parallel, OR. That correspondence is the
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hinge of the entire tower: a circuit can be designed as an argument rather
than tinkered into working. After it, the climb is short and mechanical. Five
gates — two XOR, two AND, one OR — make a full adder, a circuit that adds
two bits plus a carry. Chain sixty-four of them and the machine adds sixty-
four-bit integers. Nothing was introduced along the way except arrange-
ment. Arithmetic is not in the electricity. It is in the shape.

AmaUABN1SUTENBUAU (composition) LazdutnLANIIABUNILADS T
IngtnusUseyey1lni Claude Shannon gl MIT Tud 1937 wnansin
= a 1 dl ¥ d’{ dl o t 4 < £ a
WYANAADIAIM George Boole a3193uiavinlinssneiluguiiy a5uie
wgAnssuveNasiassanainglansaly (Fuatuves MIT) @ndaasiise
= 1 = 14 cglld U
aunsuAa AND #iauuIuAD OR ANABAAABINABUILNUYBIMBABY (tower)
NI%A1 299590 99nuuU Vulugruzdaldudamilela uwnunsvasidnassgnau
THuld ndsantiunstuidunazidunalndiueg tnanssng (logic gate) 111672
— XOR @846 AND @461 OR %ilsi1 — Usznaudwlulsasuinuuuiu (full
=& W a v v v = =) 1w 14 Y = 3
adder) %ilai2 vandnaesdanummednuilana renudilu 64 @ w3esiuan
drawiu 64 Jald szwinamnelaifioslsgnidudrunusnainnisdaites
waginlildeglului dueglugunse

The second idea arrived in a document nobody finished. In June 1945, Her-
man Goldstine circulated twenty-four copies of a 101-page draft by John
von Neumann, the First Draft of a Report on the EDVAC (scan). Its central
move — the stored program — was to keep a machine's instructions in the
same memory as its data. This sounds like a filing decision. It is the reason
the upper tower exists: if a program is just numbers in memory, then a pro-
gram can read, write, and generate other programs — which is what every
tool in chapter 06 does. It carried von Neumann's name alone, and caused
sixty years of argument: J. Presper Eckert and John Mauchly held that the
idea came out of group meetings at the Moore School, and the report's wide
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circulation later counted as prior art that helped invalidate the ENIAC pat-
ent in 1973. The lesson survives the quarrel: the machine's most
consequential feature was a decision about what to not keep separate.

lawfefigasnanienansitliflandeuau oufiquisu 1945 Herman

Goldstine uandned1iun 24 yAvess1e 101 wihii John von Neumann iy
%o First Draft of a Report on the EDVAC (aunugiuativ) ununansvessiuie
TWsunsuifiulumiseanusa (stored program) — fusdaasedliluniae
mnusfeuieafuteya MguieundnisdndulaiFesdafiuienans ustude
wamaiivensstuuuisnuaiiedld drlusunsuduuaguarlumiseninus,
Tsunsufen 1Wou uazadrsTusunsuduld Jesdedeiinsasiionnduluuni
06 %1 Lonansiiasie von Neumann sgauiien uagdensldidese 60 T J.
Presper Eckert uaz John Mauchly Sudiuinleifisiieaninainnisuszyunsa

L Sp

Moore School wagmsuandngienansusanisseungniuidundnguadnd
wAeu (prior art) NvaelansUns ENIAC Wuluaylul 1973 uniSeusenann

1
o =

nsnzianziuunld auautind dyngavesasesdonisinduladnag T uen
azlsvanainiu

The third idea is the one that gives this floor its name. On 7 April 1964 IBM
announced System/360, a family of machines of differing size, speed, and
price built to run the same programs. Gene Amdahl, Gerrit Blaauw, and Fre-
derick Brooks defined architecture as "the attributes of a system as seen by
the programmer, i.e., the conceptual structure and functional behavior, as
distinct from the organization of the data flow and controls, the logical
design, and the physical implementation" (Amdahl, Blaauw & Brooks, 1964).
That distinction is the floor's surface. An instruction set is a contract: the
hardware promises what each instruction means, and promises nothing
about how it will keep the promise. Behind an unchanged contract, engin-
eers have replaced nearly everything — pipelining instructions so several
are in flight at once, executing them out of order, guessing at branches and
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rolling back wrong guesses. The programmer's side of the contract never
mentions any of it. This is why software outlives the hardware it was
written for.

loweitanuielodeilndonutuil Tufl 7 wweu 1964 IBM Uszmadagh
System/360 msgnalATaafiuIn AIILET LagTIAaiY uhad1aniEy
TUsunsuyaiiaafiule Gene Amdahl, Gerrit Blaauw wag Frederick Brooks
figna architecture 1o "AuANvAETRITTUUMMTTUSWNSIMB TD AT
nanfelassaihaduufnuaznginssudamiii snsainn1sdanis data
flow wALAITAIUAN N1TBNUUULTINTINY Uazn s lUUfURaSImanenIw”
(Amdahl, Blaauw & Brooks, 1964) AMUANSURBRAN (surface) Yot YAAN
&4 (instruction set) nilsyndio dnynyn g3 itdduaiousazi
wnedserls waglifyandniinesshudyatude3Sin nddyanitll
ineaeuatuiiy ssrsrafvslflJ?i'auLl:l/ru‘lqﬂaﬁha — 41 pipelining riddunses
vanesegseninediunsndouiu dniuuend @i nmanenves
TWsunsuuazdounduidiowmniin fdusunsuwesvesdunilisedadeanani

o o

%

e HremawafivenidufegliutunirensauasiidugniBeutuanls
But the contract has fine print, and the fine print is where this floor leaks.
In 1995 William Wulf and Sally McKee published a two-page note called
"Hitting the Memory Wall: Implications of the Obvious". Their arithmetic
used numbers everyone already had: memory was getting about 7 percent
faster a year, processors about 80. Compounded, that gap projected an av-
erage memory access costing roughly 99 processor cycles by 2010 — a ma-
chine spending most of its life waiting. What has held the wall back is not a
theorem but an empirical regularity: locality. Programs touch the same data
again soon, and data near what they just touched. So architects built a hier-
archy of small fast memories in front of large slow ones and bet on that
habit — the most exploited empirical regularity in computing, and it usually
wins. When it loses, two loops identical in logic — same operations, same
results — can differ enormously in time, for reasons the instruction set does
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not mention and the source code does not show. Knowing that such a gap is
a memory problem, three floors down, rather than an algorithm problem, is
a large fraction of what practical expertise in computing means.

fiuiish Tl 1995
William Wulf uag Sally McKee ANNNUUNdudosniinde "Hitting the

deyeuniiaviladedian uazduilideduaniudege

Memory Wall: Implications of the Obvious" La%ﬂﬂimaamﬂwﬂ%ﬁ'sLa%ﬁnﬂ
auflogudn miheanusiitusitag 7 Wefdud Wawawesirtusn 80
wWesidud wenuduiuly desiniiviunedinielud 2010 msidndemiae
anusilagaagaziu cycle vaslusiwawaslusn 99 cycle — 13aiildTIn
dnilvaflufiunisse AsdifumunaidBlilinguiiun uddeanumiiaueids
Usedndodnanils fe locality Wsunsusinunedeyaiudilunanliuiu uag
unztoyafieglndiudsiiviaunglu anuiindensdidudumissausi
(memory hierarchy) fifimirganusnudniogutimineanusivgd waz
wiiufuiifetu — anumhiaedasedndiignldusslomiinniigaluaenis
Aew DS wazsiulinagwue esuuW guassguitnssnemiioudiuly —
UftRnaieiu nadwsiAeatiu — erefunaidisiuamana femguad
instruction set laiynfs uazwasaldnliuandliiiiu nsdivesitauvuiiudy
JaywiFes mieanudn feganasluadu lildtymisessanesiiu Aennu
Fonadafitanlnglunnisaouiunes

The last idea is that this floor stopped being free. Gordon Moore's 1965
magazine article observed that the component count on a chip was doub-
ling every year, a rate he revised to every two years in 1975; the famous
"eighteen months" appears in neither. What made shrinking transistors feel
free was a second rule from Robert Dennard and colleagues in 1974: scale
dimensions and voltage together and power density stays constant, so more
transistors cost no more heat (Dennard et al., 1974). Around 2005 that
stopped working — voltages could not keep falling without leakage — and
the whole tower felt it, because for four decades every floor above had been
getting faster while doing nothing. Architects responded by spending tran-
sistors differently: first on more cores, then on chips that do less but do it
better. Google's first Tensor Processing Unit, described at ISCA in 2017,

45


https://dl.acm.org/doi/10.1145/216585.216588
https://dl.acm.org/doi/10.1145/216585.216588
https://hasler.ece.gatech.edu/Published_papers/Technology_overview/gordon_moore_1965_article.pdf
https://hasler.ece.gatech.edu/Published_papers/Technology_overview/gordon_moore_1965_article.pdf
https://faculty.sist.shanghaitech.edu.cn/faculty/zhoupq/Teaching/Spr17/Dennard-jssc1974.pdf

COMPUTER ARCHITECTURE

dropped nearly everything a general processor offers and reported, on its
intended workload, 25 to 29 times the operations per watt of the contem-
porary Nvidia K80 GPU and 41 to 83 times a contemporary Intel CPU — the
spread depending on how power is accounted (Jouppi et al., 2017). John
Hennessy and David Patterson, who received the 2017 Turing Award for the
quantitative approach that made such comparisons possible, called the res-
ult a new golden age for computer architecture. Note what changed: speed
used to arrive from below as a gift; now it is negotiated.

I v
v

lowregavnefeduilianWiuds unarululinealst 1965 ves Gordon Moore

€

Funmihduutudmuuiviuduasavimnd Samituiidunnassdlud
1975 dudilasisedne "Bununiiiou (eighteen months)" laiusinglunisaos
atu Asfivihldnisdensiudawmes $8n wilouns AongBndaan Robert
Dennard waziieusausilul 1974 — devurauazussiulwlundoudu A
mnuuesidsivazasi nsudanesiinutuivlifuauouiy
(Dennard et al., 1974) 5198 2005 ngiingaldle — usadulwandelulallddn
Tagliiianisilnavesnssua — uagvonouvandsidndasiu insznaond
NAISTY ﬂﬂ%y’umﬁa%uvlﬂﬁrﬁuﬁaaq Tﬂﬂ"l;ié\'mﬁ'm“"lﬂaa ganuiinnaunie
nslimsudamesiuluniedu dousnAoiiusuaunes (core) Mniuluaigudi
vialdtiosaudvinléaau Tensor Processing Unit §ausnwed Google #
usseneliluanu ISCA B 2017 Faunuynegsiiluswage s luiifalu uag
891U vuuiinelaliturh sulisunuufiBnsdetafunnndi Nvidia
K80 GPU sauaile 25 814 29 1111 wazunnndn Intel CPU sauasie 41 919 83 11
— Gu"mﬁﬁmﬁ'u%uagjﬁuﬁ%ﬁuﬁﬂé’ﬂw (Jouppi et al., 2017) John Hennessy uag
David Patterson £3us19¥a Turing Award T 2017 97nuuImadeUsanmil
vilinsisuitsuuuuihSululy Sennadnsiiganedmives
anilnenssuneuiames dunedsiiisuly — anudnasunanduddly

FIULUDIVIY noULlUADDTNDN
The people are unusually entangled with the ideas. Amdahl architected Sys-

tem/360 and then left IBM in 1970 to found a company building machines
plug-compatible with the very contract he had drafted — the architecture
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outlived its author's employment, which is the strongest proof it was a real
interface. Dennard invented the one-transistor memory cell in 1966 (patent
granted June 1968) and then wrote the scaling rule that let processors out-
run it: one man is responsible both for the memory that is too slow and for
the reason it matters.

gruiiuiuledemaniegnsiinuni Amdahl iuaniuiinues System/360
wazaneenan 1BM 1ud 1970 ludsusdnasansesiidniuldlnenss (plug-
compatible) Audyaatiufigaesndld — architecture aglduruninindu
winuvesgideuiiues uastuAeuniigaifintinuiuiigadniude
Sumesineiifiogass Dennard AnAuigadvtisausUUNTIUTaMeSAe
Tud 1966 (Andtnslésuayiitfiguisu 1968) wazdvungnistovuaiiviili
Tusiwawoimsaniiiuly auaudsrfuiaveunamhmusiiiguiuly
wagRNATISLAETY

Connections - 1%aula

Below this chapter, in this book, there is nothing — 01 through 03 are about
what can be computed and what information is, questions that hold for any
machine or none. Above it, 05 takes this single machine and makes it be-
have like many, using the protection and timer hardware this floor provides;
06 turns the instruction-set contract into something a person can write in.
Chapter 02's cost model quietly assumes memory that answers in constant
time, which this floor does not supply; read the two against each other and
the disagreement is instructive. Chapter 12 is where specialization now
points, and chapter 14 asks what the energy wall does to all of it.

Taunilluniledarauilluiiaz]lsdnuds — uni 01 89 03 IAreRanA1uIule
wazarsaumaneazls Aarumduassludnaziduasasluunselufinsaaay
1 a A a 1 ° Yo o W p= a 2 P
witladulU uni 05 e Asaafertuvinlrtuvindwmiisulinatanses laald
P & ) v W oS8 XA ) a a o . .
gniawrsasiuuazidunainsuiduli uni 06 wWasudyey instruction
v & a o a [ ¥ a Al ' °
set Tidudsnaudeuld lumadunuuasuni 02 wevauuRimiennud
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v dl d! 5 LA [ v 1 = - L% 24 gj v
MaUMLIA1IAIN Fatuillilaln suassuNReuiu A udaLdsiuaausslsla
a a a o w 1 X a I o
unil 12 Aegaiinisiawiznamasyalunaudl uazunil 14 aau3nfuna
WA (energy wall) agsireglsAunanunail

Open questions - A1auigalnag

Is a fixed instruction set still worth its cost, when the workloads that matter
change faster than chips can be designed? If memory is the bottleneck,
should computation move into memory instead of data moving to the pro-
cessor? Speculative execution bought decades of speed and then turned out
to leak secrets across the security boundary chapter 11 depends on; can a
machine be fast and honest about what it is doing? And after specialization,
what is left for a general-purpose computer to be?

. . a v v Y Y LY i & Ao o a <
instruction set NnefagaRuauyuvesiueglny lullsnundAyuasns)
n1M3UITeRnLUUTL AullsaNdIAenswIn nsAulnmsiiedilley
Tuniheanudn wnunaglideyadelunlusiwaiwesniailan speculative
execution aauisaunlivarsdul uaznanaiduindusianudutiu
o A = 1 & < A o ed A o

WIULAUAUURBAREIUNT 11 NW1aY — 5099zt Inaztedndiseeiiu
mawieglunieudulaluy uazudsnisianiens ezlsazinaslinouiames

¢ & Yy
awnUszas Wuldsn

Go deeper - 911619

— John L. Hennessy & David A. Patterson, Computer Architecture: A Quantitat-
ive Approach, 7th ed. (with Christos Kozyrakis), Morgan Kaufmann, 2025 —
the book that made architecture an experimental science. Publisher.

John L. Hennessy & David A. Patterson, Computer Architecture: A
Quantitative Approach, 7th ed. (with Christos Kozyrakis), Morgan
Kaufmann, 2025 — nifadiefivinls architecture naneiduinenmansida
NAaos dnNuW
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— Gene Amdahl, Gerrit Blaauw & Frederick Brooks, "Architecture of the IBM
System/360," IBM Journal of Research and Development 8, no. 2 (1964): 87-
101 — the paper that defined the word.

Gene Amdahl, Gerrit Blaauw & Frederick Brooks, "Architecture of the IBM
System/360," IBM Journal of Research and Development 8, no. 2 (1964):

87-101 — Wiesifeumiitun
— William A. Wulf & Sally A. McKee, "Hitting the Memory Wall: Implications of
the Obvious," ACM SIGARCH Computer Architecture News 23, no. 1 (1995):
20-24 — two pages, thirty years of consequences.
William A. Wulf & Sally A. McKee, "Hitting the Memory Wall: Implications
of the Obvious," ACM SIGARCH Computer Architecture News 23, no. 1
(1995): 20-24 — @osntn @uAUTUUAINATNIRINUN
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OPERATING SYSTEMS

CHAPTER 05

Operating Systems

sEuUU{URNIS

This chapter is the floor directly above the machine — where one processor is made to
behave like a room full of them, and where the machine stops being something a
program owns.

unilfetuinieegiiloniniestuinlnenss — NElUswaesAuRgIgnYinliing,
IS IS e 4 o <& a < wa <%
willauliegiRavios uasnduasesdniluantfveddusunsulalusunsunis

How does one machine pretend to be many, safely?

= = Y o & & 1 o 14 1
LAIDILAYA LLﬁS\'i‘VI']L‘U‘L!'Via']‘c’lLﬂiﬁ]\?@ﬂﬂ\iﬂaaﬂﬂﬁﬂﬂﬂﬂqﬂii

Between June 1985 and January 1987, six patients treated with a radiation
machine called the Therac-25 received massive overdoses; at least three
died. The machine was not broken in any way an engineer could see. Its
predecessor had carried hardware interlocks — physical devices that made
the dangerous configuration impossible — and on the Therac-25 they had
been removed, because software would check instead. Nancy Leveson and
Clark Turner found that the software checked, but that two of its concur-
rent tasks shared variables with no synchronization, so an operator typing
quickly could change the treatment mode after the check had read it and
before the hardware had finished moving (Leveson & Turner, IEEE Com-
puter, July 1993). They also record what the machine was running on: "The
system is not built using a standard operating system or executive. Rather,
the real-time executive was written especially for the Therac-25" — by a
single programmer, in assembly language, over several years.

sENINAUliguIy 1985 BaunsnAu 1987 {UhennAuninwmeinIasmy

$98%0 Therac-25 la5usadiiuauInog193UIse agetaua AT In 67
< My aa < v & T Y o = s s

wissliladslunuumimnsusaiuld insesgunsunthiinalndenaisauas
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(hardware interlock) — gUnsaivanenwdivinlinisradsunmeiiatulails
— uarlu Therac-25 gunsalnantugnaenaan wseagliveanduasnsivaou
unu Nancy Leveson wag Clark Turner Wu31waWALISASIVE0URTI WA
(task) Aiviarundeutuassildiuussmiulaglifinisdalaslug fUida
i adasulnanisinuld vinisaseaeusiualuuga usdeu
m%mms‘mﬁauﬁm‘%a (Leveson & Turner, IEEE Computer, July 1993) ﬁ’jdﬁm
detuiinlideinasesiusguueyls — szuuillildadretudessuy
UfTRn1su3e executive 1NASEIU WA real-time executive gnideutusnianiz
@113V Therac-25" — Iaglusunsuiuainuifie WeUmMEN¥ILoaIgUUE
nasALIAIanel

That last sentence is the reason this chapter exists. An operating system is
not a convenience layer. It is the accumulated answer to three problems
lethal to solve again from scratch: how one machine is shared, how concur-
rent things stay coherent, and how anything survives being switched off.
Remzi and Andrea Arpaci-Dusseau call them virtualization, concurrency,
and persistence (Operating Systems: Three Easy Pieces). The unifying idea is
that an operating system is a machine that lies, carefully: every service it of-
fers is a falsehood about the floor below, maintained well enough to be
relied on.

Uselengavinetufsimnnanuniliiog ssuuUuinis (operating system) laila
FUSTUIBANMUAZAIN HUABAMDUATALYDIUUMAINTDNOUATIVDINIENIN
AoauAlniandud — inseufergnuusiuldegnals danviaundeuiung
1% P a = .

Aanuaenrasdliodnsls uazezlssenainnisgnUnAsed Remzi uag Andrea
Arpaci-Dusseau 158n@1u99171 N1svialiau (virtualization) N15vN9UNSau
il (concurrency) LLam’ammagj%m‘t’J’@ga (persistence) (Operating Systems:

. a Ay t4 Y v LY | a wa 13 & A
Three Easy Pieces) lofanisagianuaidnaiaiufe szuuujiinisidunsodd
Tnunegesziinseds usnMsynegeiliudusfeadumaieInugudans
Snunlidweasiannla
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The first lie is arithmetic. Your laptop has a handful of processors and is
running hundreds of programs, each written as though it had a machine to
itself. The operating system multiplexes: it runs one program for a few mil-
liseconds, saves every register, loads another's, and lets a hardware timer
interrupt it so that no program can decline to give the machine back. The
larger lie is about memory. The Atlas machine at Manchester, running in
1962, introduced a "one-level storage system": programs addressed a store
far larger than physical memory, and hardware quietly moved pages
between core and drum (Kilburn, Edwards, Lanigan & Sumner, 1962). Every
process since has been handed the same fiction — virtual memory, as every
descendant calls it: a private address space, starting at zero, that appears to
be all its own. Two programs can both hold "address 4096" and never meet.

milnvnusnAeiseauadn uiufieuvesnmilluswamesluifa unsu
Tusunsuegifufes uwiazddsutiusaifuiiniesianioaduvesiiies seuy
UftAnn9vi1 multiplex — fulusunsunilsluassanufiadiund ufinelunns
Jamas WanAvasdnlusunsudun wazUaeelimiduiiaiansauisindene
fu wWeldlilusunsuluuufiasiiozAunesld launiilugnindeisesmiae
A21191 1A3D9 Atlas 7l Manchester 3s3ulud 1962 1Uad "szuuifiutoyadu
#7" (one-level storage system) — Tusunsudnsiteglunuiiiudoyaitlug)
ATMUILAUTIDIINN LAZIISALISENY page 58I core AU drum 819
Jeu9 (Kilburn, Edwards, Lanigan & Sumner, 1962) v!niwsvna (process) WU
wtlld5uideudaieniu — wiheausuaiiou (virtual memory) gl
anaunndaliendu Aenuiiflegdus Buanaud guiiowduvesiiuies
siaun TUsunsuaassiie "address 4096" igaiuldlaslaififumeiu

A lie is only safe if it cannot be inspected from inside; here the operating
system depends on the floor below. The kernel is not privileged because it
is cleverer than your program; it is privileged because the processor refuses
certain instructions unless a mode bit is set. Multics defined eight such
rings of protection; x86 inherited the idea with four, of which mainstream
systems use two — kernel and user (Multics protection). Chapter 04's in-
struction set does not know what a process is; it knows only that some in-
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structions are forbidden in the outer mode, and that attempting one traps.
Everything about isolation, security, and multi-tenancy is built from that
single hardware gesture.

lnnUaeasefneiiiefugnassaeuandrslulails assiliesszuuufifing
Fosiatutnaan inafiua (kemel) lalldfiavaRimwnnzaaianiilusunsu
vosam SufiAvsfimvnssluswagesufiasianaiosunsia uudiinisaa
mode bit 13 Multics fisnanauwnunisdlesiu (ring) wuuiludnadu x86 Su
loieilundreddu wagssuunseuandnldaseaestiu — inefuafugly
(Multics protection) instruction set ¥83uwil 04 laif1lwsiwa (process) Aa
ozls fufudinddnasasunsiagninululuunuen uasnsweneusuiuriili
\fin trap YiniF0a1EAY isolation AMuUABANY LAY multi-tenancy a319Tu
nviliAeveseriauasiini

The second problem, concurrency, is the one that killed the Therac pa-
tients. Once two things run at once and touch the same data, correctness
stops being a property of either one alone. Edsger Dijkstra gave the field its
basic tool in 1965, the semaphore, in notes titled "Cooperating Sequential
Processes”, and used it to build the layered THE system (CACM, May 1968).
But mutual exclusion trades one failure for another: a process holding one
lock while waiting for a second can wait forever. Coffman, Elphick and
Shoshani named the four conditions that must all hold for deadlock — mu-
tual exclusion, hold-and-wait, no preemption, and circular wait — in ACM
Computing Surveys in 1971 (System Deadlocks). Break any one and deadlock
is impossible; that is still how it is handled. Notice what the operating
system offers: not a removal of the difficulty but primitives correct enough
to build on. The honest reading of the Therac-25 is that an engineer who
declines them is re-deriving 1965 alone, under deadline.

Uaynniaas Msviaunseunu (concurrency) Aadaneinguag Therac waaag
Avhaundsuiunazuesdeyaiownediu anugndesdnlunmauifives
Helanenilad e Edsger Dijkstra souiasasiionugiulinaanisillul 1965
I o = A n . H n LA

fio semaphore Tutiuiinte "Cooperating Sequential Processes" waglaiiu
#51958uu THE Auvadudu (CACM, May 1968) us mutual exclusion wan
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Py = v = A & ) =& vy ]
AMUANalLuUnilelUNudnuuunile Insiwanaeaasn (lock) fuiialisening
soRan@iNaas a1959lunasnnia Coffman, Elphick wa Shoshani A9V
dl tdl 14 dl 4 & a v o &1’ = a
WaulvatenAealuasaniaununanunldeasiin deadlock — mutual
exclusion, hold-and-wait, no preemption wag circular wait — Tu ACM
Computing Surveys U 1971 (System Deadlocks) Andeladenilsaan deadlock
& & MY & oA adu [V Y = Ud”o} 1 a wa
aduldlale UUYIADIZIANTTAVUUIUNNYNIUU FILARNINTEUUUYURNISLEUD
azlsTi lldnisidananuenn usldu primitive figndesweazdosaald n1s
81U Therac-25 a819n33lUnsaunAe IrnsnufiasinIaediomantl Aasia
AnAul 1965 Yuunludauie nnela deadline

The third lie is that storage remembers. It does — but power can be cut
between any two instructions, including the two that would have left the
disk in a sensible state. The operating system's answer is fsync, which re-
turns only when data has reached the device, and file systems that journal
their intentions, so a half-finished operation can be replayed or undone.
The abstraction leaks badly: fsync on a new file does not make the file's dir-
ectory entry durable — you must sync the parent directory too. When Pillai
and colleagues checked how eleven widely used applications behaved
across crashes, they found sixty distinct crash vulnerabilities (All File Sys-
tems Are Not Created Equal, OSDI 2014). These were not amateur programs.
The surface says "saved," and only the floor below knows whether that is
true.

AlanniauAe Minudeyasndild dudilaade — ualngndaldszninedds

B o = o o = °
\ATRIABIRIINY SIudsaeianaziiafantluaniue (state) NauLisaNNa AN

<

neUvBssEUUUGURNSAe fsync T9ag return Araidedeyalufsgunsaiui
wazszuulug (file system) #am journal Audslavesiesls el
operation fideaga3aiEagniautudedeunduld unusssu (abstraction) i
H%ethatin — £sync vulwalnailail@vinle directory entry veslwdtummu
ansludae Aades sync latsnnaduidae e Pillai uagieusauau
AsavdeUTILeUNARTuTTd A uwnsuane 11 faiingRnssuegislsidensas

54


https://dl.acm.org/doi/10.1145/356586.356588
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/pillai
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/pillai
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/pillai
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/pillai

OPERATING SYSTEMS

crash Wanuwuyadlninau crash N613Aiu 60 90 (ALl File Systems Are Not
Created Equal, 0SDI 2014) TUsunsuwanillailvvesiioasinsiau Aa (surface)
Uan31 "Uuiinudl" Ausdudneaeinuuniineswmsedan

One design rule holds the whole thing together: separate mechanism from
policy. The kernel supplies the machinery to do a thing and leaves the de-
cision of what to do to whoever is above it. Hydra stated it as a design
principle in 1974 (Wulf et al., CACM 17, no. 6), and Butler Lampson's "Hints
for Computer System Design" made it common sense by 1983. The reason is
simple: policy changes far faster than mechanism, and a kernel that bakes in
a scheduling preference or a security model must be rewritten when opin-
ion moves. The interface that results is astonishingly narrow for what it
carries: the x86-64 system call table in the current Linux source lists 385
entries (kernel source, checked 1 August 2026). Everything you have ever
run passed through that door.

ngnIseenuwuudeReIgannagnl i Aeusn naln (mechanism) aanan
ulgune (policy) imasiuadnmnalnlivindawils uazUasenisanaulainasyin
azlsTilusowesdsiogmilofiuauly Hydra ssyisesiidundnnsesnuuu
AU 1974 (Wulf et al., CACM 17, no. 6) tag "Hints for Computer System
Design" w84 Butler Lampson vinlisiuluansieydniinanelul 1983 mawatiu
] a < 1 < = 2
318 — ulgureasuisaniinalnunn wazinesiuanianinuveuises
scheduling Wseuuudnassanuiasasieliniesi desgnidisulninnasan

@ v oa 4 M v = = v & Ao 1%
ALY Bumesiaildeenuuauliaiisuiudandiuwunly — n1s1
system call va4 x86-64 T Linux source f]ﬁ]ﬁ;ﬁ'uﬁ 385 5189113 (kernel source,
checked 1 August 2026) NNBENNAMAETUNIUUTEAUTULUNILA?

The people here inherited each other directly. Fernando Corbat6 demon-
strated the Compatible Time-Sharing System at MIT in 1961 and then led
Multics, whose ambition was computing sold like electricity — a utility,
always on, shared by strangers. Bell Labs pulled out in 1969, and Dennis
Ritchie's account of what followed is unglamorous: the Labs refused to buy
a replacement machine, so "it did not take long, therefore, for Thompson to

55


https://www.usenix.org/conference/osdi14/technical-sessions/presentation/pillai
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/pillai
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/pillai
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/pillai
https://dl.acm.org/doi/10.1145/355616.364017
https://dl.acm.org/doi/10.1145/355616.364017
https://www.cs.cmu.edu/afs/cs.cmu.edu/academic/class/15712-s05/www/lectures/Lampson83lecture.pdf
https://www.cs.cmu.edu/afs/cs.cmu.edu/academic/class/15712-s05/www/lectures/Lampson83lecture.pdf
https://raw.githubusercontent.com/torvalds/linux/master/arch/x86/entry/syscalls/syscall_64.tbl
https://dl.acm.org/doi/10.1145/355616.364017
https://dl.acm.org/doi/10.1145/355616.364017
https://www.cs.cmu.edu/afs/cs.cmu.edu/academic/class/15712-s05/www/lectures/Lampson83lecture.pdf
https://www.cs.cmu.edu/afs/cs.cmu.edu/academic/class/15712-s05/www/lectures/Lampson83lecture.pdf
https://raw.githubusercontent.com/torvalds/linux/master/arch/x86/entry/syscalls/syscall_64.tbl
https://raw.githubusercontent.com/torvalds/linux/master/arch/x86/entry/syscalls/syscall_64.tbl

OPERATING SYSTEMS

find a little-used PDP-7" (Ritchie, The Evolution of the Unix Time-sharing
System). Ken Thompson wrote the first Unix on it in about a month, in the
summer of 1969, while his wife was away — "essentially one person for a
month, it was just myself," he said later (oral history, 1989). Multics tried to
specify everything; Unix was small because it had no budget to be large, and
the small one spread. Thompson and Ritchie received the Turing Award in
1983, Corbat6 in 1990.

auluiSesiiuneniuanlngnse Fernando Corbato @1sm Compatible Time-
Sharing System 7 MIT Tul 1961 uaziidia Multics fie AunziwenzeTuvs
fuferenisdunediineglnin — asisyulnafilanaoaa uisiy
Tdsewinenuutanuti Bell Labs aousialudl 1969 uaziSesid1ves Dennis
Ritchie dwaz1sLﬁm%uﬁauwﬁu1ﬁwgusw N4 Labs Uﬁl,aﬁ%%améawmmu
iy "Selsidesldinaruuingd Thompson avw PDP-7 3aewiafiunulaid
Taslgiae” ("it did not take long, therefore, for Thompson to find a little-used
PDP-7") (Ritchie, The Evolution of the Unix Time-sharing System) Ken
Thompson e Unix fausnaaasasiulunaiusynamiaieu Tugaoud
1969 vnizasseliioginu — Tasiuguudfeauaudenindunamils
iAoy fuAnuAuRgYinA" ("essentially one person for a month, it was just
myself") 1w anl3lunemnda (oral history, 1989) Multics waneuszyyneagis
aranih dau Unix idnmsiglifiaulilvg wassaidnniniuesiiundeanly
Thompson iU Ritchie 1A5U5199a Turing Award Tul 1983 @1u Corbato 1a5u
1wl 1990

Connections - 1%aule

Below is 04, which supplies everything that makes the illusion enforceable:
privileged mode, the timer interrupt, and address-translation hardware.
Above it, 06 compiles programs against the process abstraction described
here. Chapter 07 carries the same instinct upward — hide the decision that
will change, publish only the interface — and chapter 08 is largely the story
of one application refusing to trust this floor's persistence guarantees and
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rebuilding them itself. Chapter 10 asks what happens to all of this when the
"one machine" is a thousand of them, and chapter 11 treats the kernel
boundary as the line an attacker is trying to cross.

v
U 1 =

FuaeRauN 04 Fsdannegnviliainanniusdiulylaass — e
ANBiiAY N15TAIIMITVBIIUNAT uazansawdsulaiod wllavuly und
06 Aaulnalusunsulaedariu abstraction vadlwswanesuieliluunil uni
07 Wdrnganfeinudulidntu — deuntsiedulaazivasundag
1 a 4 dl 1 [ dll a L d! v
INELWSUABUIMESING — wazun?l 08 drulunajfAaisodvauaUnaiadumniles
nujasazion1sulseiunINAIegvedtaya (persistence) YoYUl uay
b4 L% :’{ 1 dl ! a g [ gj dy dll n dll d n

asaiuvunndies unil 10 eunazineylsvuiunisuuni e "3eufien

2 5 R = s < v A a
naneduAsotiuiy wasuni 11 uesnwsuuauvasnasiualuduinglaus
WeNEIUY

Open questions - A1aundanag

Is the kernel still the right place for the boundary? Microkernels, uniker-
nels, and in-kernel virtual machines each move the line, and none has
settled the argument. The process abstraction was designed for a machine
whose interesting hardware was the CPU; today much of the work happens
on accelerators the kernel barely schedules. And why, after sixty years, is
concurrency still where careful engineers are most likely to be wrong?

Lﬂ@%l,uaé’faLﬂuﬁﬁgﬂﬁaaﬁm%’mwwsuLmuﬁagm%a”laj microkernel, unikernel
uag virtual machine fiegluinefiua drsuduiduiifuluauazme uazdhid
dlvugAdonnidedld abstraction vaslwsisagneanuuuinduiuLATasi
g15aIsdAAD CPU Lwinﬂi'uf:muehuimgLﬁﬂsﬁuuuﬁaw’a (accelerator) i
wasiuaunuliladnmli wazvinlundwinuunundud nsviteundauiu

(concurrency) ailuganidansiiseunsuiiloniaiinwanauniign
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Go deeper - 91Ufid

— Remzi H. Arpaci-Dusseau & Andrea C. Arpaci-Dusseau, Operating Systems:
Three Easy Pieces, version 1.10, 2023 — the clearest treatment of the three
pieces, free online.

Remzi H. Arpaci-Dusseau & Andrea C. Arpaci-Dusseau, Operating Systems:
Three Easy Pieces, version 1.10, 2023 — memwaﬁmsmmmmuu"l,ﬂ
sumaquﬂ aunseaulau

— Dennis M. Ritchie & Ken Thompson, "The UNIX Time-Sharing System,'
Communications of the ACM 17, no. 7 (July 1974): 365-375 — the design that
most systems still imitate.

Dennis M. Ritchie & Ken Thompson, "The UNIX Time-Sharing System,"

Communications of the ACM 17, no. 7 (July 1974): 365-375 — n1589AKkUU
nszuudulugidudeunuuagauianniuil

— Nancy G. Leveson & Clark S. Turner, "An Investigation of the Therac-25 Ac-
cidents,' [IEEE Computer 26, no. 7 (July 1993): 18-41 — the case every systems
engineer should read once.

Nancy G. Leveson & Clark S. Turner, "An Investigation of the Therac-25
Accidents," IEEE Computer 26, no. 7 (July 1993): 18-41 — LAANIAINTSEUY
NNAUAITETUANATI
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CHAPTER 06

Languages & Compilers

mmuaa:ﬂau"lmaa%

This chapter is the floor where instructions stop being addressed to a machine and
start being addressed to people — and where a program is written to be read.

uilAeganAdudnyaiuinsasdnsuasiuuyaiuau — lUsunsugnieudunelinu

U

Qee

91U
What makes a text mean something to a machine?

azl5vi it aAULANUNUNIYADLATDIINT?

When John Backus's group at IBM began work on FORTRAN, the job was es-
timated at six months. In his own history of the project, Backus records that
the six-month figure "remained the interval-to-completion until it actually
was completed over two years later, in April 1957." The delay is not the inter-
esting part. What everyone expected the result to be is. Backus recalled that
"it is difficult to convey ... the strength of the skepticism about 'automatic
programming™ and about "its ability to produce efficient programs"; his
team's stated goal was only to "produce programs almost as efficient as
hand coded ones" (Backus, The History of FORTRAN [, II, and III). Almost. The
premise of the field was that a machine could not read a human notation
and produce good code, and that premise was not stupid. Nothing about
meaning looks mechanical.

unvseiiulAnnimauldinaiasaninasst iuvaa John Backus 91 IBM 151910
FORTRAN f18f2taviiu wagluduinuseIRlasean1suaa1tad Backus 8131
& e I ~ v ' < A &4 a X a ' =
wAmaY "danadussezinana1n aun119uLtEs 95 FunatudnnInaast
Tinas TuReuuensu 1957" (remained the interval-to-completion until it
actually was completed over two years later, in April 1957) auangalaly
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1 a ] A A a d 1 Y4 13 1 1
dunuraula dwuniraulafediinnauaaiiwaansazidu Backus 1191
"gINNALED ... TIAULTIVBIAMNAANNULAALLAAD "automatic programming™
(it is difficult to convey ... the strength of the skepticism about 'automatic
programming’) Lagse "AnNaIuNsavesiulun1sHanlusuASUNAN
Uszandnn" (its ability to produce efficient programs) tUnMuneRinvo LN
Usemdlidiua "wanlusunsundiusedndnmiieuwinlannlsunieiie"
(produce programs almost as efficient as hand coded ones) (Backus, The
History of FORTRAN 1, I, and I11) 1i9U. UoauNAu0919N1SNOULUABLASEIINS

1 o/ L3 L4 Y a 14 dlcl M v ¥ a g.’l g0 a
gudynsalvaduyuwinainanlanna lild wazdeauuanuliliee lideylslu
Fasaunanedigidunaln

The first move that made it mechanical was to cut meaning in two. Syntax
is the question of whether a text is well formed; semantics is the question
of what it does. They are not even the same kind of question. Backus de-
scribed the syntax of a proposed international algebraic language in 1959
using a notation of rules and alternatives; Peter Naur adapted it for the
ALGOL 60 report, and Donald Knuth's 1964 letter to CACM proposed the
name it still carries, Backus-Naur Form (Knuth, 1964). With a formal gram-
mar, "is this a valid program" stops being a matter of judgment and becomes
a decision a program can make. ALGOL 60 was the demonstration, and
Tony Hoare's verdict is the most quoted line in language design: "Here is a
language so far ahead of its time, that it was not only an improvement on its
predecessors, but also on nearly all its successors" — from his 1973 keynote
"Hints on Programming Language Design", not, as is usually claimed, his
Turing lecture.

faminldsesiinanafunalald Aenssinmnamuneesniduaesviou
lagnsal (syntax) auindeanuiisugndeaseld Aumune (semantics)
anuisiuvinesls aesdanuiililimanunuazneu winuazylin Backus
U388 syntax vesnsRAdinanafiaueiulul 1959 dedynsaiveny
wagnaian Peter Naur anudasiululdlusioau ALGOL 60 uazanvune
84 Donald Knuth 53 CACM Tud 1964 1auadeisiunununauieiuil fie
Backus-Naur Form (Knuth, 1964) waiilhgnsalgutis Ara1udn Tusunsai
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gnApwiseld” AMusinganils nanedudededuilusunsuvinedld ALGOL 60

= a L4 o0 W a = dl v c‘
ABUNTEL uazARnduYad Tony Hoare Aauszluaiignaeuiniiantuienis

] 1
= =

penuUUNTW "dRenufisngavessiuinnaulalduaiimtindrfuneunti
WAEIN1INTINTIFURDS) ufunaun@ae” (Here is a language so far ahead
of its time, that it was not only an improvement on its predecessors, but
also on nearly all its successors) — Nﬂﬁ]ﬂnﬂ’lgﬂmﬂ 1973 L%EN "Hints on
Programming Language Design" lailaungnan Turing athafiinaiuiin

Semantics resisted the same treatment, and the compiler's answer was not
to solve meaning but to descend it — one small, exact step at a time. A com-
piler is a tower inside the tower. Lexical analysis turns characters into
words. Parsing turns words into a tree that reflects the grammar. Semantic
analysis annotates that tree with what the names refer to and whether the
operations are permitted. Then the tree becomes an intermediate repres-
entation belonging to no particular language and no particular machine;
optimization rewrites it into a cheaper one with the same meaning; and
code generation emits the instruction set of chapter 04. Each stage exists
because it hands the next one a representation in which the next one's job
is easy — which is this book's whole thesis, performed in miniature inside a
single program. The intermediate representation earns its keep with
arithmetic: without it, supporting n languages on m machines takes n x m
compilers; with it, n + m.

anuvane ldganlidnnisuuunenu reulniaesdslalytiu uanituastula
fiazdwane Nuadug reulwasshovensedeusglunensy n1s3Azim

[ < . . v 13 o . o & ¥ vl 4
Fn (lexical analysis) wuassonusidumn parsing ulasanduduldnazviou
Taennsal N153ATIEHAMUNNNY (semantic analysis) LHxasuuAultun
wiazdesnsdsezls wazmsaniiunislalasueygyin auldnaredudunu
nana (intermediate representation) NliignAunwilansaiasedla N5y
Usz@nSan (optimization) Weutiulvilignaslasanumunelaivaen way

n15a5191An (code generation) UaaaynAdsuasunil 04 8anun ynUuiiag

Y

NS IZTUEUAINUNYIN TR UV US A LU — TUADINYITNUSNWANVDY
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wilsdell uansgoduaglulusunsuihe) AILUNaNANAIRIAIBLAVARIN
auq lufisiu A1559950 n MMwIvL m 1RSesRedltranlniaas n x m & fsiu

T‘Ej'n+m

What languages built on that machinery offer is a set of ways to name
things — functions, types, modules, objects — each of which exists to let a
reader ignore something. The most compressed illustration is LISP. In April
1960 John McCarthy published a paper defining computation over symbolic
expressions, including a function called eval that described what it means
to evaluate any expression in the language (Recursive Functions of Symbolic
Expressions, CACM 3, no. 4). It was mathematics, meant for reading. Then
Steve Russell hand-compiled eval into IBM 704 machine code (McCarthy,
History of Lisp), and the definition of the language became an interpreter
for the language. That is chapter 04's stored-program idea coming due: be-
cause a program is data, a description of a language is a program that runs
it.
m1911'7;ﬁ%’ﬁauuﬂa"lnﬁ’?uiﬁ’ﬁqﬂﬁgé'q%aLLfi?ilwiNe] — Wandu, viindeya (type),
u8ga (module), DauLans (object) — usiazegadlilvewiRneiau
otald Fegrafinszduiigndie LISP oumwsu 1960 John McCarthy &
Ruiesiienunisiuauuinaiiddadnval (symbolic expressions)
squdeiteiduie eval fesureinnisusadiuiinailag luawniwuneainu
281415 (Recursive Functions of Symbolic Expressions, CACM 3, no. 4) AU
adinAans falalienu Steve Russell 191 eval lupaulnadeiionadulén
\A%84 IBM 704 (McCarthy, History of Lisp) wasflenuvesnteananeidudu
nasWsme$ (interpreter) vasnwiiues tuAsloelusunsuiiiulumie
AUS (stored program) 91nUWT 04 Sefvunsea szlusunsuie
Yoya Aresursvesnwdndulusunsuiisunvniuld

Types are the sharpest of the naming mechanisms, because a type is a
promise a machine can check. Declaring that a function takes an integer
and returns a string is a claim about every possible execution, verified
before any execution happens — the only part of programming where you
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get a guarantee rather than a test result. The guarantee is narrow but real:
when Gao, Bird and Barr took public JavaScript bugs, checked out the code
just before each fix, added type annotations by hand, and asked whether a
type checker would have complained, both Flow and TypeScript caught 15
percent of them (To Type or Not to Type, ICSE 2017). Read that carefully: it is
not "15 percent of bugs are type errors," but 15 percent of bugs that had
already survived testing, review, and release. Push the idea far enough and
it stops being about bugs. The Curry-Howard correspondence, observed by
Haskell Curry in the 1930s and stated by William Howard in a 1969 manu-
script titled "The Formulae-as-Types Notion of Construction,” says that
types are propositions and programs are proofs of them. A type checker is a
small automatic theorem prover most programmers use daily without noti-
cing.

]
=1

Type Aionalnastaniauiign tws1e type AsAdaay17in3ednsnsaala

o

14 1

UszmadilsndunilesuiunuiuazAvanss Aedonainsenseungunissu

1Y) A g 4 < 1 [ ) a g 4 % & 1
nnassndululd asanaeuiadansunissuasiusnasiintuaiey — 1udu
= a dl ¥ U U 1 Cd
Wenvesnsilsulusunsuiiaaldnissuuseiu (guarantee) lilvnanisman
A35UUTEAULLAULADSY Gao, Bird wag Barr n8uUn JavaScript MiUALNYAD
assae WaledlandienauuiUnudasda Td type annotation Aaeile uda
a1917m529v1A (type checker) aglelnu M Flow wag TypeScript dula 15
wWasidus (To Type or Not to Type, ICSE 2017) anuliasiden dlaily "15

s & o S @ v a & " 1y c & < $ o
WosIEuURveIUNUUToRANAIALSDY type" WiAe 15 1Waslguavueiuniisennis
wad N15937 wagnsuaesldauasanuds duleweilulnane fwandu
\589Un Curry—Howard correspondence 1 Haskell Curry Funauluneissy
1930 waz William Howard szyliluduatul 1969 ¥ "The Formulae-as-
Types Notion of Construction" uana1 type Ao YoLauD (proposition) Lag
TUsunsu A UNIgaUveeliul type checker ABLASBINARUNG B UNSRLULRA
PnlUsunsuesanlnglinniulesliiudauns

Which raises the question of why there are so many. The HOPL database,

maintained since 1995, catalogued 8,945 of them as of August 2026. The
proliferation is not waste. A language is a bet about which mistakes are
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worth preventing and which repetitions are worth naming, and those bets
are genuinely different for an operating system kernel, a statistical model,
and a web page. Alan Perlis put the useful test in his 1982 Epigrams on Pro-
gramming: "A language that doesn't affect the way you think about pro-
gramming, is not worth knowing." What has not survived is the 1957 fear.
Compilers routinely beat competent hand-written assembly, and superop-
timizers now beat compilers: STOKE, searching randomly from unoptimized
code for equivalent rewrites, matched or outperformed the best output of
production compilers (Schkufza, Sharma & Aiken, ASPLOS 2013). Backus's
team asked for almost as good, and lost that bet in the most agreeable dir-
ection.

wailudslinwunnunevunail grudeya HOPL Nguauasusd 1995 tuls
8,945 A1 u iaudsnIAL 2026 nsuanuansililyanugailan nrwinds
AaNsHNWLITAMURanatakuulnudgunazlasiu wazasvingwuulnudu
VI9AITD NISLANNUUUANAUITITTNINNADSIUAVDITEUUUTRNT Tuinaids
a0 Wazntu Alan Perlis 1sunmaasuiiltlaaselilu Epigrams on
Programming U 1982 "n1wliinsenuishnuasnasneaiunssulusunsy
ﬁ"lajé'uﬁazifﬁn" (A language that doesn't affect the way you think about
programming, is not worth knowing) &s#lsiseaunAeanunaivest 1957

4 AN A adA A 1% a < = Al 1%
roulwiassiovusueamnualdeniRsumelioldusesundluudn uaznou
=1 .. [ sl 1% 1 Yy Ao 1
1l superoptimizer Ata1vuzAsulwiaasdnT: STOKE Aukuuguanlaangalyl
ginuUsEansaw ingusuusulninanuvanemindu udalinaiieuwin
wsaRnIMNadNSIANgavasnaulniaassyaulUsAndu (Schkufza, Sharma &
Aiken, ASPLOS 2013) 7ixua4 Backus YaLA 18U AVNIANND LasunLANALLY
luiianeimindudnign

The people on this floor had a habit of turning on their own work. Backus
received the Turing Award in 1977 and used the lecture to attack the model
FORTRAN entrenched, titling it "Can Programming Be Liberated from the
von Neumann Style?" — published in CACM the following August. Grace
Hopper's A-0 system of 1951-52 is often called the first compiler; it func-
tioned closer to a loader, and the more consequential work was FLOW-
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MATIC, whose English-like verbs passed almost intact into COBOL and put
readable text into commercial programming for good. She retired from the
US Navy in 1986 as a rear admiral, in the habit of handing visitors a length of
wire just under a foot long — the distance light travels in a nanosecond — so
that they would stop treating wasted time as free.

AuvuTULiddsiundunlaufIuYeIRaLee Backus SU Turing Award Tud
1977 uaalgungnanuunauluman FORTRAN Unuanli Astadn "Can
Programming Be Liberated from the von Neumann Style?" — aslu CACM
WwoudmANUAALT 58U A-0 Y84 Grace Hopper U 1951-52 singnisanin
Aoulwiaasiusn 9399 duihaulnaiAssialuan (loader) u1nnan uiding
A91Ae FLOW-MATIC fn3enaatenendanguuasiusiutilulu COBOL
WNUNIAU HagI19TaAUNAusuean A lunisisulusunsuBannaivg agng
a o A Y = v o Aa awu A P

0175 IsaInBeaInnainiEaanss 1wl 1986 AisuAnalians Antidedudu

a = ) a a a a =
angnafeuntanlikeniunben — szegnisiuasiunislaluniaunly
i — welmanandandelulisisunu

Connections - 1Uaile

Below this chapter, 04 supplies the instruction set the back end emits into,
and 05 the process abstraction a compiled program is loaded into. Chapter
01 sets the ceiling: because the halting problem is undecidable, no compiler
can decide in general whether an optimization is safe in every case, which is
why real optimizers are conservative by construction. Above, chapter 07
asks which of these naming mechanisms keep large systems changeable
over years, and chapter 12 raises the possibility that the next notation
people write in will not be a programming language at all.

Fudrsvesunil unil 04 weuyardsii back end Udesldnoanlum uazuni
05 2BU abstraction wa4 process flUsunsumsulndudgnivaniilueg und
01 Aumnau ws1gtdeynisugn (halting problem) Andulaile
aosllmassisdadulunsaivialuldldinnsiiuussansnmmian Uasadeyn
nsdiu3olu optimizer fa3v3sgnoonuuuanlisziinse el inou duvu unil
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07 awinalansdemaiiialuuiinlissuuluailasunlaslanasnuaisd
wazuni 12 Waanudululaindynsaldnlunauldideusialdldniw
TUsunsutay

Open questions - A1auigalnag

If a model can produce working code from an English description, what is a
programming language for — specification, verification, or only review?
Types demonstrably catch real defects, so why does a large part of the in-
dustry still decline them, and is the honest answer about evidence or about
cost? And what would a language look like that was designed for programs
to read rather than write?

alumananlaniinaulaaindesSuienedaingy nuwlusunsuilivinesls
— vinan (specification) WaatAIUgNABY (verification) W38uAI2? Type
Judaunnsesasilieganganiua udrilugaainnssudiuludaufiasiiv
° ~ A A @ A oA ) dl )
AIRBUNASIURNSINABITDINEN NS DLTDIRUIU? KaZATYITNIBBNIUUNNIA
TUsunsuaruuInnIviaudisu agninwuuluue?

Go deeper - 91Ufia

— Alfred V. Aho, Monica S. Lam, Ravi Sethi & Jeffrey D. Ullman, Compilers:
Principles, Techniques, and Tools, 2nd ed., Addison-Wesley, 2006 — the
"dragon book;" still the standard treatment of the pipeline.

Alfred V. Aho, Monica S. Lam, Ravi Sethi & Jeffrey D. Ullman, Compilers:
Principles, Techniques, and Tools, 2nd ed., Addison-Wesley, 2006 — ‘M‘%@‘ﬁ
§5’ﬂﬁ'u5lu%a "dragon book" Faaatduss191989uImsFIUE NI pipeline vos
Aoulwiaes

— John Backus, "The History of FORTRAN I, II, and III," ACM SIGPLAN Notices
13, no. 8 (1978) — a founder's account of proving his field's skeptics wrong.
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John Backus, "The History of FORTRAN I, I, and Il," ACM SIGPLAN Notices
13, no. 8 (1978) — I38aia1v89dnenensingalliaunliideriuindies
ARRA

— John McCarthy, "Recursive Functions of Symbolic Expressions and Their
Computation by Machine, Part 1" Communications of the ACM 3, no. 4
(1960): 184-195 — a language defined, not implemented, and implemented

anyway.
John McCarthy, "Recursive Functions of Symbolic Expressions and Their
Computation by Machine, Part I," Communications of the ACM 3, no. 4
(1960): 184-195 — mwiigniiewl’ laildgnvinlildeulaass udaavinend
Awrlilgaulaasegn
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CHAPTER 07

Software Engineering

AANIsuToNALS

This chapter is the floor where a program stops being a text that runs and becomes
an object that has to survive being changed.

7] dyd A a @) £ o 14 @) [ v 14
YUU aqwiﬂmﬂsuLamﬂumammmuvl,m LLagﬂEﬂEJLﬂuﬁﬁlﬂ%maﬂ’iﬁlﬂﬂﬁﬂﬂ’ligﬂuﬂ

q

Why does software rot when it has no moving parts?

wanawIs Luivudwnnaeulmdnau uaavinlududeg (rot)?

On 1 August 2012, the trading firm Knight Capital pushed new code to the
eight servers that routed its orders to the New York Stock Exchange. It ar-
rived on seven. The eighth still carried a routine called Power Peg, which
the firm had stopped using in 2003 and never deleted, and the new code
had reused an old feature flag that — on that one machine — switched the
dead routine back on. Over roughly forty-five minutes Knight sent millions
of unintended orders into the market and lost $460 million, more than the
company was worth. The Securities and Exchange Commission's order re-
cords one further detail: the dormant code had last been disturbed in 2005,
when a function it depended on was moved elsewhere and nobody retested
the combination (SEC Release 34-70694, 2013). Knight paid a $12 million
penalty and did not survive the year as an independent firm.

Tui 1 @winAx 2012 Knight Capital useninsaiu Uasslanlnianudsniies
I - DAY 4 13 = < 4 A %
wansasndsmddeviglunatniuiiasesn lanludadnnse iAseanuUnds
fi57iutie Power Peg Avad USENANTTTLMIUGY 2003 uazlineauia 1aa
Tmaingu feature flag fiiinunldan uazuwAsasuAToURAYY TuUangug
aelUualiiinaudnase Tunans 45 wd Knight sadsevenlidlandla
HUAUTIWNITUIRAIN V1AL 460 A1UABARTS NINATIARINIVTEN ANEY
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U84 Securities and Exchange Commission ﬁuﬁﬂi’lﬁlamaaﬂ‘lgﬁﬂﬁ;ﬂwﬁd Taail
uniulwasilgnunzadsaavinglull 2005 peuiiflsiduiiiufsngnieluagi
31 uazliiflasmaddninaesduiudadiuld (SEC Release 34-70694,
2013) Knight $18A1U3u 12 d1unoaas uageglifedullugiususindass

Not one line of Power Peg had changed in nine years. That is the whole dif-
ficulty of this floor. Software has no bearings to wear, no metal to fatigue,
no parts to fall out of tolerance; a program left alone computes tomorrow
exactly what it computed today. What moves is everything around it — the
hardware beneath, the libraries beside it, the regulations above it, the
people who understood it. Meir Lehman gave this its name in the 1970s as
the first of his laws of software evolution: a program embedded in the real
world must be continually adapted or it becomes progressively less satis-
factory. His second law is the sting in the tail — as such a program evolves,
its complexity increases unless deliberate work is done to hold it down

(Lehman, Proc. IEEE 68(9), 1980). Rot is not decay of the artifact. It is drift of
the ground.

lsifiussvinluuves Power Peg Wasuluiasnasnnnl ANugInRauunve iy

¥ I
=1 1 Y

Hagnsauu genawsliinduanUulidn lulilanelan ludvudiunganin
& & 14 [ ' dy I A o (% é’

AuAaInAaeu lUsunsunieliiaye) avAurungatimiounAuiniuile
AsnvduRonnegasausiiu — aranastnsans laussdnee ngszidoutng
Uu uazAuitaeidnlaiiu Meir Lehman astaisosilliluneasse 1970 1Wung
TausnlungITmuinisvenawisveswn Wsunsuniseglulanasemasgnusu
Aaralllos lisgrauulivagldnislaugasiazios ngUadesAenuuideusy
¥ = = gau v v L% a g ¥
neises Walusunsuuuuiiddannislu anududeuvesiniuvuane viu
usiaziiauaalaansinaiiuienld (Lehman, Proc. IEEE 68(9), 1980) iy lailains
\@ouvasiaing uiRenuldinduagou

Which is why this discipline is not the study of writing programs. Google's
engineers put the distinction in one line: "software engineering is program-
ming integrated over time" (Winters, Manshreck & Wright, 2020). Program-
ming produces something that works. Engineering produces something
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that can be made to work again, by someone else, after the ground has
moved. A script you run once and throw away needs none of this floor. A
payroll system running in 2040 needs all of it.

o‘dyd’ 1 = d' = a
Aan3udslilgnisAnwisenisilisulusunsu 3Aansves Google ajuay
anliludseleaiien "ImnssugeannuwishontsieulUsunsuiignduiinsnly
#M1ULa1" (software engineering is programming integrated over time)
(Winters, Manshreck & Wright, 2020) nsisulusunsunangdenvinaula
a A a do09qv o ° val & o X Y v o &
Anssunandsnvinlinaunvinaulasn lnsaudu naswulawinduaaouly

14 a e‘dlo.l &1’ = ¥ Qy [t g g 1 a = ndl
udn amsuansuAsIAguanlidesnisezlsanduliiay szuvTgRURoUN
gesuaglul 2040 dasn1synetig

The first thing that floor must confront is that not all of the difficulty can be
removed. Fred Brooks, who had managed IBM's OS/360 — the largest pro-
gramming project of its era, and a famous struggle — split the work in two:
the essential tasks, "the fashioning of the complex conceptual structures
that compose the abstract software entity," and the accidental tasks, the
labor of representing those structures in a language and getting them onto
a machine (No Silver Bullet, 1986). Better tools attack the accidental half,
and they have done so brilliantly — nobody now fights the compiler for a
week. But the essential half is the specification of what the thing must actu-
ally do, tangled with everything else it must do, and no notation makes a
tangled requirement simple. Brooks's prediction was that no single advance
would deliver an order-of-magnitude improvement within a decade, be-
cause the part that remained was the part that was never about tooling.

Q' dl gj gsl v A 1 o W v v v
AusnnguiineswausuAsaueINUdINndalula Fred Brooks {imenau
TA59n15 05/360 Ve IBM — lasensilsulusunsuiitvaifigatugaiu wazdu
MsAUSUALAY — uisueaniluaesdiu druusnAesnu tilauni (essential)
N & ' Y a v Ao v = -
139 "n1stunsslassasiudaluriaindudeutsusenaunududuninu
FaWALISITIUINETTH" (the fashioning of the complex conceptual structures
that compose the abstract software entity) @uniasifosu Uadey
(accidental) ABLSITUNUNUIATIASIAUATUUAIIATBINTILANDIVULATDY
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93419l@ (No Silver Bullet, 1986) ia3asilafindulaufinududeulaatadey
(accidental complexity) wazlauflasenduy nniuillidlasdivaoulniass
&, a L= ¥ 1 4 n’ﬂl 14 . . I~
{Wueiingdnuan uinududaulngiilaws (essential complexity) AoaLUn
YasEnulufewiese Wuiugiegiuynedwduniudewinge wagldd
dynsalluumanedaniviun (requirement) Avuiulinansiduisesingla
Brooks 3sungdnazlifinnufnniigaieanvinliaaudusinnigluduy

1 A A 1 < & & P 7] 4
wisizaufimae limeiluiseswsuasodionusciu

If complexity cannot be removed, it can be confined, and this is the field's
one great structural idea. David Parnas asked what makes a decomposition
into modules good, and rejected the obvious answer — that modules should
mirror the steps of the process. His criterion instead: "Every module ... is
characterized by its knowledge of a design decision which it hides from all
others. Its interface ... was chosen to reveal as little as possible about its inner
workings" (Parnas, CACM 15(12), 1972). A module is a bet about what will
change. Hide the decision that will change, and change stays local; expose
it, and change propagates. Knight Capital's flag was exactly this failure
made visible — a name shared between new code and code no one re-
membered, a coupling that existed in the machine but in nobody's head.

Anududeuntdnlild us Anld 16 uazlAelofuidslassasrenasluainil
=) o‘dy . 1 [ 4 I3
\henveasransil David Parnas audneylsvilinisunnszuuiludega

] 1
] v A

(module) # udufiasFneuiiginiign Aeueganisaziiouduneuves
nszuIuNTs inaaveswludnegne uegansasiagnitvunlagnisnis
dnauladeeanuuunilesiisudeulfanuegadurionun Suimesinues
fugnidenliidamenisynaunislutiesiigawinfiosyinlé (Parmas, CACM
15(12), 1972) ua@aﬁamsLauﬂ’u'jﬂaﬂswwﬁau daunsinaulafieviuaey
ﬂ']’iLU?iIEJULLUaﬂﬁagl:LQW'wﬁ \Wagiusanin msiUasuulasianslui feature
flag v®4 Knight Capital ﬁammé’ummLLUUﬁﬁUiﬁﬂgiﬁLﬁuLﬁgq Foreai
Talnaildsuiuldadiliilassild nsinieifien (coupling) Aifiegasluinies
usilifiogluialas
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The instrument that makes change survivable is the test, and its power is
narrower than it looks. Dijkstra's corollary is exact: "Program testing can be
used to show the presence of bugs, but never to show their absence!"
(EWD249). A test suite proves nothing about the system as a whole. What it
does is convert a hope — this probably still works — into a specific, mechan-
ically re-checkable claim, and a large system is changeable in proportion to
how many such claims it carries. Version control does the same job for
history rather than behavior: since Git in April 2005 (Torvalds), a project's
past is a queryable artifact, and the question "why is this line here" has an
answer that outlives the person who wrote it.

4 A oo 9w = P s o o 1A

iwseadioninlinisiasuulassenldfeman (test) uazwasvasiuuauningm

& v .. " v a
ALiuNIn Yoaguved Dijkstra nsale "nswanlusunsulduaninisiiogves
unla walsfinalduansinunlisiogléias!” (Program testing can be used to
show the presence of bugs, but never to show their absence!) (EWD249) ¥n

s . M Ya ¢ a ) o] A adwou o &
wian (test suite) lulangarazlsifeaiussuumissuuay dansivinAsudas
ANunTs — Wezdaihanulded — Tiiludendndrsianzemaznsiagila
aanaln szuulugiazunlaunuinnduuuntanairgnsuuiull ssuuamuau
19959 (version control) ¥eutRgInuilnuUsEIRAIansunuUNgAnssU 14U
910 Git Tufieuiuweu 2005 (Torvalds) aAnveslusindnateiluingnaisla
wazA1INd "vinluussviniivegnseil” ifneunegduninaudouiu

The last principle is the one practitioners discover last. Melvin Conway,
writing in Datamation in April 1968: "Any organization that designs a system

. will produce a design whose structure is a copy of the organization's
communication structure” (Conway's law). Two teams that rarely speak will
build two components with a thin, brittle, under-specified interface
between them, because that interface is a faithful cast of their conversation.
Architecture is therefore partly a staffing decision, and reorganizations are
silent design changes.

o 1% Yy AN v A o a v v o . a
nann1segarineAadenauringuasshunud1fian Melvin Conway Waulily
Datamation {BULU¥IEU 1968 11 "94ANSIANAINNDDALUUTEUUNIA ... 92
Nanusanuuunillassadadudiuiveslassasienisdeanslussdnsuu”
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(Any organization that designs a system ... will produce a design whose
structure is a copy of the organization's communication structure)
(Conway's law) apsfiufiunulsinsfuszasraesdiulsznauiiidumesive
v W waraaliasudunans insigdumesiutuAsuuunded
%aﬁliﬂﬁi@UﬂﬁuﬂuﬂﬂlSQW’JﬂL‘U']L’EN ﬁﬂ'ﬁ]ﬂ‘c’]ﬂiilﬁﬂL‘T]Uﬂﬁiﬁﬂau&hféﬁx‘ié’ﬁﬁq
ﬁ'lé’muagjd'swﬁa wazn1sUiulAsIaieesdnsAan1sIUABLUEBNLUULUY
U9

The field named itself in that same year, at a NATO conference at Garmisch
in October 1968, where "software engineering" was chosen deliberately to
provoke — an assertion that this work ought to rest on theory and discipline
the way established engineering does, made at a moment when it visibly did
not (Naur & Randell, eds., 1969). Nearly sixty years on, the aspiration is still
doing more work than the achievement, and the honest members of the
field say so.

Aansiaaaliaiedulifeanuiu 1n15Uszyu NATO el Garmisch ihiau

o 1 . . . " & ' 14 Iz <
Aa1AYN 1968 A131 "software engineering” gnidenagnenalalvigng Wunis
BudUI9UT AT AIBYUUNH AL ITBLUUAEINUIAINTTUNANAINIUIUY
walwiunwuiudnaeg ddiudaladidusgneiu (Naur & Randell, eds., 1969) 1oy
wnautnuly Anugandsdaiauntdnniianudnse wazauluienisidense
AnALUUTY

Connections - 1%auleg

Below this floor sit chapters 05 and 06: the operating system and the lan-
guage give you a program that runs correctly once, and everything here be-
gins after that. Chapter 02 supplies correctness for a single algorithm,; this
chapter is what happens when ten thousand of them must be changed by
people who never met. Above and beside it, chapters 08, 09 and 10 are the
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domains where these disciplines are tested hardest, because a database, a

network stack, or a distributed system cannot be stopped and rewritten.

Chapter 11 is the case where a leak is not merely expensive but adversarial.
Taguiinauni 05 waz 06 szuulguAnsiuntwIlUsunsuTilUsuAsUSY

2V

gndesldniands uagnnersluunilGundsaniiu unii 02 Thanugndesiu
Sanesiudanilh uniledsiiAatuilesanesfuniiumdesgnualasaud
lameauntinnu mﬁasﬁuvlﬂuaz%ﬁm UWTi 08, 09 uag 10 Aelawuiidtemantl
anageuvtindian inszgiutoya inTetns wiassuUnsEANe NgaLdNTou

Tualladlé unit 11 Aensdininsalaldunsegrafen uaduufindaae

Open questions - A1aundalnag

The field's own evidence base is thin. Everyone quotes a figure for how
much of software's cost is maintenance rather than initial construction, and
the figures range from sixty to over ninety percent with no shared defini-
tion or measurement window behind them — a discipline that measures its
central claim that loosely should be uneasy. Deeper: does machine-gener-
ated code shift Brooks's ratio, or does it merely make the accidental half
cheaper while leaving the essential tangle untouched — and if reading and
reviewing code becomes the bottleneck, is that a new floor or the same
one? And if Conway's law holds, is it usable in reverse: can you get the ar-
chitecture you want by first building the organization that would produce
it?
FIUNANFIUVOIAANTULBITIUNUIN NAUSIANAVINTUNUTENALIFH
- ° o . = I o &
Wastguadun19U1393n1¥1 (maintenance) WNUNAZLUUNITATINATILIA
fauunsnsuainaulysuiuiinduesisun Teglififowsiunioniiieng
N15IM58I5U0YV 1NN ANERSNIATINEIONUANVDIRBINAINVUIALAIS
VL 1 = = 14 tdl ‘ﬂl a &{ U U 1 a
FaAnluauela anasludn lanTinseananduesududngdiuved Brooks a33luu
wsadiuuavinlinssiudygnas Ingliunzasulowingsiuiugsoy — wazan
nseuiuIlannaneilunevin dudedulvivsesuiu? wazdnguesneu
L4 ' 13 a £ v Y % I 4 L3 A a
128 (Conway's law) tUuass dulddaunaulaluu — ad19esAnsNasuan
aaUnenssuLuutuIUNInOU LLé"JQ%‘lG’]’ﬁﬂ']{]ﬂﬂﬂﬁiuﬁﬁaﬂﬂﬂi‘ﬂ%@L‘Uﬁl']?
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Go deeper - 91Ufid

— Titus Winters, Tom Manshreck & Hyrum Wright, Software Engineering at
Google, O'Reilly, 2020 — the clearest modern statement of the time-
integrated view; free in full at abseil.io.

Titus Winters, Tom Manshreck & Hyrum Wright, Software Engineering at

Google, O'Reilly, 2020 — A0S UBEANNNTALIUNAAVDIYNNBILUY
Suilinsaluauian srunsaduiiulan abseil.io

— D. L. Parnas, "On the Criteria To Be Used in Decomposing Systems into
Modules,” Communications of the ACM 15, no. 12 (1972): 1053-1058 — full
text.

D. L. Parnas, "On the Criteria To Be Used in Decomposing Systems into
Modules," Communications of the ACM 15, no. 12 (1972): 1053-1058 —
atuLhu

— Frederick P. Brooks, Jr., "No Silver Bullet — Essence and Accident in
Software Engineering," IFIP Congress, 1986 — UNC technical report.

Frederick P. Brooks, Jr., "No Silver Bullet — Essence and Accident in

Software Engineering," IFIP Congress, 1986 — 51841un19tmAliAuay UNC
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CHAPTER 08

Databases

gudoya

This chapter is the floor that turns storage into memory — the layer between raw
persistence below and every application above that needs to be told the truth.
Fuilidsunuiiiudeya (storage) Wnanenfiuanus — Ausewinanunsetuasdoya
(persistence) WuURUAUE1 AunnueunAinduduuuiidesldiuanuaie

How does civilization remember reliably?

9159555UANINAWN) Idegrsundenelasdnls

Before 1970, asking a computer a question it had not been built to answer
meant writing a new program, and that program had to know where the an-
swer physically lived: which file, in which order, chained to which other
record by which pointer. Reorganize the storage to make one report faster
and every program that touched those records broke. Businesses were ac-
cumulating data far faster than they could accumulate programmers to
chase it around the disk.

Aawul 1970 auAauneeunmeslildgnasinlineu ulaindeataou

Tusunsulug uaglusunsutiudesiinAnevegnsibmlunisnienin — Tna

Tu Fesddunuulnu gniu record Busae pointer i lwu adinudeyalua
= 2/ & o X i Y o a

B lis18UN RS NN LUSUNTUNUAE record WMATUUIINNA §5RvAAY
¥ < P a s 1 o o a Y o

Payaisaninazmlusunsuwesunlanudulumaantaiu

Then an IBM mathematician at the San Jose Research Laboratory published
a paper whose first sentence was a declaration of independence: "Future
users of large data banks must be protected from having to know how the data
is organized in the machine (the internal representation)” (Codd, CACM 13(6),
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1970). Edgar Codd's proposal was to model data as relations — mathematical
sets of tuples, with no order, no pointers, no physical trace of the disk in
them at all. What a user sees is a table. What a table is made of is nobody's
business but the system's.

UnadinAnansuat IBM 7 San Jose Research Laboratory ARuilesh
UselomausnAaAiUseniadasnin: "gldsuiarstayavuinvalueuiansold
funisuntlasainnisdiesiinteyagninszifovaeislslueies (internal
representation)” ("Future users of large data banks must be protected from
having to know how the data is organized in the machine (the internal
representation)") (Codd, CACM 13(6), 1970) Edgar Codd Lauaiﬁuaﬂ‘fl'au“a
\Ju relations — lwannsAtinAansvas tuple Taifldndu Taifl pointer Taidl
$9950UNNNEAMVBIRANADOY Y HITHUATS1S drunsalsznauiy
mneglslidldBewaddasuanainszuuies

That is the abstraction this floor sells, and the name for it is data independ-
ence. Everything else in the chapter exists to make it affordable.

Y
(%

UIUS55U (abstraction) NTUNVWABAIUU LazTaVDINUAD data
independence nnagsiasluuniliioginevinliiuisuyunidiglm

It is expensive because a question phrased against an idealized table gives
the machine no plan. Codd saw the consequence and stated it precisely: the
power of such a query language "lies in its descriptive ability (not its
computing ability)" — you describe the answer you want, not the route to it.
Somebody must still supply the route. That somebody became the query
optimizer, and the technique that made it work was published by Pat
Selinger's group in 1979 out of IBM's System R prototype: enumerate the
possible access paths, estimate the cost of each from statistics about the
data, and pick the cheapest (Selinger et al., SIGMOD 1979). It is an unglam-
orous idea with an enormous consequence — the reason a modern analyst
can write nine lines of SQL over a billion rows and get an answer, while the
equivalent hand-written traversal would take a week and be wrong. System
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R also produced the language: Donald Chamberlin and Raymond Boyce's
SEQUEL, in 1974 (SIGFIDET workshop), later renamed SQL because another
company already held the trademark on the word.

sAvesiugs inmgdnmideuisuiunsdugaueililduonuaunis
viuerlsiuiniedias Codd iunafimuinuazyalitain wiswosnuang
(query) uuuil "egimuanunsalunsussens (fldauanusalunis
funay)” — auusseesneuiidesnts Tilvidundlumsiy dumstiugades
filasdnaudanilviogn autiunarewdiu query optimizer aiiaRivinlwTL
aulaanuilnenguues Pat Selinger Tl 1979 a1ndiuwuu System R 484
IBM: Taguéunanisidndstoyafidululd Ussifiudunuusaustazidumanin
adfvesdoya Henduneiigniian (Selinger et al., SIGMOD 1979) loidiniig
Taivienn usinavessiulug) — dnineigailidou SQL i ussiauudeya
Wuduuaudlddnou luvaziinsladusedeuvuiisuniiuiunandy
FUavinazdaiin System R Tinfinn1wnaqe: SEQUEL w84 Donald
Chamberlin iu Raymond Boyce Tutl 1974 (SIGFIDET workshop) nMg##s

wWasuverdu SQL iwsizusenaudansasnieniIsaivesstuluneau

The second thing this floor hides is failure. Power dies mid-write; two
clerks sell the same seat; a disk returns a page from last Tuesday. The
abstraction offered is the transaction: a group of operations that either all
happen or none do, that behaves as though no one else were running at the
same time, and that once confirmed cannot be lost. Jim Gray set out these
guarantees in 1981 (The Transaction Concept, VLDB); Theo Harder and An-
dreas Reuter gave them the acronym everyone now recites — atomicity,
consistency, isolation, durability — in a 1983 survey that credits Gray for the
substance (ACM Computing Surveys 15(4)). Note what a transaction really is:
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not a mechanism for avoiding failure, but a contract about what failure is al-
lowed to look like from above. The machinery underneath fails constantly.
The surface it offers admits only two outcomes.

a a S8 A P 1% . [y 1Y = v
Asnaesnvuildoulife anuduman (failure) IWAunansiuvazlaudoya
i@l uADIAUYIBTNNAAYIAY AaNAURTNTaYATITUEINISTILAINAUNT AaT
guliiunuAe NIIUUINTU (transaction): NgUVRINISUHURNISIARTUN LA

| 1a -] U 1 4‘ o 1 j 4 [ 4' A U 14 1
wseliiinae yiausniulililassuinuegniouiu uazidloduduuailad
Tugeynie Jim Gray 119n155uUseiumallilud 1981 (The Transaction
Concept, VLDB) @1 Theo Harder fiu Andreas Reuter fs¥agiafinAuyiaiu

= o a’lj .« . . . . ope ° =

IUNIIUU — atomicity, consistency, isolation, durability — Tuaudrsiat
1983 fiwniasAnLilonli Gray (ACM Computing Surveys 15(4)) N51UuwnTY
N [ 1 1 a a 1% 1 & o 1 o/ 14
Aoezlsiuu: luldinalandnidesnnuduman uailu dygrinauduvaila
Suayanlitintinuuuvulienssninduuu nalnauanaisednaaniia
i1 (surface) NiuduliisonsunadnsLAgDILUY

The mechanism that delivers that contract is the log, and it is the least intu-
itive idea on this floor. Durability is not achieved by writing the data
carefully. It is achieved by writing the intention first, sequentially, to a file
that is only ever appended — and only then touching the data pages,
whenever it is convenient. If the machine dies, recovery reads the log and
replays history: redo what was committed, undo what was not. The
canonical treatment is ARIES (Mohan et al., ACM TODS 17(1), 1992), and the
pattern escaped the database long ago — filesystems journal, message
queues are logs wearing a different hat, and replication in chapter 10 is one
machine reading another machine's log. The database's real heart is not the
table. It is the append-only record of what it was told to do.

0 o PN &, a o v = g X
nalnidseudyauude log wazilulawenidnloanigaluguil adu
numu (durability) ldlaunannnisiisudeyasegneszdnseds uaunainnis

= . = @ o w saa v &
Weu lwaul nou Issadudnu aslwaniiuanisneding (append) Winlu Aoy
TUungniideyassudislusnlénazain duasowne Mafausu log wadlau
UsgIRm1ansdn: vindei commit wa918nASY (redo) Goudengala commit
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A&U (undo) LLu'mwmmg'mﬁa ARIES (Mohan et al., ACM TODS 17(1), 1992)
wazuneaLisutingresnaingutayaluuiuunad — filesystem ¥ journal,
message queue A8 log NFIUNTININAUALLUY LaEN1SYINdILUN

(replication) Tuun# 10 NAetAToIilse U log voIdNIATRIIlS Halaaseves

1
a

grudayalilyniss uiRstuninuuudeineeg1afe (append-only) Y899
siugndalivin

The one place the physical world is allowed to show through is the index,
and the shape it takes is dictated by hardware two floors down. Rudolf Bay-
er and Edward McCreight's B-tree, from a Boeing report in 1970 and Acta
Informatica in 1972 (Bayer & McCreight), is deliberately wide and shallow —
hundreds of children per node, so that one node fills one disk page and a
lookup among billions of rows costs three or four fetches instead of thirty.
It is chapter 02's bargain, paid at industrial scale: build the structure now, in
space and in write cost, to make a future question cheap. And it is where
the abstraction leaks. Two logically identical queries can differ by four
orders of magnitude in time because one has an index and the other does
not — the surface says what, but the bill is denominated in how.

a = P2 1 A woa,,
gafganlannieneninlasueynynlilnaniuufe avil (index) way
grsnuasiogasstumuaraduifiimungunsevedi B-tree 999 Rudolf
Bayer fiu Edward McCreight 21051897284 Boeing U 1970 uag Acta
Informatica U 1972 (Bayer & McCreight) n31suagiulaensla — unagluunil

v & v =) < o = Y a o 1 : v R
anlaluos nildvuafuweivilsninfan nsAunviunalsdoyaiuny
auuaRudeuAsursedasIlun1shistaya ununasluainduass dhede
waniUagu (trade-off) vaauni 02 Nreiuluseauanamnssu: adalaseadng

% g Y X 4 v = = v o N =
Tineuil nanunuaziununsilew welimaulusuiangnas waziAagai
abstraction 52 @25 (query) @assauliounumnagnslndnssng Tdaasig
[ vee o [ . @ =~ A, a  w 1
Aulansdszauvunn (order of magnitude) twsngianiladl index dn@alaidl —
i1 (surface) uanuA o¥ls urdafalu agdls
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The people are worth a moment. Codd's employer was slow to build what
he described, having a large and profitable investment in the older
hierarchical system it would replace (Wade & Chamberlin, IEEE Annals,
2012); the relational model reached customers partly through others, and
Codd received the Turing Award in 1981 for a paper his own company had
spent a decade arguing with (ACM).

auluGesiifuAflazuazgdnag uredrswes Codd losinflazadedeiiun
vsseeld inngiduamuieulvaiiiseindilsegluseuu hierarchical Juirndi
SfuaziduuNud (Wade & Chamberlin, IEEE Annals, 2012) LLUUIN@89L34
duWus (relational model) lUfissiognéndaunilssinuaudu wag Codd 1é5u
519%a Turing Award Tu¥) 1981 snesiiusenvasuneaiies@umnuiuiy
aut (ACM)

Which brings the story to the loosening. Around 2006-2007 two systems
built for a scale the relational contract could not reach were published —
Google's Bigtable (OSDI 2006) and Amazon's Dynamo (SOSP 2007) — and in
June 2009 a San Francisco meetup gave the movement a name it would
spend a decade regretting: NoSQL. The trade was explicit: give up joins,
give up strong transactions across machines, and buy horizontal scale with
the proceeds. What happened next is the interesting part. Having sold the
guarantees, the industry discovered how much application code it takes to
fake them, and most of these systems have been growing transactions and
query languages back ever since. Chapter 10 explains why the guarantees
were expensive in the first place — and why they can never be free once the
data lives on more than one machine.

SouRusndsasiidyaitunaies 5197 2006-2007 szuvdossaiiansn
Lﬁaal,naﬁél’aumunL%aé’uﬁuﬂﬂ13iﬁqgnﬁﬁuﬁ — Bigtable ¥83 Google (OSDI
2006) fiu Dynamo ¥4 Amazon (SOSP 2007) — wazluihaudiguieu 2009
47U meetup 7 San Francisco Sadalivuiunist defisiuasdeuniadelaly
8naul: NoSQL Feuaniudsugnuaeenuinsss: vexlaifl join vewlid
nsuuwnFuU (transaction) Audaussinuaies udrerdsieenuanlugeana
wuaueU AefindureunAediuiiiiaule werenisfuussAumaniyluug
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@ v 1 Y = ¥ a U I = Y] :g 1
1WNFAAUNUIGDIRsUlARlULaUNAATuLNNLA lua s UaousTuduun Trl
16 uagszuumanilduluafsennsunsnduiunenAlsnauAuLR LT
unf 10 83U1871917 luN15FUUSEMUNATND L NAILAKSN — wagyinlusiuaglal
Awv N A v \ 2 | = A
f3uns Wedsyasguuiaisaunnnimilanias

Connections - 1%auleg

Below: chapter 04 supplies the memory hierarchy that gives the B-tree its
shape, and chapter 05 supplies the file, the process, and the crash-consist-
ency problem in raw form — the database is what happens when one pro-
gram takes those duties from the operating system and does them properly.
Chapter 02 owns the data structures; chapter 03 explains why compressed
columns and encoded pages work at all. Above: chapter 07 lives here per-
manently, since a schema is the hardest thing in any system to change;
chapter 09 puts the client across a network; chapter 10 asks what survives
of these guarantees when the machine is really many machines.

¥ 1 d' Y o gj 1 o . dl [
Auas: uni 04 TanausunLeAugn (memory hierarchy) NN1UAFUNII
v94 B-tree @auunii 05 Tilwd Twsiwa (process) waztleywn crash consistency
wlugudug — grudeyafedsiiinvuiialusunsunilafunihiinaiuuunin
a wa Y o [l v a o A < 1% 14 v
seuuUURN1suAINIiueg199nAed93ds uni 02 lWuivedlasiainetaya
dl a 1 o Y o‘d'd Y L L4 dl v LY Y = -] 1 4
uni 03 esuteivinlursauundudauarnuntdeyanidisiandfeinanuls
& 1 o a 1ala a A & a v A
ALALLIN AUV UNY 07 BEYNUNIT INFIZARUN (schema) ABEINLNYINNERA
Tussuulag Anu unii 09 w1 client SruaIedngly uni 10 anudinis
o 9 A A % I & a P < <
Suusziumaniimaesslsoglng 1iloiAse9934¢ LaIABIATOMABLATEA

Open questions - A1aundalnag

Is the relational model a permanent floor or a fifty-year local maximum? Its
critics have twice declared it obsolete — for objects in the 1990s, for scale in
the 2000s — and it has twice absorbed the challenger. Second: the optim-
izer is now the least predictable component in most systems, capable of
choosing catastrophically on stale statistics; learned optimizers are an
active research front, but a mis-estimating model is harder to debug than a
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mis-estimating formula. Third, and least settled: the log is the one compon-
ent every modern data system has converged on. If storage, queues, replic-
ation and stream processing are all logs underneath, is "the database" still
the right unit of thought, or is it the log that is the floor and the database
merely one view built over it?

o a o v d . &, Y = [ 1
WUUD1ADIIIANNUS (relational model) tUUTUNIIT WIBLUULAYAASEAALDNIE
# (local maximum) Negunleindut gaorsaluseniaindudadsuiuaddes
A9 — 15849 object TunA559 1990 1Sp9aLNalUNAITTY 2000 — wazsiUNAY
auwvadnlUldvivantnss dedes: query optimizer noutiiludiuusznouiinin
wlulaunngaluszuudiulug deniianainisusilaanadnnaiade

. . A a 14 . . 13 Ay Ao v o ¥
optimizer msauj?lm (learned optimizer) UULUITUIRENNIAIANAN LelULAA
] A a ad ' ~ A a v o . o A a
nUszdiudafunaInnIgasiuseliuin toau wazdsliasdiangn: log Ae
drulsznauifieaisyuudeyaalislivnsaniussauiu i storage, queue,
replication uag stream processing a2uu log agdnald "grudoya” dudu
wiieAnfignaeseguseila wsed1 log Aemniiutiu druguteyailuua
yunawmilanassdousgUnsuy

Go deeper - 91Ufia

— E. F. Codd, "A Relational Model of Data for Large Shared Data Banks," Com-
munications of the ACM 13, no. 6 (1970): 377-387 — twelve pages that
reorganized an industry; ACM DL.

E. F. Codd, "A Relational Model of Data for Large Shared Data Banks,"

1
o

Communications of the ACM 13, no. 6 (1970): 377-387 — &U&8IULNIN
sziUsunsananinssulug; ACM DL.

— Peter Bailis, Joseph M. Hellerstein & Michael Stonebraker, eds., Readings in
Database Systems, 5th ed., 2015 — the field's own curated canon, with
editorial commentary; free at redbook.io.

Peter Bailis, Joseph M. Hellerstein & Michael Stonebraker, eds., Readings in
Database Systems, 5th ed., 2015 — AufAS71eNs@RAsTIEY NEoUMABSUNY
ANUTTAUNEANS; 81UNST redbook.io.
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— Abraham Silberschatz, Henry F. Korth & S. Sudarshan, Database System
Concepts, 7th ed., McGraw-Hill, 2019 — the standard textbook if you want
the mechanisms in full.

Abraham Silberschatz, Henry F. Korth & S. Sudarshan, Database System
Concepts, 7th ed., McGraw-Hill, 2019 — f1558UNIMIFIU A1dBINISNALN
WUUANURUU.

84



NETWORKS

CHAPTER 09

Networks

=) ]
LAF3VUY

This chapter is the floor that dissolves the boundary of the single machine —
everything above it can address something that is not itself.

v v
U

Fuilazangvaulunveasodhelie — nnegsiegwmiledulussidildlddiuedla
How do machines that share nothing agree to talk?

dll dl (= 1 [y U U ¥ 1
wiesnlifioglssiuiuae anasiuaureiuldedials

In October 1986, two sites four hundred yards apart stopped being able to
talk to each other. Van Jacobson recorded the numbers: between Lawrence
Berkeley Laboratory and the University of California at Berkeley — "separ-
ated by 400 yards and two IMP hops" — throughput fell from 32 Kbps to 40
bps (Jacobson & Karels, SIGCOMM '88). A factor of a thousand, across a dis-
tance a person could walk in four minutes. Nothing had broken. No cable
was cut, no machine had failed, no attacker was present. The network had
simply become so busy retransmitting the packets it was already failing to
deliver that it left no room to deliver anything. It had eaten itself, and it
would do so repeatedly for the next two years.

Tuifeunanau 1986 apsanuiifivinafudiesvanaeiiulailédndely van
Jacobson Uuiin@avl3: 531319 Lawrence Berkeley Laboratory fiu
University of California @ Berkeley — "##19111 400 a1 uazaa3ydd IMP hop"
("separated by 400 yards and two IMP hops") — U3unaus1usiatan
(throughput) #n91n 32 Kbps tas 40 bps (Jacobson & Karels, SIGCOMM '88)
sl vussegiinududduaund lisieglsws lifianegndn laifiegos
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au laifigloud i3evieuAgaiunsasdn (retransmission) winn (packet) 7i
HudalaidnSenguan auliimdeiinedideezlslédn diufudies wazaziu
Ao lugnaesd

That episode is the best introduction to this floor, because it shows what
kind of thing a network is. Not a wire. An agreement — with no authority to
enforce it.

L4 6’5 = o dld d' 6’5 a’i’ LY 1 =1 1 @
wnnsaliuAeuniNnnaavestull msnzduuanina3ovie (network) 1y
veauwuuluru luldaeln wiidudennas — nlaifisrunaladedulnvinnu

The agreement starts with a decision made twice, independently, in the
early 1960s. The telephone system worked by circuit switching: reserve a
path end to end, hold it for the duration, and the conversation gets a private
wire. Paul Baran at RAND, designing a communications system that could
survive the loss of much of itself, proposed instead that messages be
chopped into standard blocks that each find their own way and be
reassembled at the far end (On Distributed Communications, RM-3420-PR,
1964). Donald Davies, at Britain's National Physical Laboratory, arrived at the
same design for a different reason — computer traffic is bursty, and a re-
served circuit sits idle most of the time — and gave the blocks the name
that stuck: packets. Packet switching trades a guarantee for a statistic: no
conversation is promised a path, all conversations share all paths, and they
share well precisely because none talks continuously. The first message on
the resulting ARPANET went from UCLA toward Stanford Research Institute
on 29 October 1969; the operator typed the first two letters of "LOGIN" and
the far end crashed (Kleinrock's account).

Fannastizuannsindulefiintuaesniienaindu lugredundsse
1960 szuuUnsEWITINaWA® circuit switching: saadunislSisane 8al3
nADANISALNUN UNaunNA leaedusalUld Paul Baran 7l RAND &4
senuuusTUUAeasTisenldusiiiueszgniansluludning wiaue
nsetu: dudeanuluiouninsgiu Tudazdeunmisliies udruszneu
ﬂé’UﬁIUa’lEJM’N (On Distributed Communications, RM-3420-PR, 1964) Donald
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Davies ﬁl National Physical Laboratory ¥8483ngy UNDILUULAEINUAIY
WRHaAUAZ LN — ‘VI’i’]WWﬂ‘UENﬂE)iJW’JLGIE]iSJ’]LUu‘WNs] (bursty) Waz2995i
sesliiTadnfeunasaan — uaziwnAsausidedeuninioufinuinings
v!ﬂ"'a’uu'jn WANLAR (packet) packet switching wann1s3uUseiumlsaana: la
fiunaunulnulasudyanrinziidunis nnunaunnldnduniesiudu
wagldsmfuldfmazliflasyasteiiomasaiiat donnuusnuu ARPANET
ﬁimﬁummﬂﬁ’jﬂwuﬂﬁ Qﬂ’é\imn UCLA 'lUffs Stanford Research Institute 1ile
uit 29 nanAx 1969 faruauRuisnusADIFIUsNYa "LOGIN' Uanevnefay

(Kleinrock's account)

The second structural decision is layering — the tower recapitulated inside
one chapter. Each layer takes a job from above, does one part of it, and
hands the rest down, knowing nothing of the implementation beneath. The
formal version is the seven-layer OSI Basic Reference Model, standardized
in 1984 (ISO/IEC 7498-1); the version the world runs is smaller and messier,
four layers written down after the fact in RFC 1122 (1989). Keep that embar-
rassment in mind: the model designed by committee is the one taught in
courses, and the model grown by implementers is the one carrying this
sentence to you.

msmmmﬂa}L%ﬂiﬂieas']wammﬂa mswuwu (layering) — #1oABY (tower)

ilugoaunegluunifiel utastusunuanduul vudduvosiales di

wideasdneans Tagliferlsiasiieaiunis implement flagdnld nast

M19N15Ae OSI Basic Reference Model 1aatu tWuunsgulull 1984 (1SO/IEC

7498-1) estunlanasddogiannitwazsnndi Tavu Weudunasaniuin

Juadeluuaalu RFC 1122 (1989) Sranuutoeililia: lunaneusnssunis
a a £y = a X A a

panuuUAslunangnasulueusau lunanianduainiisaun implement

a A U dl o w ds’ =

IResnAdInIUseleailuntnu

What makes the grown one work is the shape of its middle. The Internet
Protocol offers almost nothing: it will attempt to deliver a packet toward an
address, and it may drop it, duplicate it, delay it, or deliver it out of order
without apology. Every network technology beneath can be different —
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fiber, radio, satellite, copper — and every application above can be different,
and they meet at one deliberately impoverished layer. The principle behind
that poverty was named by Jerome Saltzer, David Reed and David Clark: a
function "can completely and correctly be implemented only with the know-
ledge and help of the application standing at the end points ... providing that
questioned function as a feature of the communication system itself is not
possible" (end-to-end arguments, 1981/1984). Put the intelligence at the
edges. A network that tried to guarantee delivery would still not spare an
application from checking, and would tax every application that did not
care.

asnviliestunsenvuinldanuldfagunsvesdiunand Internet Protocol
Teglsunuliildiae: fiusznweewdsininaludiieguils wazduoiavitme
o % 1 Gl 1 = a o u 1 = S 1 124 U
7191 wiaaan usededarndeu lnglivalnwlas maluladinseuiadneans
ansiulevun — TWiues Ing afisy aenesuns — weunaiadudrauunang
fulanun Neassranaaiunduieinaulalaendla Jerome Saltzer, David
Reed wa¢ David Clark Astanannisiiasnasainuaulanu: deidunilaasgn
implement l@agvauysaiuazgniesnsoiiofinnuiuazanuyisiiaoin
wounAintunguegnynuatenimsaasiawinuu nsvinladlsnduingnesen
aunuduiinesvesszuudeansiesdadululaild (end-to-end arguments,
1981/1984) 1M3A11x2a10 l31vau s eveineteusulseiunisaanandlal
Uanueundintuainnisiensivdaulesegh wauiunsannaweunandu
an 4 Ko
nlsiaulaiSesiinne

So reliability is built on top of unreliability, by the endpoints, and that is TCP.
Vint Cerf and Robert Kahn's 1974 design (IEEE Trans. Comm. COM-22(5):
637-648) numbers every byte, acknowledges what arrives, and retransmits
what does not, manufacturing an ordered, gap-free stream out of a medium
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that promises none of those things. The ARPANET switched over to it
wholesale on 1January 1983, a date fixed two years in advance in RFC 801 —
the last time the network was small enough to be changed on a single day.

1 dl S = } %4 124 C [ 4‘ =l g.’l y
AMULYRRETIgNas 1Y dauviu mnuliunieiis Tnegauatenmsassida
LazuAD TCP N1589NLUUVY Vint Cerf iU Robert Kahn Tut) 1974 (IEEE
Trans. Comm. COM-22(5): 637-648) lanuneaiavlinnlud duduaeniunga ds
96’ QI dl ] = o d dl d o Y a0 U dy LY dl |- 7
fraenlaiunie duansunisesannuuaz lifidesinuaindanansilidygdn
agname7lutiu ARPANET waguunlgiunassuuluiun 1 unsiau 1983 Yuh
Amualiarmiiaesdlu RFC 801 — aisgavinefitasedneduanneavziuasu
aludufen

Which returns us to 1986, because retransmission is exactly the behavior
that ate the network. A sender that responds to congestion by trying harder
makes congestion worse; ten thousand senders doing so collapse the com-
mons. There is no central regulator to prevent it — no one owns the inter-
net, and no one can be told to slow down. Jacobson's fix, which is still in the
bones of every connection you make, was to have each sender infer the
state of the whole from what it can see locally: treat a lost packet as evid-
ence of congestion, cut your sending rate sharply, then probe upward again
gently. Congestion control is voluntary restraint by parties who cannot see
each other, and it holds because the alternative is that nobody gets any-
thing. It is the most consequential piece of distributed politeness ever de-
ployed.

is1nauunt 1986 lansell tns1en15dedn (retransmission) AewgRnssunu
138918 1 UNULY JAIINOUANBIRBAIIULESA (congestion) AIBNISWENETY
WINYU i liAULE AL A pﬁdwﬁmﬁumsw'hLLUUﬁ'uW%fauﬁ’uﬁﬁ'aw%’wmﬂs
1 3’; = 1 1 v % 1 [ % a ¢ @
Arusrunaiu Lifiviasaunarsluuriiule — Liilesiduiivesdumasiiin
wazlusilasgndsliignasla n1eufves Jacobson dailsaglunsegnueamnnis
WousianAna1aniuil: TigdwusagseeyuiuanIueg (state) YaNITEUY

a do 1 A 2 & o z o o
nAnsesadTiulunun usswnnanelUdunanguvesnuLesn
AngnINTsasatetauss e lnaulniogneiuwia congestion control Ag
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The same structure — no authority, only agreement — governs how things
are found. The Domain Name System, specified by Paul Mockapetris in 1983
and refined in RFCs 1034 and 1035 (1987), turns names into addresses by
delegation: each zone is trusted to answer for the names beneath it.
Routing between networks runs on BGP (RFC 4271), in which each network
announces which addresses it can reach and its neighbors believe it. On 24
February 2008, Pakistan Telecom, complying with an order to block You-
Tube domestically, announced a route to a slice of YouTube's addresses
more specific than YouTube's own — and because more specific wins, and
because its upstream provider passed the claim on, the world's traffic to
YouTube went to Pakistan for roughly two hours (RIPE NCC). Nothing was
hacked. The system worked as designed, and the design assumes honesty.

Tassadrafeniu — lulisune duddennas — audnazivesaelaegals
Domain Name System i Paul Mockapetris 1guainlilul 1983 wazusuusa
Tu RFCs 1034 uag 1035 (1987) LLUaa%aLﬂuﬁagié"wmiuaué’mw
(delegation): usiaglauldsuanulilalineuunudeiiegldsiu nsdadunia
(routing) s¥MinASeU1839UY BGP (RFC 4271) usaziasevneuseniedi
dasludsiioglnuldting iteutihufide etuil 24 nuanus 2008 Pakistan
Telecom vineusdsliiudion YouTube Tuusging fenisuseanadunidluds
fiogjaunilives YouTube fisumiznitves YouTube 1o — dumsfisinng
niwugiane uazdliuinsdunvesiudsdadiusznimiuesnly newiin
walanigjann YouTube Se3sluthiianuegsnassdalus (RIPE NCO) laifiogls
gnudin szuuvihaumafieanuuulivnesne uagnnseenuuutiursaguu
aunAgiuimnihededng
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On top of all this sits one application among many, proposed at CERN in
March 1989 as a way to keep track of documents (Berners-Lee) and released
to the public domain on 30 April 1993. For most people the Web is the net-
work — which is what a well-built floor looks like from above.

vugnvesavaaiineueUuwdiatunidunansg & lauetuil CERN Tuideu
fiunau 1989 iveld@amuianans (Berners-Lee) uagUsosgasnsnaudilu
Fuil 30 W 1993 dmduaudnlng 13u (the Web) fie 1a5eti18 (network)
— thuuwnazienthmvestuiiadand deusswinduuy

Connections - 1Uaule

Below: chapter 03 sets the physical ceiling on any channel and supplies the
error-detecting codes every layer uses; chapters 04 and 05 provide the ma-
chine and the operating system that actually move the bytes. Above:
chapter 10 takes the machines connected here and asks what it means for
them to agree on anything, a far harder question than making them talk;
chapter 08 is often on the far side of one of these connections; chapter 11 is
the one this floor keeps needing, since DNS and BGP were built for a
network of colleagues.

o

AUAN: UNTI 03 AMRUALNATUNNNBATNUBTBsdlau1al (channel) Taq uag

A
v

Tisansradutaranain (error-detecting code) Mnwiuly unii 04 fiu 05 11
2 a wa a P ) ¢ a P a 2 a A
wIBauaszuUUURnisnastievduludase auuw: unil 10 lA3esiiien

ﬁiaﬁ’ﬂuwﬁiﬂmmﬂmiﬁmﬂﬁumﬂaaavlsﬁ’ué'nasjﬂaLLiJa'i'la'"h ANDNNT
snnn'afm']swflwwmuuﬂeJﬂu"Lﬂu'm undi 08 unaﬂaﬂmnwuwmmswama
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Open questions - A1aundanag

The end-to-end argument is under steady pressure: firewalls, address
translators and content delivery networks all put intelligence back in the
middle, and QUIC moved transport out of the kernel to escape the middle's
grip. Is the narrow waist still the architecture, or a memory of one? Second:
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BGP's trust problem has had a technical answer for years — cryptographic
validation of route origins — and deployment remains partial, which makes
it less a research question than a study in why coordination fails when no
one can be compelled. Third: congestion control now runs many algorithms
at once, some far more aggressive than others, on a commons that assumed
roughly equal restraint. What holds an agreement together when the
parties no longer agree?

end-to-end argument Qﬂﬂﬂﬁuagjmaaﬂ: firewall, address translator LLag
content delivery network sinannanuaatanauttinlulinsenans @ QuIC
¢ transport 88n21n kernel lilouiiidouilovensinaniu eanenuay
(narrow waist) aduaaninenssuase viealunannunssdteiuual deaes:
Jrymannulilaves BGP ddmeunmamatiaunvaisludl — n1snsiadeu
WAETUUD AU IRIEINEINTSTESU (cryptographic validation) — usinns
THauasedsvilauaunsdru fudslildmanidovindudunsdl@nwiinvinly
nsUsgauauisdumanielifilasgnoaduld deam: congestion control
neutiunanesanasiundeuiu unainAngnidauann vundneans
dunufieanuuumlavaunidimnihedudstidlaning fu ezlsezdadonnas
1§ deresneg lddiunssiusndely

Go deeper - 911619

— J. H. Saltzer, D. P. Reed & D. D. Clark, "End-to-End Arguments in System
Design," ACM TOCS 2, no. 4 (1984): 277-288 — the shortest route to under-
standing why the Internet is shaped as it is; MIT PDF.

J. H. Saltzer, D. P. Reed & D. D. Clark, "End-to-End Arguments in System
Design,” ACM TOCS 2, no. 4 (1984): 277-288 — idunmsduiigafiazidladn
vinluBumesifindedisunsauvuiidued; MIT PDF.

— Van Jacobson & Michael J. Karels, "Congestion Avoidance and Control,'
SIGCOMM '88 — PDF.

Van Jacobson & Michael J. Karels, "Congestion Avoidance and Control,"
SIGCOMM '88 — PDF.
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— Larry Peterson & Bruce Davie, Computer Networks: A Systems Approach —
the systems-first textbook, kept current and free at systemsapproach.org.
For the classic course treatment, Kurose & Ross, Computer Networking: A
Top-Down Approach, 9th ed., 2025.

Larry Peterson & Bruce Davie, Computer Networks: A Systems Approach —
ms'lw,'sumﬂuuuaasvuu Usuﬂsamamama“mumm
systemsapproach.org. AR BINISUUINNUUUABSAAAAEN 9 Kurose & Ross,

Computer Networking: A Top-Down Approach, 9th ed., 2025.
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CHAPTER 10

Distributed Systems

ITUUNTTINY

This chapter is the floor where "the computer” stops being a noun — the machine is
now many machines, and the abstraction of one is something you have to build.

FuilAann "rauiimes” LENUUAILINRYT — 1ASaInaeduraIeIATed LAZUINSTTY
(abstraction) vaIn1stJuntiafeIAUDINHBIAS 1904

What breaks when there is no "now"?

1918l "mouil" warezlswe

At 22:52 UTC on 21 October 2018, engineers replacing failing optical equip-
ment briefly severed the link between GitHub's East Coast network hub and
its primary East Coast data center. Connectivity was restored in forty-three
seconds. In those seconds the system that keeps the databases healthy did
exactly what it was built to do: unable to reach the East Coast primaries, it
promoted replicas on the West Coast. Writes had by then been accepted on
both coasts. Neither side was wrong, neither could be discarded, and re-
conciling them took twenty-four hours and eleven minutes (GitHub post-
incident analysis).

anefiv1aly 43 3und vinl¥ GitHub Fasldinan 24 92Tu 11 il anafiunang
111 22:52 UTC ui 21 na1A 2018 %ﬂ’)ﬂiﬁ’]ﬁx‘maﬂLﬂgﬂuqﬂﬂ’ii‘ﬂﬂuﬁ?ﬁ’]
wasiide uagdndsseninsgudinietioiling usanves GitHub fuad
dumesudnilingusenluthvme Turaananiues ssuuiinesguaguain
vasgutayavheumuiignadaunlivindsy — Anse primary Hangusenlsi
1§ suSadou replica Hang Sumnauidu primary unu Ssmeututeyagniden
Furdluudisansile lufilelvufio Lisidslnuiiald uagnnsuszanuvisassils
TmseiulmdAunanluwindu GitHub post-incident analysis)
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Nothing failed. That is the shape of every hard problem on this floor. The
link came back, the machines were healthy, the failover logic was correct —
and the system still could not say what had happened, because for forty-
three seconds there was no shared answer to the question what is true right
now.

Tiiffeglswadnedne thufegusrwesdamennyndeuutuil Asinduun infes
nAsosndansed assne failover Agndes wiszuudavenlalldinAneslstu
wszaaen 43 unidulifidneusuudndneuidisrdmiuaaudi aeuil
azlsAon11uasa

Start with why that question has no easy answer. Two machines have two
clocks, clocks drift, and no amount of care makes a timestamp from one
comparable with a timestamp from the other. Leslie Lamport's response, in
1978, was to stop asking for time and ask only for order. His "happened be-
fore" relation says one event precedes another if they occur in sequence on
the same machine, or if the first is the sending of a message and the second
its receipt — plus whatever follows by chaining those together. Everything
else is concurrent: genuinely unordered, so that any consistent story about
which came first is as good as any other (Lamport, CACM 21(7), 1978). Phys-
ics reached this first: simultaneity is not absolute, and the only real order-
ing is the one causation can carry. In a distributed system, messages are the
light cones.

monuiuliififneuien mszeiesdeunsasiviindosdeu uRn Wi
gananiu uazsoliszTaualn timestamp veunzswmilsiifisuiuvvedn
1309lafl# Leslie Lamport noui3esiilull 1978 frensidnanumiian wie
AURILA B1RU ANUFUWUS "happened-before” Gummnuaﬂd'uw;msﬂiwﬁa
\AnneuBninanisaiiveiiensgiinnusfuuuaIeufioniu emnnisel
wsnAemsdsteruLazignsaivasientsudennuiu vanfueslshaud
lasefuduameanaeauuuil Mivdenmunae concurrent — laifidduase
Souaiidenndestueanuulvufnuiteslsuneu deufwiiumun
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(Lamport, CACM 21(7), 1978) W@ndaadoaguilnow: Anunsouiullyds

[ ¢ o d' Y a 10 dl @@ @ 4

duysal andunuiiasedivaardunanudumedunanilula Tussuunszang
YaA21UAB light cone

The second difficulty is worse, because no formalism softens it. On one ma-
chine a component either works or has crashed. Across machines there is a
third state indistinguishable from the other two: no answer yet. A silent peer
may be dead, overloaded, or healthy behind a broken link, and no timeout
separates these: a timeout says the answer has not arrived, never that it will
not. Lamport's much-quoted definition captures what this does to the
experience of building anything: "A distributed system is one in which the
failure of a computer you didn't even know existed can render your own
computer unusable” (Lamport, 28 May 1987). Failure here is not an event. It is
an ambiguity.
Haymiiaesmiinni msglifisunuumeadnmansluugisnouiuld vy
w3 reulwiuudnilslivihenuegfauluuda dranesestuiianugiiani
wenanaesuuuwsnlioen Ae delifidnou ousauadetieiideuluens
meud enaluaniiu wieenaudeussiudegndsasiiivnn 1aifl timeout luu
wenaueesiioananiu — timeout venlduAdAnaussliin limeuenin
ffuarliian dewiignénavesiigaues Lamport Sunwinidesilviherlsiu
Usgaun1salnIsas1eveamnnegne — "SEUUNTZAIBABTLUUTIAINALIAIVES
AewImasiAspisiunnilisiednindey annsavildaoufunesvesnm
altaulala” (A distributed system is one in which the failure of a
computer you didn't even know existed can render your own computer
unusable) (Lamport, 28 May 1987) mmé’ummmeﬂﬂﬁmqmiiﬁ JuAe
AUAINIY

Given ambiguity, can machines at least agree on one value — which replica
is primary, which transaction committed, who holds the lock? This is the
consensus problem, and it is the hardest thing here. Fischer, Lynch and Pa-
terson proved in 1985 that in an asynchronous system, where messages can
be delayed arbitrarily, no deterministic protocol can guarantee that all
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correct processes decide if even one process may crash (JACM 32(2): 374~
382). The proof is not about bad engineering. It is the impossibility of telling
a dead process from a slow one, elevated into a theorem.

a&jﬁummﬁﬂﬂ'smwuﬁu inseaRneg Senennasiulddnaiealnyg — replica
luu@a primary, transaction 1w commit u&3, laséie lock ag? et
2UNuA (consensus) LLazﬁuﬁaﬁmmﬂﬁqﬂuuﬂ?uﬁ Fischer, Lynch wag
Paterson figaiil3luil 1985 +luszuvezdslasiia (asynchronous) fitaArn
gnuiaaleuruwinlsnld lifilnsineea@simvuauiueu (deterministic) 62
TnusuussduldiTnswafigniemningdndulald Srfudiudinswafion
9198 (JACM 32(2): 374-382) uniigaiiilaildindaeicmnssudiug sufens
snaudululdldiezuenTnswaiinmeudoonaninsiwaiiuadi dudu
NURUN

Working systems live inside that result. Paxos, and Raft after it, never sacri-
fice safety — they will not decide two different values. What they give up is
the promise to decide promptly: during a bad enough network they make no
progress, and when it recovers, they do. Lamport submitted Paxos in 1990
as an archaeological account of a fictional Greek parliament, and it went
unpublished for eight years while reviewers puzzled over the joke (ACM
TOCS 16(2), 1998); he later wrote a four-page version, "Paxos Made Simple".
Diego Ongaro and John Ousterhout's Raft made understandability an
explicit design goal and won a best-paper award for it (USENIX ATC '14).
GitHub's failover ran on Raft. Raft did not malfunction; it agreed, correctly
and quickly, on the wrong thing.

szuuiildnusisognielunadnsiiu Paxos uaz Raft finnamn laiveuide A
Uaendy inun — duezlddnauloluiidaesndisnedu dediveudefoniiu
Tazdadulald Wuraedl sewieiedetsudunnne duldfunies we
w3oYenduNf Suniduntiise Lamport @1 Paxos iWdnuWlud 1990 Tusy
senuddunaniideisanininiiudedu uaziudeeguundnsze
mmmuwﬁ’ugﬂﬁu (ACM TOCS 16(2), 1998) nemdavdeuatuiniinde
"Paxos Made Simple" Raft U839 Diego Ongaro LLag John Ousterhout sadlnis
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ponuuulinssg 1Aeadladte uazainsela best paper iarnidiu
(USENIX ATC '14) failover 984 GitHub J98guu Raft waz Raft lailévinautin
Hunnaiuld gniesuazsins uwsediian

Because consensus costs round trips, systems trade it away. Eric Brewer
proposed in a July 2000 keynote that consistency, availability and partition
tolerance cannot all be had (PODC keynote); Seth Gilbert and Nancy Lynch
made the conjecture a theorem in 2002 (SIGACT News 33(2)). The popular
reading — pick two of three — is wrong, and Brewer said so twelve years
later: partitions are a fact of networks, not a design choice, so the only real
decision is what to do during one, and it can be made differently for
different operations (IEEE Computer 45(2), 2012). Refuse writes on both
sides and stay consistent; accept them and stay available. GitHub's day of
repair is the bill for the second option.

SunmuAsiduyudu round trip SyUUSWIUINNSweuuansTuite Eric Brewer
wueliluAdlunifaunsnginu 2000 31 NaaAAABY (consistency) MY
wioulteu (availability) uagn1snuABNISLENUIAVOILATDUE (partition
tolerance) laifinnalaasuausgtaniaunu (PODC keynote) Seth Gilbert fiu
Nancy Lynch sndeduiiuguiitudunguiiunlud 2002 (SIGACT News 33(2)
wimguweniluy — denldaasluanu — idn waz Brewer WaLoduasl
Tinde nsuenvinvauasetrsiludeiassavaansevie ldlvniadenlunis
panuUU Asndnauleldiedletaien Anvzvinerls sunined suintu uas
winzUfUiRnsidendmausineiule (IEEE Computer 45(2), 2012) Ujiasnis
Founaaeils udrdneranuaenadadls viafunsideul’ udr¥nuany
wauldeuls Jugeuves GitHub Aedavesmadeniiass

So consistency became a menu rather than a property. At the strict end is
linearizability — every operation appears to take effect at a single instant
between its start and its finish, which is to say the system successfully
pretends to be one machine (Herlihy & Wing, ACM TOPLAS 12(3), 1990). At
the loose end is eventual consistency: replicas may disagree now and will
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converge if you stop writing (Vogels, CACM 52(1), 2009). Between them lies a
long spectrum, and choosing a point on it is the central architectural
decision of any system spanning a building, let alone a planet.

anudonnassdsnatedumy ladldnuauifnied yatedudusnie
linearizability — nnufsansginiloufinatulugaisrseuingaduiugaau
vosiiu wadnegsAeszuuunduunsendsalddnsa (Herlihy & Wing, ACM
TOPLAS 12(3), 1990) Uangfnunaiufe eventual consistency: replica lsinss
fumeuidld uazazgidniudugaidou (Vogels, CACM 52(1), 2009) sgwing
asUasfeanaiusnamben n1sdengandeuuiudenisdadulaids

o v A

:l' 3 :l' v a < a % = v
anUnenssundrdgyigavessyuulanmunniafuinies lideseianiig
WINAILASIEN

One more move is available: buy "now" back with hardware. Google's Span-
ner equips its data centers with GPS receivers and atomic clocks, and its
TrueTime interface reports not a timestamp but an interval — the uncer-
tainty & "varies from about 1 to 7 ms over each poll interval,' roughly 4 ms
most of the time (OSDI 2012). A transaction that must be globally ordered
waits out the uncertainty before committing. It is the most literal illustra-
tion of the tower: a floor that could not assume a global clock bought one,
in satellites, and sold the result upward as an ordinary database.

v aA 1 d! =y g n d’I" [ ¥ (4 |4 a
gadidnvinvila Aade "naull" nduNIAILEIALIT Spanner YB3 Google Fin
dl o a ¥ < I3 LY a (4
1ASDI5U GPS wazuRmezaaulilundduneueiies uazdunesinyg
. [ 1@ 1 . 1
TrueTime s1891ueanu l4lY timestamp wallu 424 (interval) — Al
WUUBY € "UN399g517 1 e 7 Tadiunvideseulna” (varies from about 1 to 7
ms over each poll interval) 511 4 fiad3uniiluaandiulug (OSDI 2012)
transaction fifiaai3esaduAuIlanazsalinulisiueutiunualUneursy
. e = o Y o ad a Myl
commit AN NEARETNINSIRINER: FuNaunfiFesuRnInaslils AYe
WIRNINANNNBIAIATIABY LaeraansTutuuulugugudoyasssum
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The oldest warning here is still the most useful. Around 1994 Peter Deutsch
listed the false assumptions newcomers make — the network is reliable,
latency is zero, bandwidth is infinite, the network is secure, topology
doesn't change, there is one administrator, transport cost is zero — and
James Gosling later added the eighth, that the network is homogeneous
(Gosling). Each is a place where the abstraction of "one machine" leaks, and
every large outage of the last thirty years is a receipt for one of them.

AnRauiiunngaluiseldaldlaanaga 5190 1994 Peter Deutsch lasienis
ANULTBRANY vesAuL Il — 1asetnBeiiold Anuriadudud wuuadan
L wserneuasnds Inlwlagluasu ddguassuuauben dununises

14

& ¢ . a v A Y a I3 X
leagJaLﬂuﬂuﬂ — LLa% James Gosllng W]ﬁJSUEJV]LLﬂﬂiuﬂqﬂwa\TJ'\Lﬂia%qﬂLUULU@

u
a U

WAeIUMNA (Gosling) wsiazUaAayail abstraction Uas "ATEALT" 57 LAz
v Y [ 1 [ a aa I < £ ¥ =
wntndesnsilnanassluamdulnduunfsluaiavestelatents

Connections - 1%aula4

Below: chapter 09 supplies the messages and, crucially, their unreliability —
this floor exists because that one cannot promise delivery. Chapter 05 owns
concurrency within one machine, where locks work and failure is unam-
biguous; the gap between them is exactly what shared memory was buying.
Chapter 08 supplies the guarantees traded away here. Above: chapter 07
pays the operational cost of every decision on this floor; chapter 11 replaces
"machines may crash" with "machines may lie," a strictly harder problem;
chapter 12 trains its models on clusters that are distributed systems in
every respect above.

YUANN: UNT 09 dsdonnuali uazidrayninuu dsanuldunieiiovss

¥ v gj dyd M v gj gj % % 1 = M ¥ d' =y
Jaauunaig — Juiliiegldinsigdunusuyseiunisdadslila uni 05 fe

& o % @ & a aa v a P '
\Sesn1svieunseununglunieaisn 19 lock Tulaassuaganuaumadlal
AININ Y9IN95ERINEDIUNADAINNUIBAINUTI5IU (shared memory) LABTD

13lvwed unil 08 din135uUsEiU (guarantee) Nignuaniiansatiunly Fuuu:
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uni 07 Seaunuaulfiinnisvesmnnisinaulavutui uni 11 Wasu
"AT99979a4" WU "IAS899191N1N" TI8INNTAUDEINLATIATA UNT 12 IN5U
Tuwmavundawmesimiuszuunszanslunaudyudiedu

Open questions - A1auigalnag

Is consensus getting cheaper? Tight clock synchronization and fast data-
center networks have narrowed the gap between the theory's worst case
and the common one, and how much of the CAP trade is fundamental
rather than an artifact of 2000-era networks is unsettled. Second: consist-
ency models are precise but not intuitive, and most production bugs here
come from engineers reasoning about a model they could define but not
feel. Third, and largest: partial failure is the one thing no abstraction has
ever fully hidden — every attempt to make a remote call look local has
leaked. A flaw awaiting a fix, or the honest shape of the world showing
through?

dunuiiddignadluu? msefuninifiuiuduiasiasevienddunesi
52U livesineszninsdugannungufiunsainuaduauas uazdald
oy ' g 4 X ! a4 '
fdpaguinnisuanuuu CAP 1wsaanuguualvu vsailunAsessesvas
A 1 ¥ dl o 14 .
1AT9YIBEYA 2000 YONEDI: LUUIABIAUABAAADY (consistency model)
wdugualinssdysngyiu wazundiulnglusuassnssiunainiaansili
winnadukuuItaesiduestieulauidnladld Yenau uaglveinan: au
AULAIUEIU (partial failure) AodaAeaflaidl abstraction Tuuleedouldiia
— Naanunereuvinlinisisentiuesasguliousanlunsoafieiu aausa
Yy ada v oA Y A A A v oa P~ : o
WuA7 UAedaunnseisen1sua vsemesUsNuvswedlanilludeanunly
A2

Go deeper - 911619

— Leslie Lamport, "Time, Clocks, and the Ordering of Events in a Distributed
System," Communications of the ACM 21, no. 7 (1978): 558-565 — eight pages
under everything above; award citation and links.
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Leslie Lamport, "Time, Clocks, and the Ordering of Events in a Distributed
System," Communications of the ACM 21, no. 7 (1978): 558-565 — uun
WN5035UNNeE1T1eRuegt19ld; award citation and links

— Fischer, Lynch & Paterson, "Impossibility of Distributed Consensus with
One Faulty Process," JACM 32, no. 2 (1985): 374-382 — the boundary of the
possible; award citation.

Fischer, Lynch & Paterson, "Impossibility of Distributed Consensus with
One Faulty Process," JACM 32, no. 2 (1985): 374-382 — unvsvesdaidy

1dJ19; award citation

— Maarten van Steen & Andrew S. Tanenbaum, Distributed Systems, 4th ed.,
2023 — free PDF at distributed-systems.net. For the practitioner's view,
Kleppmann & Riccomini, Designing Data-Intensive Applications, 2nd ed.,
O'Reilly, 2026.

Maarten van Steen & Andrew S. Tanenbaum, Distributed Systems, 4th ed.,
2023 — PDF W37 distributed-systems.net d1081nldyuuuuuauiney
9349 81U Kleppmann & Riccomini, Designing Data-Intensive Applications,
2nd ed., O'Reilly, 2026
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Security & Cryptography

A2NUUAANYLLAZINGINSShdaU

This chapter is not a floor of the tower but a stairwell cut through all of them — an
attacker enters on whichever floor you left unguarded, and is under no obligation to
use the door you built.

Mo & <% 1 & ! % q' 1) a v 1) @V v
unilldlvdunisvaaenes uiiludestulaiatsneanniu — glafidmeguluunla

q

naauvaselilufinuil uazlifidenniinlanaziesldusygnamasell
How do strangers build trust over a wire?

aunvanuinasreanulilaturiuanslasdngls

In November 1976 the IEEE Transactions on Information Theory carried a
paper opening with a sentence academics almost never allow themselves:
"We stand today on the brink of a revolution in cryptography" (Diffie & Hell-
man, 1976). The problem it dissolved was thousands of years old, and it was
not that codes kept getting broken. It was a delivery problem. Every cipher
in history — Caesar's, Mary Stuart's, Enigma's — required that sender and
receiver already share a secret key: a courier, a meeting, a locked bag.
Scrambling the message was never the hard part. Getting the key to the far
end untouched was, and on a planetary network of strangers who will never
meet, it looked impossible.

Laaquﬂ'ﬁmau 1976 113¢é15 IEEE Transactions on Information Theory &3
wWiesnilaneussleaninivnisunuldgeuliiieadou — "Juilisidiag
guguUVaUVRINITUHIANIINYIN13IHAAU" (We stand today on the brink
of a revolution in cryptography) (Diffie & Hellman, 1976) Ugyniisiundnany
= U v 1 lﬂl lﬁl U 1 4 lﬂl U = 1 U
figuunul uazlilyiFesnsiagnaenlaisess dufedaminisdaau sia
aunnuuuluuseifa1ans — vas Caesar, Y89 Mary Stuart, 9849 Enigma —
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v Yy A

Ao shidsiugFudonuadiu (key) Srufusgiouud iuauAuans {1

A 1

Y] +, d'c.f % Y] v Y 1 1 < 1 cl'
AsUANU wseanunsEnaants nisdudeninulienulisanlinedudiun

1 dl = 1 = 1 ¥ =) '
810 drunenfedinyualudsuatenalaglifilasunzios uazuwasotiey

szauaaszineulufeauwlanutifozlifidueeiu Sestigdululila

It is not. Two people who have never met can shout across a room where
everyone is listening and writing everything down, and finish sharing a
number no listener can compute.

Hudulule auaesauinlimensiunglnuinuiesinnauiseguazanaynaill
19 ¥ o ! v = = v o v
warauasieiuavsnnui i lifigiauluudunaniula

The strangest part of that revolution is that it had already happened, in
silence. In a January 1970 report, James Ellis of Britain's GCHQ argued that
"non-secret encryption” was possible; Clifford Cocks built a working
scheme in 1973 and Malcolm Williamson another in 1974. All of it was classi-
fied. GCHQ released the papers on 17 December 1997, the day before Cocks
announced them in public — a month after Ellis had died on 25 November
1997, never permitted to say what he had done (GCHQ).

a'auﬁLLUaﬂﬁqmmmiUﬁ%’aﬂ%ﬂﬁuﬁaﬁuLﬁﬂ%ﬂULLé'aasJ"NL’fw‘uq Tuseau
WAaUNNTIAN 1970 James Ellis 4119 GCHQ v483nq ¥ tauadn "nsidnsiawuy
"lai&u" (non-secret encryption) \JulUlg Clifford Cocks a3nsamuniildauld
2341u¥ 1973 Malcolm Williamson a$198nuuuTud 1974 wanuagnintuidu
ANEY GCHQ Uspsiananseananiudi 17 §uanau 1997 uilsTureu Cocks
UsenAseansisaly — nilaiounds Ellis \dedimileTuil 25 waadnieu 1997
Tngliwelasuaygalinaindaeswieslsly (GCHQ)

Assume the enemy has your blueprints. In 1883 Auguste Kerckhoffs
published six requirements for a field cipher in the Journal des sciences
militaires. Five are period furniture. The second has outlived them all: the
system "must not require secrecy and can be stolen by the enemy without
causing trouble" (Kerckhoffs, 1883). Claude Shannon restated the rule in the
1949 paper that made cryptography a mathematical science (Communica-
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tion Theory of Secrecy Systems), and modern standards still say it plainly —
security "should not depend on the secrecy of the implementation or its
components" (NIST SP 800-123). A key can be replaced in seconds by one
person; a hidden design baked into a million shipped devices cannot be re-
placed at all, needing only one captured device to become public. Concen-
trate the secrecy in the smallest, most replaceable thing you own. That
thing is the key.
auuAndnghenuwideIvesnuegluliond U 1883 Auguste Kerckhoffs
WuRdamuuanndedmususiaduaiaaunlu Journal des sciences militaires
vdoiduresiinesvesyatiu teftaetegsonunlduiunimnde — seuu "Fos
liidesondunnudu wazreligndngaluglunlinateym” (must not require
secrecy and can be stolen by the enemy without causing trouble)
(Kerckhoffs, 1883) Claude Shannon ifsungdeiflusiluiuiest 1949 fivinli
InenssiadunaneilumansiBendinarans (Communication Theory of
Secrecy Systems) uagANASEILYALAEWANTIY BE1LABINY — AAaDAsY
“Limstuegiuanusvvesnsihluldiusiwiedinusznauvosiu’
(should not depend on the secrecy of the implementation or its
components) (NIST SP 800-123) auaudsudsunaualusilalulsifiunii
Alaiideulilugunsaiifudunsesiidseantundaudeululfias uazgunsel

]
=1

= <& = I3 XY & o qyad <
Qﬂ&lﬁﬂ‘dLﬂimLﬂ&l’]ﬂWﬂiﬂMUﬂaﬁﬂLUumaﬂaWSWimz i'lﬂﬂ'JqQJaUvL'JV]ﬁQ‘V]Laﬂ
a a | a | A aa Y oa
ngauazilasudengauinfinadl uiufenyus

Some doors swing one way. Multiplying two large primes takes a modern
processor a fraction of a millisecond. Recovering those primes from the
product has no known classical method that finishes in a useful lifetime.
Cryptography lives inside gaps like this — computations cheap forward and
ruinous backward. Here is the honest part: nobody has proved such func-
tions exist. Their existence would imply P # NP; the reverse implication is
not known, so even settling that famous question would not settle this one
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(status). Every encrypted payment and every signed software update rests
on a conjecture that has survived fifty years of attack — which is evidence,
not proof.

Useaunauuunddliniufies n1spadIuInenIzaun e sdinumm
TUswawesatslvduaawdsiiadiuii Mmsdoumduiuanizasssiaiu
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ns91eRunIsHannasILazn1ssUnngenaLsIgUiAUNNASe 1198g UL
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A secret can be agreed in public. The Diffie-Hellman construction is worth
understanding once, because it feels like sleight of hand and is not. Both
parties agree publicly on a large prime and a base number. Each privately
picks an exponent, raises the base to it, and shouts the result. Each then
raises the other person's shouted number to their own private exponent.
Both arrive at the same value, because exponentiation does not care about
the order. An eavesdropper holds both public results and cannot get there,
because recovering an exponent from its result — the discrete logarithm —
is one of those one-way doors. Two years later, Rivest, Shamir and Adleman
turned the same asymmetry the other way round (RSA, 1978): not hiding a
message, but signing it, so anyone can check who wrote it and no one can
forge it. Diffie and Hellman received the Turing Award for 2015 (ACM).

Audunnasiulunudsld Taseadng Diffie-Hellman Aunagvinaudnladn
Q’.’l U 4 Ve I g-’l dl 1 g-’l 1 % dl
Ass mszdulianuidnmiiounauiaina nenlily neasdennasiului
HAIBITIUIURNIZVUIA I AT U IUAMTEN wiazadanaud
mdswesitendunisdiud snavgruiuduavdideiu udnglnunadwg
eanlU dowusazihwendiavil 8ndie nzlnusenun Juduavdnidediudi
VBIFADI NG laANALIL sIzn1seniasliauladiu audnWedionadng
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[ v ¢

ansisaug I Ansansawalunalila sienisdauniavdnidannuadnsveg
Y a 1 =] . . R & a a
11 — aan137iulsreiiios (discrete logarithm) — AlduUssamaRednuY

G

wila @esUsioun Rivest, Shamir Lag Adleman wanAuldauuessuReaful
ndusu (RSA, 1978) lailagaudoninu ueduninutu Tilasansialainlas
Weu waghifilasuasula Diffie AU Hellman 1@5us193a Turing Award Usgd1U
2015 (ACM)

Encryption is one promise out of three, and usually not the one you needed.
Confidentiality means nobody else can read it. Integrity means nobody
altered it in flight. Authentication means it came from who it claims. These
are separable, and the failure mode is unglamorous: an attacker who cannot
read your ciphertext may still flip bits inside it, or replay yesterday's valid
message today. Most real protocol disasters are integrity or authentication
failures wearing an encrypted coat.

Y o & o w 1y a v Y] Vv A v )
nsisaduaiusadefiedluaiude wazdinlilddenaumanis anuay
(confidentiality) Aalaifilasdusuiueen AuATULIU (integrity) Apliiilas
A ludiusendnamna NsWgausinu (authentication) ABTUNIRINAUNIUEN

1 [ 1 .:’4’ LY 14 v =3 1A aa
10U auegluenaniuld uazgunuuanudumanlinienin glaan
81U ciphertext vasnailainan dsaaulntrslusiuld wseiendeminuigneies
Youdianuunaus1Tul mumeuzvednsinaealulanaseduluafoninu
AULUAIU integrity #30 authentication Tianuidenguidswall

Design against an adversary, not for a user. Every other floor in this tower
asks whether a system works. This one asks what happens when someone
actively wants it not to — and gets to choose the floor. Saltzer and
Schroeder set out the discipline in 1975 in eight principles that have not
needed revision: economy of mechanism, fail-safe defaults, complete medi-
ation, open design, separation of privilege, least privilege, least common
mechanism, psychological acceptability (Proc. IEEE 63(9)). Least privilege is
the one to carry: every component gets exactly the authority its job re-
quires, so a compromise stays local. Heartbleed, disclosed on 7 April 2014,
was a missing bounds check in OpenSSL that let any stranger ask a server
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for a slice of its own memory (CISA) — no cipher was broken; a leak two
floors down drained the secrets held above it. That is chapter 00's law of
leaky abstractions with an adversary standing at the crack.

dl U = 1 L4 1 dl L 74 Q".’l dl g 1
sanuuuiesuiiodenssdnu lulvwerld avudulunenessilauinssuy
anulalug sulianinfneslstudieliaunslassnlvmiuviiaulals — uay
\denlalesinavasdientuluu Saltzer fu Schroeder 193t illATud 1975 1Ju
nann1swuadandelinoans — economy of mechanism, fail-safe defaults,
complete mediation, open design, separation of privilege, least privilege,
least common mechanism, psychological acceptability (Proc. IEEE 63(9)) U®
nArsnnAnsiaRednsiesiian (least privilege) — usiazAaulniuuAlagIug

a v lﬂl L% ¥ 174 = lﬂl = ] 1 =
waRAunuvesiudedld anudsnediogniaizieguagaiied Heartbleed
\Wakeiloun 7 wwnsu 2014 Asn1saunsaaueuLun (bounds check) Tu
OpensSL Nuasslvinuulanutihaulvuildvedudruniisnnudives
\Binaeslug (CISA) — lifiswadusialuugnaen sessasluasstuganiny
v A& [ A 1Y . ad ﬂl
auninuegtnsuusenlunun JAengi1@ae abstraction Nsauoa1AUNT 00
TnefidensinNEuegnII5a8317

The weakest layer is the one made of people. The Morris worm of 2 Novem-
ber 1988 spread through an estimated 6,000 of roughly 60,000 connected
machines (FBI) — an estimate, still quoted as one. The ratio has not im-
proved: Verizon's 2026 Data Breach Investigations Report, covering incid-
ents from 1 November 2024 to 31 October 2025, finds a human element in
62% of breaches (DBIR). Mathematics defends the wire. It does not defend
the person who is tired at the end of a shift.

Fuiiseunaiigaratuiivhainau wueu Morris e uil 2 waednieu 1988
wwslusna 6,000 1A304 mnm’%mﬁﬁamiaa&uisn 60,000 1384 (FBI) — 1Ju
Faudszanmuns uazdsgnenslugtugiiavuszananisegauiuil dadui
13]?1%14@8 31847U Data Breach Investigations Report U 2026 w04 Verizon
ATEUARIMANSAIRILATLT 1 waadnieu 2024 F1 31 nanau 2025 wuileds
Mnuyudlu 62% v8an135lua (DBIR) adinansastuaneddld sula
Hosfunufiviiesdnoulnduunny
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A clock is running on all of it. Peter Shor showed in 1994 that a sufficiently
large quantum computer would factor integers and compute discrete logar-
ithms efficiently — dissolving exactly the two one-way doors that public-
key cryptography stands on. No such machine exists (chapter 14 weighs
how far away it is), but encrypted traffic recorded today can be decrypted
the day one arrives, a strategy standards bodies now name openly as har-
vest now, decrypt later (NIST IR 8547). The replacement is already standard-
ized: NIST finalized FIPS 203, 204 and 205 on 13 August 2024, and selected
the code-based algorithm HQC as a backup on 11 March 2025 (NIST). The
engineering problem is not inventing the new mathematics. It is finding, in
a civilization's worth of software, every place the old mathematics was
quietly assumed.

wiinuAuoguuYNagnediinn Peter Shor wanslilull 1994 tneufianos
meusuiluaneszuendiuseneusuauiuuazduneenifiulidedies
FegnafivszAnaamn — ameuszgmaieraesuiuiiineinssiaduuuy
neyuaasI3aIE (public-key) Busguuiiumad ingasnuutiudslifiogass (unil
14 darhwininusnlnaudlu udnswiilnidhswalfudaduiindulisuil
noaldlufuiiasesiiuangs mi'aelmummg’mﬁaﬂﬂaqwéﬁadwL?meaLLé"a'jﬂ
Ruisanouil nonswaiings (harvest now, decrypt later) (NIST IR 8547)
AnnufiinnsgusessuisauSesuda NIST agu FIPS 203, 204 wag 205 1Uu
nensiiioTud 13 Fanau 2024 wazidendanaifiunuu code-based Fo HQC
Dushdrseadiotud 11 fiuraw 2025 (NIST) Tandyaimnssulalldnishn
adinenansyalusl uddon1sunngaiindamansyanignaualiteun
Turendainaunifiensesssumiaasidoutuin

Connections - 1%aile

Below: chapter 03 supplies the raw material — a key is only as good as its
unpredictability, which entropy measures. Chapters 04 and 05 hold the
roots of trust, since a kernel that can be subverted makes every guarantee
above it decorative. Alongside: chapter 09 explains why the internet's nam-
ing and routing were built for a cooperative world and had authentication
bolted on later, and chapter 10 asks how parties agree when some of them
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have merely crashed — this chapter's adversary upgrades crashing to lying.
Above: chapter 12, where the adversary attacks the training data rather than
the wire.

g.’l 1 dl 1 v a 4 aVv v 1 1 dl L v v a dlu
Fuae: uni 03 deingauniv — neyuadlauawinnduaime lild uasdaiin
AuAna ldlaReeuInsy (entropy) Unil 04 fiu 05 §851NFIUNVBIAIN
11al3 wszimesiuangnauanslavinlinissuuseiu (guarantee) ndainile
o P < (Y S v a = a 1o ] LY
fiumdeduvesszau Fudnades: uni 09 asurgdvitlunisastenaznisdn
Wumsvasdumesifingnasisnelanfisiufion uazien1sngatiinuin
a - = U dl 1 1 3 U 14 1 dl 1 1
ALNLTINGS Unil 10 audndesineg anasiulaegndlsiliounsdeuaauly

1 v dy (Y oo 8 " n & a A
weq — dhenssinaluunilensyduain "au Wu “laun" Fuuw: uni 12 N
asstulanadeyamsu lilvaed

Open questions - A1aundalnag

Do one-way functions exist? Everything in this chapter is a bet that they do.
Can the world's deployed cryptography be migrated to post-quantum al-
gorithms before a cryptographically relevant quantum computer exists, giv-
en that nobody knows the date of either event? And the question the field
keeps failing rather than solving: can systems be made secure and usable,
given that Saltzer and Schroeder listed psychological acceptability fifty
years ago and it remains the least-honoured of their eight principles?

WaAdumaheatiogaselvu nnegrsluunilAenisnitiuindud Ineinissiadu
nldausgimlanazdslulgdanasiiu post-quantum laviunsunsuiimes

o o a o A N R & \ v a ¢
ArRuRusEAUNaesaaulaziingaselvn Tudislidlasdiunvasmnnisal
Neaoails uagAnuimsmsiviiwaiagudiguauinnitazunld — syuuaz
Uaonsy uaz Tdaudelundeuiulalvu Tuidle Saltzer iu Schroeder 52y
psychological acceptability 13nsiaulneu wazsiuduludeiignliaig
dAgyioangaluniatevaaniniun
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Go deeper - 91Ufid

— Alfred Menezes, Paul van Oorschot & Scott Vanstone, Handbook of Applied
Cryptography, CRC Press, 1996 — the standard reference, all chapters free
with the publisher's permission at cacr.uwaterloo.ca/hac.

Alfred Menezes, Paul van Oorschot & Scott Vanstone, Handbook of Applied
Cryptography, CRC Press, 1996 — 1ana@158198311015571u yinunilalvio1uns
Taeld¥uaygnandwinfiuniii cacruwaterloo.ca/hac

— Whitfield Diffie & Martin Hellman, "New Directions in Cryptography,’ IEEE
Transactions on Information Theory IT-22, no. 6 (1976): 644-654 — PDF.
Whitfield Diffie & Martin Hellman, "New Directions in Cryptography," IEEE
Transactions on Information Theory IT-22, no. 6 (1976): 644-654 — PDF

— Jerome Saltzer & Michael Schroeder, "The Protection of Information in
Computer Systems," Proceedings of the IEEE 63, no. 9 (1975): 1278-1308 —
PDF.

Jerome Saltzer & Michael Schroeder, "The Protection of Information in
Computer Systems," Proceedings of the IEEE 63, no. 9 (1975): 1278-1308
— PDF
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CHAPTER 12

Al & Machine Learning

Jausshvguaznisisauiveuniag

This chapter is the tower's other stairwell — it touches every floor, and hides the
oldest assumption in the tower: that somebody, somewhere, wrote the rule down.
unilfevesiuladnvesvainenss unenntu uaztauaNLRgILIIuATgAveIORY
sty dudeiilasdnau Nluudnuis Weunguuadld

Can behavior be grown from data instead of written by hand?

a P A a y A
‘Wi]Glﬂi’iudaﬂaaﬂu’]f\]']ﬂ‘ljﬂgavléﬂﬁu LLVIHVIQ%QﬂL“UEJuﬂ’JEJNEJ?

In July 1959 the IBM Journal of Research and Development published Arthur
Samuel's account of a checkers program that had started beating him
(Samuel, 1959). This should have been impossible in the terms the rest of
this book has used. Every floor below is built from rules a person stated: a
gate's truth table, a protocol's state machine, a query optimizer's cost
model. Samuel had stated the rules of checkers, not the rules of playing
checkers well — that part the program accumulated by playing, adjusting
the weight it gave to board features according to which ones had preceded
winning. Its skill existed nowhere in his source code. It existed in numbers
no human chose. Everything since has been an argument about how far that
idea goes.

Lﬁauﬂiﬂgﬂﬂu 1959 715@15 IBM Journal of Research and Development &4
Jufinwes Arthur Samuel iasTUsunsamannged (checkers) filevuzaudeou
Sl# (samuel, 1959) muideulufintideiduiildunaon 3eailliarsiingy
laiae %uéﬂmﬂ%'uﬁy’aagjuuﬂgﬁﬂuﬁ]uﬂuuaﬂvﬁ AT INAIAIINITIVBILNA
awauuyuvadlnsinasa LunanuuYed query optimizer Samuel uanng)
vosunged wibilauannguaanisiauli ing duthulusunsuazauiones

12


https://www.semanticscholar.org/paper/Some-Studies-in-Machine-Learning-Using-the-Game-of-Samuel/e9e6bb5f2a04ae30d8ecc9287f8b702eedd7b772
https://www.semanticscholar.org/paper/Some-Studies-in-Machine-Learning-Using-the-Game-of-Samuel/e9e6bb5f2a04ae30d8ecc9287f8b702eedd7b772

Al & MACHINE LEARNING

I1nn1sadaL USulmunlinu feature uunszAIUMILI feature luuannau
% A /. 1 L4 ¥ o 0% o/ Y ) 1
Favuz Hievewiulifiegluvesalanues Samuel dnussiin siuaglusuavinly
= < = 1 L4 g.’l = = U 1 = = "

fiuywoaulnuden ynegrunasaniuasnisifessiuinlaweitlylalnawaluu

Learning means generalizing, and generalizing is the only hard part. A sys-
tem that reproduces its training data perfectly has learned nothing; a look-
up table does that. The measure that matters is performance on data the
system has never seen, and the gap between the two — the model fitting
noise it should have ignored, "overfitting" — is what every technique in the
field is ultimately fighting. Wolpert and Macready's No Free Lunch theorem
shows that averaged over all possible objective functions, every learning or
optimization algorithm performs identically (1997). Every bit of real learning
ability comes from assumptions baked in about which problems are likely —
that nearby pixels are related, that word meaning depends on context, that
the world is smoother than it could be. A learner with no prejudices cannot
learn. Choosing the prejudices is the engineering.

= v Yo i < . . . . 1
seudasldlanuuasitliimaiiiu (generalization) wag generalization Avdu
= a a A a v .. ) ey v v
WREINB1IN3 SLUUNNERTBNANSY (training data) vessaasgilaley 1ula
a 1% 1% @ o Y o S Ao o &
seudezlsias n1519AUM (lookup table) Avinlé it inndAyAe
UszAndnmuudeyanszuuliimeiiu uazyesinsszuinsdesadeil — luna
(model) TUAmfiu noise A58 158n1 "overfitting” — AedngNynAtialy
a1vniided nawiun No Free Lunch a4 Wolpert ag Macready Wanddn 1o
A v . . . & A & v o a o v A

inaedu objective function Nvun MUUlULG danasiuseuivse
optimization Nnfvinlawinfiunug (1997) Anuaiunsalunisiseuiaswn
neauanauufgundsliarmdiinlanduuuluuinesie Anwaneglnaiu
a ¥ LY o g (Y a a | Ao 13 Y v A P
Netaaiu AnuInevesiduiuusun lanseuninsivasduls diseuin
lusiondiae Souslild nsidenemfituwnazAsuiAIngsy

If every step is differentiable, the machine can debug itself. Frank
Rosenblatt's perceptron (1958) could adjust its own weights, and the US
Navy's press conference promptly told the New York Times it expected a
device that would eventually walk, talk, see, write, and be conscious of its
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existence. It could not compute exclusive-or, as Minsky and Papert demon-
strated in 1969 for the single-layer case — a limit historians now think did
far less damage to the field than the surrounding funding politics (Per-
ceptrons). Stacking layers fixes the expressiveness but creates the credit-
assignment problem: with millions of weights and one number for how
wrong the answer was, which weight was at fault? Backpropagation an-
swers it by running the chain rule of calculus backwards through the net-
work, computing for every weight at once how much a small nudge would
have reduced the error, at roughly the cost of one forward pass. Rumelhart,
Hinton and Williams brought it to the field's attention in Nature in October
1986 (323: 533-536); Seppo Linnainmaa had published the underlying meth-
od as reverse-mode automatic differentiation in 1970 and Paul Werbos had
applied it to neural networks in a 1974 thesis. This is the floor's real trick,
and it is smaller than its reputation: a program you can take the derivative
of is a program improved by measurement rather than by argument.

dmnaiy differentiable 1389NAUNAILBLA perceptron vas Frank
Rosenblatt (1958) Usutwtinuesiatadld Lagaulaaiinivenasyinigs

[ @ . v 1 c‘dy a 14 14 @
ansg1 Nuan New York Times Wiufinnaradngunsalilazsiaule wald uaaiiu
a Y Yo 1w a1 A o o . My &
Weauld wazinrindiulied Tunge dudwia exclusive-or lailé Minsky fiu
Papert uanalmiiulutl 1969 dmsunsdl single-layer — dasfindiiin
Usgifmansiuiliednvinirennistesniinisilionsewuideseus duwin
(Perceptrons) Fouawasidnluufises expressiveness 1§ uidatleym credit-
assignment Fuuny fhuindudu dfavvsnanuiianandaien
vmindalwudesiing backpropagation nauUA28A155U chain rule Vo4
whagdadounduntuasedie Analimauininneuiuitvduinferszan
AURANAIRaLInluS fefununes AU forward pass #ilaA53 Rumelhart,
Hinton waz Williams virlsiaenisiunnuesiulu Nature thausaiau 1986
(323: 533-536) d@3u Seppo Linnainmaa ANuWIsN0gUamalute reverse-
mode automatic differentiation A4uaU 1970 wag Paul Werbos tanlul4nu
Tasedineuszamiisy (neural network) Tudnenlinusl 1974 GAenaasswes
14 dy LY =3 A = Y a Y Y A d'dg
Fuil wazduannindeidesvesiu Tsunsuimeyiusla Aslusunsunavy
aensia lildamenisifes
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What gets learned is the representation, not just the answer. For decades
the labour of machine learning was feature engineering — humans deciding
which measurable properties of a photograph or a sentence the statistics
should chew on. The shift was to let those intermediate descriptions be
learned too (Bengio, Courville & Vincent, 2013). The public demonstration
came in 2012, when Krizhevsky, Sutskever and Hinton's convolutional net-
work cut the ImageNet top-5 error rate to 15.3% against the runner-up's
26.2% (NeurIPS 2012) — a margin large enough that a research community
changed direction within a year. Nobody had told it what an edge or a tex-
ture was. Those appeared in its early layers because they were useful.

a A = N . 1 1o a aA )
AsngniseuAe representation lallduARneu naneAuUnussunanues
machine learning e feature engineering — AUNsARAULALB991 feature %30
Aaautaninlavesguarensoussloauuuluuinadnnlsionliifes yaaeu
AavaseliiAaduiedunalumnatugniseuluaie (Bengio, Courville &
Vincent, 2013) n15a18nfaas1saizundalul 2012 nauil convolutional
network U84 Krizhevsky, Sutskever wag Hinton §if error rate LUV top-5 U84
ImageNet L1#@0 15.3% L8UAUBUAUADIN 26.2% (NeurlPS 2012) — %1awe
nensasuianienelulinen ludfilasueniuinveu (edge) MSaNumn
(texture) Apazls dovednsuulnalulalwosusne vossiues iwsrzsiulala

Scale beat cleverness, repeatedly, and the people who noticed said so
plainly. Rich Sutton's essay of 13 March 2019 states the pattern without
hedging: "The biggest lesson that can be read from 70 years of Al research is
that general methods that leverage computation are ultimately the most
effective, and by a large margin" (The Bitter Lesson). Bitter, because the hu-
man insight painstakingly encoded into a system tends to be the part that
has to be thrown away. But scale is not a slogan; it is a quantity with a
recipe, and the recipe has already been corrected once. Kaplan and col-
leagues charted how loss falls with model size, data and compute (2020);
two years later the Chinchilla result showed the prevailing practice had the
ratio badly wrong — for a fixed compute budget, models were being built
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too large and fed too little, with roughly 20 training tokens per parameter
closer to optimal (Hoffmann et al., 2022). The lesson survived. The arithmet-
ic under it did not.

a1na (scale) YULANUAAIAUEUYATIMAITUAD LLazﬂuﬁLﬁuﬁmﬂmiqq
UNA2LY4 Rich Sutton i 13 flunAu 2019 venuwaiisuiilng lifush:
"m/lL'?'ssummjﬁqﬂﬁd'lu”lé'mﬂmuﬁé’ﬂﬂmumuwszawi (Al) 11 70 U A935A15
i luiildussleviann computation léuadfigaluiian uasfiniuuuiiaving
110" ("The biggest lesson that can be read from 70 years of Al research is
that general methods that leverage computation are ultimately the most
effective, and by a large margin") (The Bitter Lesson) fnu LW‘S’w%’auual,%\‘i
Anvesuyudiiress laaslulussuy sniludwdidosgniis udanalaly
alaunu sufuliinuifigns uasgastugnuduuduilends Kaplan wagame
A5 loss anasagnslsmuvuinlung doya waz compute (2020) @asl
Toinds wavaa Chinchilla wansiwumsiildfuagsedadauialulng — de
U compute windu lunagnasisuaiinuluuazdeutivanuly s11 20
training token Aonsilineslndafuunzaunda (Hoffmann et al., 2022)
uniseusen Lavadnlaiulisen

Attention made scale usable. Sequence models used to force a whole sen-
tence through a fixed-size bottleneck, one step at a time, remembering
worse the further back it went. The 2017 architecture proposed by eight au-
thors at Google replaced the recurrence entirely: let every position in a
sequence look directly at every other and weight what it finds relevant (At-
tention Is All You Need). What mattered was less memory than hardware —
with the sequential dependency gone, training parallelizes across the ma-
chines of chapter 04, and the bitter lesson's compute could actually be
spent. (Readers who want that one idea traced from 2014 onward will find it
is the subject of its own book in this library.)

Attention yinliainalteulaase iulumadiiu (sequence model) Aeduis
Uszloanunavinuuinasi nazaiiu dedaulUlnadsdlougas antnenssu
U 2017 95WsuuinAuan Google Laue fin recurrence Nenanun Tinn
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The limits are structural, not embarrassing. These systems produce fluent,
confident, false statements — "hallucination," surveyed rigorously by Ji and
colleagues (ACM Computing Surveys, 2023). One prominent argument holds
this is not a bug to be patched but the predictable result of training and
benchmark regimes that reward a confident guess over an admission of
ignorance (Kalai et al., 2025) — one live account among several, not a settled
verdict. The deeper issue is that these systems optimize the objective you
gave them, which is never quite the thing you wanted. That gap is why the
field built machinery to train against human judgments of quality instead
(Christiano et al., 2017; Ouyang et al., 2022) — which relocates the problem
into the question of whose judgments, rather than dissolving it. And be-
cause the behavior is grown from data, the data is itself an attack surface:
poison what a system learns from and you have programmed it — chapter
11's adversary, one floor up.

¥ o

[ 6’5 dy [ 4'1 a k%4 1 4'1 1 dy a 4
Faininvastuiliduisaadalasease lulvisesineny ssuuwiniinandeaniny
naulva Tula waziina 158071 "hallucination” Ji nazanzdrsialiagraduesn
(ACM Computing Surveys, 2023) 9alaudsnisiunnindenisuoninililaunn
souned ustldunanaianlavedseusuNISISULAEAISYIL UL
(benchmark) Mlvis1eadunisimiagneiula unnndiniseensuinlad (Kalai et
al., 2025) — WuAesurenilslunatamesurendslidia lildmsndunau

v dee 4 X 4
udn JaymnanninAessuunanil optimize au objective M5l uag
objective WuliinenssAvAiTIaeIn 1A FoinsiufemaNaNINITas1
nalnunnsulagdinsandunaninusauywdunu (Christiano et al., 2017;
Ouyang et al., 2022) — FadreteymlvagFauindunsinauveslas lald
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The field's own institutions have now conceded the point. Hopfield and
Hinton took the 2024 Nobel Prize in Physics for the foundational work en-
abling machine learning with neural networks; the Chemistry prize that
year went to Baker, Hassabis and Jumper for computational protein design
and structure prediction (Nobel). A method for growing behavior from data
had become an instrument of natural science.

anduvernsieswaniuUsuiuiing Hopfield AU Hinton 5us193alutua
aAndl 2024 MnauNugURvlE machine learning &g neural
network L UUIULS dausreTaanvaiitiferiunniduves Baker, Hassabis uay
Jumper 9109 ueeNLUUTUSAUTIATUIALAEN15YINUI81ASIa519 (Nobel) 35
U@uanﬁniiuﬁumﬂ%’aganmaLi‘JuLﬂ?aaﬁamaﬁmmmam%ssswmﬁ"l,ﬂLLé"J

Connections - 1%a3la4

Below: chapter 02, because a gradient step is an algorithm with a cost —
and training is dominated by exactly the matrix multiplication whose expo-
nent that floor is still chasing — and chapter 04, because this floor's history
is the history of what hardware made affordable — 2012 was not a new idea
but an old idea a graphics processor could finally afford. Chapter 03 sup-
plies the framing of a model as compression, and chapter 01 draws the out-
er boundary: learning does not repeal undecidability. Sideways: like secur-
ity, learning from data is not really a floor with a single tenant. It has been
quietly installed on nearly every floor — branch predictors in 04, query op-
timizers in 08, congestion control in 09 — which is why chapter 00's map
gave it a stairwell rather than a floor.

Y a . 2 Y a o A dawy

TUAI: UNT 02 151 gradient step nilATIADIANBSIUNTAUNY — Uazn13

WsugnAsaUilagNIsAaUININGRREIRUNaYTM&esdutuglanues
= va ) dyd a a A g g o LAl IS

— uazuni 04 seUsyiRvestuiifeUseiRvesdnansauasvinlidnglm U
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2012 lflaflodelng widulewdiewrindi graphics processor wsg1elwn unil 03
TinseuAnzasTunalugiuenistusa (compression) uazumii 01 Faveuuan
MnsBeuililaendnanusndulild (undecidability) fudne: wilow
anulaonsiy nsdsuiandeyaliliduiifidivnmeden sugnfndeioun 15
LL‘VIUV;ﬂ‘f?‘IJ — branch predictore[,uU‘l/l‘ﬁ 04, query optimizer Tuunii 08,
congestion control Tuunii 09 — demaiukuitluunil 00 Selstududes
tula lailddu

Open questions - A1aundalnag

Does the bitter lesson keep holding, or was it a description of one era with
unusually cheap compute — and how would the field tell the difference be-
fore the fact? Is generalization from data a route to understanding, or a
good imitation of it that fails in ways we notice only afterwards? And the
question chapter 00 left standing: if people increasingly command ma-
chines in ordinary language, is natural language becoming the newest floor
of the tower — a surface under which every abstraction in this book is
hidden, including the leaks?

the bitter lesson az8uagselUlny wiadiulumedursvesganilafl compute
gnAaUNA — wazaen1sazuendesadsiloanliotnlsnouniuaziiniugsa
Y 4' 1 < . . v = v 1

nslylafuvesnlaiinaiiiu (generalization) andaya Aatdunieliugaau

v & & a v o o Y va % = @ &
wWle wssilunisideunuuanudilaniléd wazdumadlusuuisiuise
Weduinluuds uazAra1ununi 00 Nedals — dAudaunsesnianiuw
535UMUINTUITYY NMwsssuvIRAdinateutulnidigavemensynse
\wWan — {9 (surface) 11U555% (abstraction) nduluauiigndausgdnsls
FIURYANTUT

Go deeper - 91Ufia

— lan Goodfellow, Yoshua Bengio & Aaron Courville, Deep Learning, MIT
Press, 2016 — the standard graduate text, full text free at deeplearning-
book.org.

119


https://www.deeplearningbook.org/
https://www.deeplearningbook.org/

Al & MACHINE LEARNING

lan Goodfellow, Yoshua Bengio & Aaron Courville, Deep Learning, MIT
Press, 2016 — fis1szauladinAnwuinsgiu eruatunulansy

deeplearningbook.org

— David Rumelhart, Geoffrey Hinton & Ronald Williams, "Learning
representations by back-propagating errors," Nature 323 (1986): 533-536 —
nature.com.

David Rumelhart, Geoffrey Hinton & Ronald Williams, "Learning
representations by back-propagating errors," Nature 323 (1986): 533-536

— nhature.com

— Jordan Hoffmann et al., "Training Compute-Optimal Large Language
Models," 2022 — arXiv:2203.15556.

Jordan Hoffmann et al., "Training Compute-Optimal Large Language
Models," 2022 — arXiv:2203.15556
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CHAPTER 13

HCI & Graphics

Ufjdunusuyed-naunanes uasnsiind

This chapter is the top floor — the only surface in the tower a person actually touches,
and the one that has to hide every floor beneath it from someone who never asked for
a tower.

v

unilAatuuudn — A2 (surface) enlunenssnauldduianss uazilutundosdounn

v
[

gutldliliauanenaunlinevenenssiilaednass
Where should the machine end and the person begin?

LA509A25UASI LU AUAISISUASIlAW?

On 9 December 1968, in Brooks Hall in San Francisco's Civic Auditorium
complex, Douglas Engelbart sat down in front of roughly a thousand com-
puting professionals with a screen, a keyboard and a wooden box on
wheels, and spent ninety minutes doing things none of them had seen
(Doug Engelbart Institute). He moved a pointer with the box. He edited a
document and it changed as he typed. He worked on the same file, live, with
a colleague thirty miles away whose face was on the screen beside the text.
Mouse, hypertext, real-time collaborative editing, video conferencing — in
one sitting, in a decade when the normal way to use a computer was to
hand over a deck of punched cards and come back tomorrow.

Ui 9 §uAN 1968 Douglas Engelbart 19assoninALYINIUABNNIADST1?
WuAUN Brooks Hall Tungue1m1s Civic Auditorium vaswiunsugaln duAge
ac s ' v v = Y a = & o a av v
AN Aduese waznasslifidenislu idvuniantuvindnlaiilasluies
\RELUNNABU (Doug Engelbart Institute) lunudusdsiunisnisnaeasluiuy
wnAtenasuazAtdeLUasumNITNLN lwvihauuulwaifeaiuans
U dl 1 dl [ a L3 = L4 = 1 1 v
Auieausinuegiesnluaudulud lnelintihvesdndigeguuaadieg
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doau 1w lawesiing (hypertext) msudlusiudunuuisealnd ans
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AIUN519125 (punched cards) Tt udngatiAesnauuena

The demonstration is remembered for the inventions. The argument under-
neath it was more radical, and Engelbart had published it six years earlier:
the point of a computer is not to automate human work but to augment hu-
man intellect, which requires machine and person to be inside the same
continuous loop rather than taking turns (SRI, October 1962).

auaasInsanSandaiuiidsseavg uideldudefisosegdraldgaldandnunn
was Engelbart Rusisiussnundausnnneumtin — asufiameslailailsineu
vouyudlndusnTul® udilly sy aftyarvesuyed wazsuuuuiuisdy
Thinsesfuausglugudeiiondeniu lulvudniusiiiazee (SRI, October
1962)

An interface is shared state between two minds. The machine holds a model
of the task. The person holds a model of the machine. An interface is the
narrow channel keeping those two models in agreement, and essentially
every interface failure is a divergence between them: the file the user be-
lieves was saved, the setting they believe is off, the button they believe did
nothing. This is why feedback is not politeness. A system that acts without
visibly acknowledging it has let the two models drift, and the person will
keep operating on the stale one.

a 4 . A d' a Y (% d'l A
BUMBSING (interface) Aoaaug (state) NiavsANUAATTIINAUL LATBINBUUY
dnaadluid (mental model) ¥a39ulidenils Aufio mental model ¥891A309
P = v o a s a Ao y)
138nileanils nihnvesdumesinaRedasuaus 15nw1 mental model @v9ouU
wulinseiu audumavesdumnesiaununnasidaduseudsiunun Ao
A% mental model @osduilisananainiu — IWangly (user) Wainduiinly
14 gj 1 d' dll 1 a, [ d' d' 1 ¥ 1a d’{ 1 4 dy
wa? nsAsAlgedlned Juiwndeiinaluudilifnezlsiiu dewmell
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ANsMaUaUBd (feedback) Felailannsen szuunasiiovinlaglainansliiiiuin
1iu3u3 Uaeeli mental model aasduvinaiuludsus uazauazvitnunauu
mental model utnnanluudn

Show the object; act on it directly. Ivan Sutherland's Sketchpad, an MIT
doctoral thesis submitted in 1963, let a user draw with a light pen on a
screen and have the drawing answer back — constraints maintained, shapes
copied and scaled (Cambridge reissue). Xerox PARC's Alto put the idea into
a research machine in 1973; the Xerox Star of April 1981 shipped it
commercially, with files as icons on a desktop (Star). Ben Shneiderman
named the principle in 1983 and gave it three properties still worth reciting:
continuous visual representation of the object of interest; physical actions
or labeled button presses in place of complex command syntax; and rapid,
incremental, reversible operations whose effect is immediately visible (IEEE
Computer 16(8)). The third is the quietly humane one. Reversibility converts
a machine from an examination into a place to think, because it makes
exploring cost nothing.

waneing udiasiiefutiunses — dRendnnnsauaulnenss (direct
manipulation) Sketchpad 484 Ivan Sutherland "‘Jmmﬁwuéﬂ%mumu'nanﬁ?jusia
MIT Tud 1963 Tigldaneuinnuas (light pen) ULAD KAININIARBUNEU
— asiteululild drnenuasusurunagunsslé (Cambridge reissue) Alto w4
Xerox PARC éelaieiiasiniesiduaselull 1973 dau Xerox Star oy
wwneu 1981 vedudenidiad Inenslnwailulensuuwnanined (Star) Ben
Shneiderman fetoudnnsiluil 1983 ndeunuanifaudeiidduzviesou
fefuil — uanetngiiaulagheniwesredeiiios nsnssvhmnanenmude
natuiifithesfuunubensaifdssududou uasvhaldit fastu dou
n&uld Tneufiuwasiufi (IEEE Computer 16(8)) dofianufedaiifuyuesssuag
Reuq nMsdeunduldivasuniosanauuaoudufidmivin wszdurinli
n1sassrnasegnlulinun
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Affordance is a relationship; most of what you see is a signifier. J.J. Gibson
introduced affordance in 1966 and developed it in his 1979 ecological theory:
what an environment offers a particular creature — a chair-height surface
affords sitting to an adult and not to an infant (affordance). Don Norman
brought the word into design in 1988 in The Psychology of Everyday Things,
later retitled The Design of Everyday Things, then spent twenty-five years
watching designers misuse it to mean "visual hint" — so the 2013 revision in-
troduced signifier for the perceptible mark advertising where an action is
possible (Norman). The distinction is load-bearing on a touchscreen, be-
cause a sheet of glass affords almost nothing physically. Every apparent
edge, shadow and handle on it is a signifier someone drew — which is why
this discipline can be practiced badly with no immediate penalty: remove
the signifiers and the affordances technically remain, invisible.

Affordance AaANNANRUS drudsfindiuiaunanuafa signifier J.J. Gibson
\@ueA131 affordance Tul 1966 wagveaiulungufdeiliaal 1979 — Aods
nanmundenveuliddidinviianilalaeanis Nurigaszauingeli
KIneyila wslaitdalinnsnila (affordance) Don Norman wWiA1Hid139n1s
aonuuulud 1988 Tu The Psychology of Everyday Things fin1enadiudsuie
\Uu The Design of Everyday Things annuuwihgunesenuuuldaiiiadu
"AlUNeEen" agaduint aduuiuused 2013 aauedndi signifier 13i5un
) dl U yd! J o ¥ 1 ¥ gu
s95085UilagaseniAdmselnuineslslé (Norman) ausinsdelisu
whniinauauuivansy lwsizwsiunszanunula afford azlslu@anienm
lae WoU 11 uazlieduiiquiliouioguuas arulu signifier AitiauATuu

4' =) d' e’dy o i 1 v . .o
sRamnuanaansiiviugldlaglignasinwiuil aaa signifier oan
affordance Tumawmafiandsey uanedluiiu

The human is a component with published specifications. Robert Miller
measured the response times at which a conversation with a machine stops
feeling like one, and Jakob Nielsen restated the same three thresholds dec-
ades later: about 0.1 second for an action to feel instantaneous, about one
second to keep a person's flow of thought unbroken, about ten seconds
before attention leaves altogether (Miller 1968 / Nielsen). Paul Fitts had
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already quantified pointing in 1954 — the time to reach a target grows with
the logarithm of the ratio between distance and target width (Fitts's law),
which is why the corners and edges of a screen are its most valuable real
estate: they are targets of effectively infinite width, because the pointer
stops there. These are the only constants in this book that describe the user
rather than the machine, and unlike Moore's law they have not moved in
seventy years.

uywdRadIuUsynaunliaiUn@inunlilieu Robert Miller Taiamauauadi
UNAUNUIAULATEIINSIANSAnmilauunaunu uag Jakob Nielsen 81ineaua
1 a = gj a ! %4 % a = dl v o0 Y2 a g

auanfudnasmatadutlvings — 5712 0.1 Jurfiwelinisnsevindd@niinuu
U sMnlue lldauAnveIrurIanau s1audunfineuaduaula
azmgaluvianua (Miller 1968 / Nielsen) Paul Fitts San1s¥siuviseanundu
dnavlineunarlul 1954 — arngluaatvunslnniuasnisnuves
dnsdusEnINszezneiuaMuniIsvenlmune (Fitts's law) yuuazvau
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szl Unganeeagnseiu Ansiinguiifenguiedluaunussenegly
lail4iasesdns uazrnsannguesirinseidaduluuadulidmeudu

Rendering is one integral you cannot solve, approached from two direc-
tions. Rasterization asks, for each triangle, which pixels does it cover — fast,
local, and the reason real-time graphics existed at all for thirty years. Ray
tracing asks the opposite question, for each pixel, which light arrived here,
and follows rays backwards into the scene; Arthur Appel cast the first such
rays in 1968 and Turner Whitted made them recursive in 1980, so surfaces
could reflect and refract each other (CACM 23(6)). Jim Kajiya then wrote
down what both were approximating: the rendering equation of 1986, stat-
ing that the light leaving any point is what it emits plus everything it re-
flects from everywhere else — recursive, with no closed-form solution (SIG-
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GRAPH '86). All of photorealistic rendering is sampling that integral cheaply
enough. It took until 2018 for the first GPUs with dedicated ray-tracing
units to run the honest method at frame rate (NVIDIA Turing).

A"5151A83 (rendering) Aedufinfasieniiudlild wasfiniadmniudes
"4 rasterization nuiamABNLAaz UARuRNLYA (pixel) Tuute — 159
e uasdumauaidivaiinsiindSealnifoyldnasaaruaud ray tracing
pundudnu dmsuudasiinisa wasliuandensell udalassddounduidilulu
210 Arthur Appel 8e3sauuuililunuusnlud 1968 waz Turner Whitted vinli
il recursive Tull 1980 NufiSeaeounaginniuiasld (CACM 23(6))
Jim Kajiya @susiiviansisidaszanueegeenuidugns — aunis
\5uLA$ (rendering equation) U 1986 uaniuasfiaanangalae Aeuasiign
thuvaaes vanynegnsitsfuasieusnanniidurianun 1y recursive uarlid
AmauuuuUn (SIGGRAPH '86) msusuma%uwauﬁﬁy’wmﬁamsajuéhasha
Buiin¥asiiulignwe nd1 GPU dusniifinuaeuszunana ray tracing lawe
MezsusiTenseillafinsuisn (frame rate) 954 fidossofed 2018 (NVIDIA
Turing)

Accessibility is the floor, not a ramp bolted on afterwards. The World Health
Organization estimates that 1.3 billion people — about one in six — live with
significant disability (WHO, 7 March 2023). The web's standard, WCAG 2.2,
became a W3C Recommendation on 5 October 2023 and rests on four prin-
ciples: content must be perceivable, operable, understandable and robust
(W3CQ); its successor remains a working draft (WCAG 3, March 2026). The
argument for treating this as foundation rather than compliance chore has
a name. Disabled activists in Berkeley took sledgehammers to curbs in the
early 1970s, and the first official curb cut followed on Telegraph Avenue in
1972; the ramps turned out to serve parents with strollers, travelers with
suitcases and delivery workers with carts — the curb-cut effect, named by
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Angela Glover Blackwell in 2017 (SSIR). Designing for the constrained case
reliably produces a better general case: the rare argument in this book that
is both ethical and cheap.

Y =y . o X ' Ao & a a o & )
Asinnale (accessibility) Aau lilunisannduilonfinfiviae ssnn1seunde
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Recommendation Liia3ui 5 fanA 2023 LAz 198gUUNANATD — Lanfas
Suslel Toauld wlald wazudausawe (W3C) sudinlududuua working draft
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Sutherland received the Turing Award for 1988, Engelbart for 1997, and Ed
Catmull and Pat Hanrahan for 2019 (ACM).

Sutherland 1@5197a Turing Award Usgs1U 1988 Engelbart lavastl 1997 du
Ed Catmull iU Pat Hanrahan lawasU 2019 (ACM)

Connections - 1%a3la4

Below: chapter 04, because every principle here is rationed by hardware —
the frame budget, the specialized processors that made both interfaces and
rendering possible. Chapter 05 owns the multiplexing that keeps an inter-
face responsive while the machine does everything else, and chapter 09 is
where an interface's delays come from once the other mind is remote. Side-
ways: chapter 07, since usability must survive years of change by many
hands, and chapter 11, whose 1975 list of security principles ended with psy-
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chological acceptability — the one this floor is responsible for and the one
security most often sacrifices. Above: nothing. This is the top of the tower,
and the reason all the hiding below it was worth doing.

S a s ¢ & W y Y] v 1
Fuae: uni 04 insrzansauasiduditudunannisnndeluunil — suimlsy
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AanuariludumesivulionnuAnandiseglnasenly Audne: uni 07
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wazuni 11 Ns1en1sudananulasnnet 1975 Uannenie psychological
acceptability — Yonduilfuiinveu uaziludenanulasniveauaasues
= v = o A & ] , v
nan snuuw: lifiezlsdn UAeveanenes wazilumnrannisdounneg1adng
TaAuAazyin

Open questions - A1aundalnag

If natural language becomes the interface, what happens to direct manipu-
lation — do Shneiderman's three properties survive when the object of in-
terest is no longer continuously visible and actions are no longer obviously
reversible? Interfaces that adapt to a person must first model that person;
who holds that model, and what else it serves, is a question the field has
largely left to other disciplines. And the oldest one, unanswered since 1968:
Engelbart wanted augmentation, not automation. Sixty years on, most of
what shipped was automation. Was that a technical inevitability or a
commercial one?

[ a @ a 4 . . . A
fnwsssuvIRnatedudumesine direct manipulation agindessls —
AaauURaIutave Shneiderman azsonluy Wisingnaulaliusingseiiles
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wazdusuldalsdning Wudianunaenisilleulvanvrduldinounun wazan
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(augmentation) lafldnsvinlsidudnlusi® (automation) nndulsinuly vesii
dseonunltassdiuInanduiunsvi i dudnludd dwduanunanideddal
Tadamatia vioidawndivd

Go deeper - 91ufia

— Don Norman, The Design of Everyday Things, revised and expanded edition,
Basic Books, 2013 — the discipline's one indispensable general-reader book;
the author's note on the revision is at jnd.org.

Don Norman, The Design of Everyday Things, revised and expanded
edition, Basic Books, 2013 — wﬁfaﬁma'uLﬁawmmam%ﬁﬁQ’émﬁ'ﬂﬂmﬂhj
1§ tufinvesfidsuienfuatiufuusesi jnd.org

— Matt Pharr, Wenzel Jakob & Greg Humphreys, Physically Based Rendering:
From Theory to Implementation — the full text of the 3rd and 4th editions,
free, at pbr-book.org.

Matt Pharr, Wenzel Jakob & Greg Humphreys, Physically Based Rendering:
From Theory to Implementation — 81uatuifiuuesiuii 3 uag 4 1§u3i
pbr-book.org

— Douglas Engelbart, "Augmenting Human Intellect: A Conceptual
Framework," SRI Summary Report AFOSR-3223, 1962 — dougengelbart.org.

Douglas Engelbart, "Augmenting Human Intellect: A Conceptual
Framework," SRI Summary Report AFOSR-3223, 1962 —
dougengelbart.org
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CHAPTER 14

The Frontier

NWIULLAU

This chapter is not a floor. It is the scaffolding on the roof and the cracks in the
foundation — the places where the concrete is still wet, and where a reader who
wants to build something has room to stand.

unilldletunilawsinenss dufetsiuuundiniuazsosunnigiusin — ganyudald
wis wazilunfigerunesnasiioadredadinltu
Which walls of the tower are still wet concrete?

Aunsdnlvuvesenssduduyuden

In May 1981, at MIT's Endicott House, Richard Feynman raised a problem
computing had no answer for. Physicists wanted to simulate quantum sys-
tems, and the cost on an ordinary computer grows exponentially with the
number of particles: a few dozen interacting particles exhaust any machine
that will ever be built. His conclusion, published the following year, was not
that the simulation should be made cleverer but that the computer was the
wrong kind of object — nature is not classical, so a machine that simulates
nature should be built out of quantum mechanics rather than in spite of it
(International Journal of Theoretical Physics 21, 1982).

\WWouNguAIAY 1981 71 Endicott House Y83 MIT Richard Feynman 219Usy#n
men1seeuimasnaulildasuulie tinWdndesindiass (simulate) sguu
AIBUAN uiduUUUAsNnImeIlUlaLuuendln L BEamUTII

A ay U o M 1da o &a & = a 1% X 14
aunA sunANIUfFuRusiuualindumnfuAIamnAIasiazasaula
unun Yeazlvssfnuntdaun uaglilduanitdesinassliaaindiu du
venimeuiamesiuinglaussinnunaeussiu sssuvflaldszuuids
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AAa@an (classical) LAS09INIIADISTTUYIRVINDIAS19VUIINNAAIEANSAIDUAL
laildas19vunendanusiu (International Journal of Theoretical Physics 21,
1982)

Forty-five years on it is the most over-promised item on this list. Start with
what it buys.

(% '
t%

Ada Y a8 ¥ o o A a a a 4 A A a A do X
aaunmUlvnas dufesiemsignlavaniiuasiianludanil 1suandsnduae
11 laasenau

Quantum computers are specialists, and the specialism is narrow. Peter
Shor showed in 1994 that one could factor integers and compute discrete
logarithms efficiently — an exponential speedup, and the reason chapter 11
has a deadline (Shor). Lov Grover showed in 1996 that unstructured search
gets faster too, but only quadratically: VN queries where a classical ma-
chine needs N, and that bound is provably the best possible. The difference
between exponential and quadratic is the whole story. A quadratic speedup
can be erased by a decade of ordinary hardware progress; an exponential
one cannot be erased at all. And the class of problems most people assume
is the target — NP-complete problems like scheduling, routing and packing
— is not believed to fall. There is no proof either way, but there is an oracle
relative to which they do not, and no candidate algorithm (Aaronson). A
quantum computer is not a faster computer. It is a different instrument,
good at simulating quantum systems and at breaking two specific pieces of
mathematics we happened to build civilization's trust on.

ABNNILABSLTIAIBUGY (quantum computer) LURITIVIEYRWIZNIG LBy

MeULAULN Peter Shor uanslul 1994 Isfunendiussnauiuiuduuag

o . . 14 1 a a a 13 1 <

A discrete logarithm laegnafiuss@nsain Wunsisennuse

(speedup) nuutendlwuwdua uazilumawadiuni 11 diduaie (Shor) Lov
= 1 v 1 v < g 1% = [ 1

Grover wanslutl 1996 Insaunmuuulifilassairasiunrewiiounu uasH

JuuALUURIaIEes (quadratically) — 19 VN ASS n5e9lA3 04 classical Aosly N

] & a ¢ v 1 _aa | A’ 14 1 1
ASY LagvaUAUUNgULaTINANgaunulUld mnus1asening
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auaelaneAMNAIULNTBIENSALNSSSTUAAUT MSLSaLUU
ondlwiuudsaavdslilfios dunguilymiieudnivgdaindudmane
— Jaymn NP-complete a819n158Am15719 Tmdumns wazdmansves — iefiudn
Taigu laifluniigedlumdluusisasamns usdl oracle Mifivufusiundailym
wianiflaidy uasseliifisanesfiudaluwdusda (Aaronson) Aeufiamedide
mousuldldneuianesiigini fufemsedionuazaiin inusessans
STUUMBURY uaziialsamaeadindnansaestuiionsesssududayieini
\Folaludnls

The engineering problem is not qubits; it is error. A qubit holds its state for
microseconds before the environment ruins it, so useful machines must
correct errors faster than they accumulate — spreading one logical qubit
across many physical ones. The threshold theorem says this works only if
the physical error rate falls below a critical value; above it, adding qubits
makes things worse. Google's Willow processor demonstrated the crossing
in a result published online in December 2024. Each increase of the surface-
code distance by two suppressed the logical error rate by a factor of 2.14 +
0.02, and a distance-7 code on 101 qubits reached 0.143% + 0.003% error per
cycle — below threshold, meaning bigger now means better (Nature 638:
920-926). That does not mean a useful machine exists. The best current
public estimate for breaking RSA-2048 is under a million noisy physical
qubits running for about a week at a 0.1% gate error rate — an architectural
calculation on paper, not a device anyone has built (Gidney, 2025). Read
every quantum announcement against that gap.

HaymmBanssulsile@ndn (qubit) usennufanatn Ardnuiiaiang
anue (state) 1ilaluiRlulasiunfineudanindenazvianeiu insesiildeuls
BRenutauiianaalidininisuazan lnenszaneddndmssnevil
aalulIuuArinnieniennwuanesa naegunna (threshold theorem) uan
sildGdeiiesnmmuianaramnanienmandingaAmils 24N
1y BaiuAadndaugas fauszanawa Willow 189 Google LLamqﬂ%’ms\huﬁu
Tiulunadnsiimeunseouladifousininu 2024 Wussazves surface
code Jugemirenidla snsinnufiananidanssnzanasiiefiuseneu
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2.14 + 0.02 ASatu uagswaszee 7 vuAadn 101 Favildas 0.143% + 0.003%
fesoU Andnae waiimeuiilnajiuenau (Nature 638: 920-926) il
THuvadnesesilinuldaseiegud nsussunmnisastsaziniiganeuil
dmsun1snane RSA-2048 AeAadnnianienmilidyaiasuniusnii 1
million 62 $usnamilsduasinisnsanufinnaiavenn 0.1% WWunsAuam
WWeanUnenssuuuNsEaNY 1u‘lﬂiqﬂﬂsa§17i1ﬂsa%'ﬂa§uLL5'3 (Gidney, 2025) 81u
naUszmAiFesmoufulaeifisuiutosinil

Simulation became science's third instrument, and its leaks are epistemic.
In June 2005 the US President's Information Technology Advisory Commit-
tee put it on the record: "Computational science now constitutes what
many call the third pillar of the scientific enterprise, a peer alongside theory
and physical experimentation” (PITAC). Climate, protein folding, drug bind-
ing, galaxy formation, crash safety — these are now studied primarily inside
machines. This is an abstraction like any other in this book, with one un-
comfortable difference. When a normal abstraction leaks, something breaks
and you descend the stairs to find out why. When a simulation leaks, the
output is still a plausible number, and nothing tells you from the inside
whether a disagreement with the world is the world's fault or the model's.
The discipline that grew up to handle this — verification (did we solve the
equations right?) and validation (did we write the right equations?) — is the
most transferable idea in this chapter and the least famous.
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[ Y a L= s a 2 I | &
assnulantudumnuiaveslanisevadluina Amansiiintunnsuilaisead
— verification (15uAauA15gAlY) AU validation (15 TsuaNN15IgNNTD
wWan) — Aslewrenenluldnaulauinianluunil wazfsesian

The binding constraint is now energy. For thirty years, Dennard scaling
meant smaller transistors used proportionally less power, so every genera-
tion was free. It broke down around 2005-2007, when leakage current made
heat the limit, and chapter 04 has lived with the consequences ever since.
Efficiency still improves, but slower: the doubling time of computations per
joule has stretched from roughly 1.6 years before 2000 to nearer 2.5 years
since (Koomey's law). There is a floor underneath all of it. Rolf Landauer
showed in 1961 that erasing one bit must dissipate at least kT In 2 of energy
— about 2.8 x 10” 2! joules at room temperature — the point in this book
where information stops being a metaphor and becomes thermodynamics,
the other half of chapter 03's story. Real processors sit between a million
and a billion times above that floor, depending how you count, so the phys-
ics is not the problem yet. The bill is. The International Energy Agency re-
ported on 16 April 2026 that data-center electricity demand grew 17% dur-
ing 2025, with Al-focused facilities climbing faster still, and projects total
data-center consumption roughly doubling between 2025 and 2030 (IEA).
For the first time in the tower's history, the question limiting what gets
computed is not what is computable, or what is fast, but what can be
powered.

Y o o a 1 Ay (% a . '
TadnfinnAuneg1snauiliowdasu a1udul Dennard scaling uladn
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Several walls are unfinished, and the invitations are open. Whether P equals
NP carries a million-dollar prize offered by the Clay Mathematics Institute
on 24 May 2000, and remains unclaimed (Clay) — not a puzzle for specialists
but the question of whether checking an answer is fundamentally easier
than finding one, which is to say whether creativity is real or merely an un-
optimized search. Whether one-way functions exist is chapter 11's founda-
tion and equally unproven. Neuromorphic computing — machines organ-
ized like nervous systems rather than clocked pipelines — has produced In-
tel's Hala Point, 1.15 billion neurons at Sandia National Laboratories in April
2024 (Intel), with no confirmed larger system since. Reversible computing,
which attacks the Landauer floor by not erasing bits in the first place, has
moved from theory to silicon in a 2025 prototype recovering roughly half its
switching energy (IEEE Spectrum). And room-temperature superconductiv-
ity, which would change every number above, has not arrived: the 2023
LK-99 signal was traced to a copper-sulfide impurity undergoing a struc-
tural phase transition, and no verified ambient-pressure room-temperature
superconductor exists (phys.org).

o v [ % 1 < o a v A 1Y Y =) 1
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computing) — 1A38aTidNNIEIaE ST ULUSTAMUNY pipeline TiiAumY
Fuanaiunian — T Hala Point a4 Intel sanuuda Fsou 1.15 billion 6l
Sandia National Laboratories Lﬁmﬁaummau 2024 (Intel) LLazé‘J'\ivlzjﬁSSUUﬁ
Tnegninfuiusulddausituan nseuraiunduld (reversible computing)
Taufinuves Landauer ensluiaudndausiusn uagdreanmguiunegun
Faneuudrludunuud 2025 finandsnuainnisaindnduiuanldsinimie
(IEEE Spectrum) dquﬁQﬁﬂéda’Jﬂﬁqquﬁﬁad (room-temperature
superconductivity) %aamﬂﬁﬁuﬁuammﬁa%wuﬁ dalalaniie deyeyrau LK-99
died 2023 duluudweindudadovunesuns-fiuziu (copper-sulfide) 7
AdauAsuadalasasng uaedslifidniBenniigamgiivesnnudu
ussermaslwudiguduld (phys.org)

None of these are conclusions. They are the parts of the tower where the
plans are still argued over, which is the only part of any building where a
newcomer's hands are genuinely needed. The floors below took roughly
eighty years to pour. Nothing about them suggests the pouring is finished.
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Connections - 1%a3la4

Below: chapter 01 owns P vs NP as a question about what is computable at
what cost; this chapter only reports that it is still open. Chapter 03 supplies
the bit, which Landauer's principle reveals to have a price in joules. Chapter
04 is where the energy wall is felt first, in the turn to specialized hardware.
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Chapter 11 is where quantum computing stops being interesting and be-
comes urgent, and chapter 12 is the largest current consumer of everything
this chapter says is scarce. Above: nothing yet — that is what a frontier is.

Fuana: undi 01 1Wudwesdiniu P vs NP lugnugaauineslsAunalad
Aunuwinls untiuasieanuimaiutugalaey uni 03 lidnu wazuanns
I\ a ¥ a & ~ o A o )
¥94 Landauer gdnUnuuiisnniluga unil 04 AvganAlunangdaanu
(energy wall) gn3dnnaulas naunynagraiulumarsauisianizng uni 11
AegannsAuIaNTenauRN (quantum computing) nthaulauaznateilu
139959A9U Uil 12 Aeguslaaselvaiiiganeuilvesynagranuniluendn
araurau Fuuw: 89luiezls duunazAsnunNIgYBINSULAL

Open questions - A1a1undainag

Will a cryptographically relevant quantum computer arrive before the world
finishes migrating away from the mathematics it would break, and how
would anyone know in advance? If simulation is the third pillar of science,
what is the equivalent of peer review for a model nobody can independently
rebuild? Can the energy curve of computation bend without a physical
breakthrough, or does the industry's growth now depend on one? And,
quietly the largest: is P vs NP hard because we lack the technique, or be-
cause the techniques we have are provably incapable of settling it?

ABNWILABSL IR URNNITY A ARYLTNN1SIUSIE (cryptographically
relevant) azanfenauiilanazdneeananarinansniussnaieiasavise b
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Go deeper - 91Ufid

— Michael Nielsen, Quantum Computing for the Very Curious, 2019 — a free,
unusually honest introduction that assumes no physics, at
quantum.country/qcvc.

Michael Nielsen, Quantum Computing for the Very Curious, 2019 — Uni
W3nnsslunsauniinuni laddeslinugiuil@nduineu 91 quantum.country/

qcve

— Clay Mathematics Institute, The Millennium Prize Problems — the standing
list, including P vs NP, at claymath.org.

]
[

Clay Mathematics Institute, The Millennium Prize Problems — AanNgediu
a8 573 P vs NP 678 11 claymath.org

— Rajeev Acharya et al., "Quantum error correction below the surface code
threshold," Nature 638 (2024): 920-926 — nature.com.

Rajeev Acharya et al., "Quantum error correction below the surface code
threshold," Nature 638 (2024): 920-926 — nature.com
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CLOSING — THE TOWER, SEEN WHOLE

CLOSING

Closing — The Tower, Seen Whole

Untay — 119A2YLIDNDININAT

This chapter is the roof — the place to stand when the climbing is done, and the map
handed back on the way out.

v ]
=l [

unilAenasan — NduliaUuauuad uazsununnaulineufueen
What does the whole tower look like — and how does one person climb it?

noAsuMIndntnanlueg1els — nazaurwfelvztusiuauldldegnsls

Press send.

QIR

A message to a friend on another continent: one tap of a thumb. The inter-
face that took the tap is a sheet of glass whose every apparent edge and
button was drawn there by hand, a signifier standing in for an affordance
the glass does not have (13). The app that acted on it was written in a nota-
tion built for people to read, then lowered — stage by exact stage, each one
easy because the one before made it easy — to instructions no person will
ever see (06). It ran as one process among hundreds on a machine that lies
to each of them, carefully, about how many machines there are (05), and the
instructions executed on billions of switches that do not know what a num-
ber is, arranged so that arithmetic appears in the arrangement itself (04).
The message became bits — units of surprise, priced by a theory that re-
fuses on principle to ask what they mean (03) — and was cut into packets
that found their own separate ways across a network nobody owns, carried
by senders who slow themselves down voluntarily so that strangers can also
talk (09). It traveled encrypted, under mathematics that lets two people who
have never met agree on a secret in a room full of eavesdroppers (11). At the
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far end it landed in a database that wrote its intention to a log before
touching the data, so that a power cut between any two instructions could

not make it lie (08), on replicas that cannot agree what time it is and have
protocols for agreeing on things anyway (10). A model grown from data, its
skill written down by nobody, decided the message was worth showing (12).
And under the whole descent the bedrock held: everything that happened
was computable, cost what the mathematics of cost says it must (02), and
stayed inside the fence drawn in 1936, before any of these machines existed
(01).

v = & a8 = = g vX &9 S o a s o =
YaaudaneudnmIUnialginllunzasufen dumesinensunisunsae
1 a 1 LY X v = [ v g . .. S
wHuNIEANTIveuLAzUNYNSUgNIATUAIBie LUNFIU (signifier) Buwnu
affordance finszanlaiiiass (13) weuivinumutulsumedynsalinasneun
TiAuEIU NEUYNANTUAINNTIAZTUDE1INET uiazTuiEWsIZTUR UK
e aumdeludmdnlufiuyudauluulaiiu (06) dusulunisly
Twsiwa (process) Mae3aeiIuULATBININUNUABLAIREWNNANGLINTLATY
Idl dl o < 1 gj o a ¢ v Y v dl Y1 o =
98nAIes (05) AdunatuvintnuuualIndiuRuduinlizidiavasesls
JaneiusuavatinluaTuN19INN15Inaes (04) Feanunanailuln —
mhegvesmulszuaiala Asiaarenguiiujiaslaendnnisnazaiuingiu
1 o 13 < =3 d' % (Y
neAuIezls (03) — gnsinduniniin (packet) TIMIVBIRILBILENAY
v = 1 A 1 < ¥ v o Y Y & 4
Prunsedienhidlasidudives vulaeddinveuvsasiedlaeadinslone i
Auwdanrinlanadie (09) Tuiuvnawuudsia laadamansniinlinuaes
aufiliingeuanasauauiulaluiesiviuludeaudnils (11) Yaenia
siunnaslugrudeyanileuonuiaituiin (log) neuunztayadse Ay
symInmasdasmassuilsiulannladla (08) vudun (replica) nnasiuly
P & 1 P & & 1 = v
ladmauiinlus uiiilnsinasalinnassesdusyd (10) Tunananaindaya
vinwzvosiulifilasi@euacly WuddnduindeautinisAuninisuans (12)
waznaenn1saIunaan g1usnsulila: nnegiiavuauala
(computable) @adunuviniadinaaniinmenuuuanitneds (02) uag
aglusanUalinual 1936 neunIssnanilaziiadudnin3es (01)
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One tap; every floor. And no one who touched the message on its way — no
author of any layer, however expert — holds all of it in mind at once.
Chapter 00 said that this is not a failure of education but the design. Fifteen
floors of descent and ascent later, the sentence should read differently: it is
the achievement. The tower stands because each floor is a real language,
precise on its own terms, and because the people on each floor could afford
to take the floors below on trust.

g = g-ll o (= cll 4 d’l 1 a v
wnzrAsIALT NAtwing waglifilasiunzdeniuilsenineme — Lufifiweu
6’5 n:i' = @ = 6’5 LY v v % n:i' 1 -:l'
ulwu Werngisslanaiu — feveualiluindeuiuld uni 00 venind
lailanuadnnarveIn1sAnYI LHABNITEDNLUU KIUNITAILASTURURITUL
wan Uszleaumiseusnseenly: dufe anudise wenssdiueglimse
uraztudun1w1939 wiugluRoulvvesdiines LaswsizAuULLAaZTY
Milatuarslalaglidesaslunsiaies

Seen from the roof, the whole building repeats three refrains. Each floor
hides machinery and offers a surface simpler than what it conceals — that is
the one trick, performed fifteen ways. Every surface leaks, and expertise in
computing is mostly a nose for which floor a leak is coming from — the slow
loop that is really a memory problem (04), the "saved" file that is really a
directory-entry problem (05), the hijacked route that is really a trust prob-
lem (09). And two of the shafts running through the building are not floors
at all but stairwells: the adversary (11) and the learner (12) enter on every
level, which is why no floor can be finished without them. The roof itself is
unfinished — wet concrete, open problems, an energy bill newly due (14) —
and the bedrock is still being argued over (01). A building like that is not a
monument. It is a construction site that happens to be inhabited.

UBIIINUAIAT BIATVINTINAYIDEAUYIBUY Viauuwsn unazdudounalnliud
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wangulv — guidusaien Wulammeanud (04) Inan "amuds”
w9399 Wutleymn directory entry (05) idunnefignIunases Wutymaiu
\wala (trust) (09) vieunau Yesaosdesfinzgoimsianaslylydu usidu
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Gula: fhensednu (11) Audiseu (12) dhanlavnagu lddvulnadaulalae
(KXY 1 X [ L 1 ® v o v a 1% Y a '

laitjuaesagnail nianesdaliase — Yudaden Jymndadaali Gamn

WU muagise (14) — wazgiusinndadesiuladau (01) 81A1suuy
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The thirty-day route - 1&dun14930 Ju

The route below assumes what every chapter assumed: intelligence, and no
coursework. Two days per floor. On the first day, reread the chapter with its
primary source open beside it — the sources were chosen because they are
readable, and reading Turing or Shannon in the original is the fastest cure
for the belief that foundations are beyond you. On the second day, put a
hand on the real thing. Every resource here is canonical in its field and free;
the links were verified as this book went to press. Two hours a day for a
month will not make anyone an expert. It does something better: it makes
every floor a place you have stood, so that nothing in computing is a rumor
to you anymore.
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WU (route) TeasRtaguLANNAFIURBIRUNNUN: afUeyayn lufesdinu
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(primary source) 2119139149 — 1doAN WS 1¥81UlAD39 LazA1581U Turing
58 Shannon anduatUABYINLAANTa IS INGIUWINTIALASTLAIS
Mgn Tundotasliounzvodaie unaaseu (resource) nduiitiluvemanlu
A191903liuLaz3 F9ARTI9ADULAINDUANTITSINUA Juazaeetluamnil
= 1o & v o v o & da 1 & J 2 aAa
woulivililasiuigervisy duvindsinaniniu — nndunaredunisag
S 1% 1 a ¢ @ o (= ° [ a '
guuuaa Lifiezlslursnisaeuiawesilumaidedmiusdnsely

Days Floor The two days' work

1-2 00 The Map Reread ch. 00. Then start the lower tower for a general
reader: Petzold's Code companion (codehiddenlanguage.com)
and the Nand2Tetris materials (nand2tetris.org) you will use
on days 9-10.
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Days Floor The two days' work
3-4 01 Theory of Turing 1936, §9, with ch. 01 as guide (PDF); then the Church-
Computation Turing entry in the Stanford Encyclopedia
(plato.stanford.edu).
5-6 02 Algorithms & MIT OCW 6.006, first lectures (ocw.mit.edu); implement one
Data Structures divide-and-conquer algorithm by hand and time it against the
naive version.
7-8 03 Information &  Shannon 1948, Part I (PDF); then MacKay's opening chapters
Coding (inference.org.uk).
9-10 04 Computer Nand2Tetris projects 1-3: from a single gate to an ALU.
Architecture Arithmetic will appear in the arrangement, under your own
hands.

1-12 05 Operating OSTEP, the virtualization dialogues and intro chapters

Systems (pages.cs.wisc.edu/~remzi/OSTEP); list the processes on your
own machine and find what each one is lying about.

13-14 06 Languages & Crafting Interpreters through the scanner and parser

Compilers (craftinginterpreters.com) — a compiler's tower, built floor by
floor in your editor.

15-16 (7 Software Software Engineering at Google, chs. 1-2 (abseil.io); put

Engineering something of your own under version control and write one
test that would catch you changing your mind.

17-18 08 Databases Readings in Database Systems (redbook.io); then write ten SQL
queries against any real dataset and let the optimizer route
them.

19-20 (09 Networks Computer Networks: A Systems Approach, ch. 1
(systemsapproach.org); then Jacobson & Karels 1988 (PDF) —
the network that ate itself, and the fix your phone still runs.

21-22 10 Distributed Lamport 1978 (podc.org); then van Steen & Tanenbaum, ch. 1

Systems (distributed-systems.net).
23-24 11 Security & Cryptopals, Set 1 (cryptopals.com) — break real ciphers with
Cryptography your own code; Handbook of Applied Cryptography, ch. 1
(cacr.uwaterloo.ca/hac).
25-26 12 Al & Machine Karpathy, Neural Networks: Zero to Hero, first two lessons
Learning (karpathy.ai) — build backpropagation yourself; Deep Learning

as the reference shelf (deeplearningbook.org).
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Days Floor The two days' work
27-28 13 HCI & Nielsen's three response-time limits (nngroup.com); Physically
Graphics Based Rendering, ch. 1 (pbr-book.org); then take one interface
you use daily and separate its affordances from its signifiers.
29-30 14 The Frontier Quantum Computing for the Very Curious (quantum.country);
the Millennium Problems (claymath.org); then write your own
list of open questions. That list is the exam, and you grade it.
Su 2 uaasdaviuiy
-2 00 uWuh 81uunil 00 91 NUUITINEARETUAEMSUNE W LU:
Petzold's Code companion (codehiddenlanguage.com) wag
18n&15 Nand2Tetris (nand2tetris.org) Nagldluiun 9-10
a . v P & s Y %
3-4 01 na©yN1s Turing 1936, §9 Taglduni 01 Wulnd (PDF) anntiusuiide
AN Church-Turing Tu Stanford Encyclopedia (plato.stanford.edu)
5-6 02 danesniuuay MIT OCW 6.006 Lanive3 (lecture) usne (ocw.mit.edu) asile
Tassasrsvoya WeUTAND3TINUUUWUILAINTA (divide and conquer) to3dNAY
%4 uAI AN UAULUU naive
7-8 03 @5aUNALaY Shannon 1948, Part | (PDF) anatua 1uuniUaues MacKay
ASISIE (inference.org.uk)
9-10 04 an1Unenssu Nand2Tetris projects 1-3: nanai e luauis ALU
ABUNIADS LAUANAALUTINGTUINNITININNDY BT
=12 05 53uuUfusinis  OSTEP unmaumunised virtualization fuuni
(pages.cswisc.edu/~remzi/OSTEP) a@1 list TWsIuauuLATDY
fLed udnuRaziiadnuniseseslsey
13-14 06 My Crafting Interpreters 3uf9@2U scanner AU parser
poulwiaes (craftinginterpreters.com) — viensgussnaulniass Nased
aztululefnas VRO
15-16 07 3@ang5U Software Engineering at Google, Un#i 1-2 (abseil.io) 181911
YaWALIS VOIFDIANFULTITLUUAIVANLIBSTU (version control) ke

a ¢ =% woA vy = Y]
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Su 2u uaasdasiuiy
17-18 08 gﬂm’fﬂuua Readings in Database Systems (redbook.io) 91AUUITEUALS
(query) SQL Ausihiugntayasiednyn uaiuaeslii query
optimizer lagnLEUNINLOY
19-20 09 1AT0%1Y Computer Networks: A Systems Approach, un# 1
(systemsapproach org) 9 M1 Jacobson & Karels 1988 (PDF)
Lﬂiam&mnummwu‘wa ﬂmﬁLLnVlImﬂwwuauﬂ&Jﬂ“Uagj
Qum‘lqmuu
21-22 10 S3UUNS¥RY Lamport 1978 (podc.org) 31N van Steen & Tanenbaum Un
1 1 (distributed-systems.net)
23-24 11 arudaenny Cryptopals, Set 1 (cryptopals.com) — nangleines (cipher)
UAZAINYINISTHAGU  939A281ARU9RILES 911U Handbook of Applied
Cryptography, Un# 1 (cacr.uwaterloo.ca/hac)
25-26 12 Jgyy1Uszhyg  Karpathy, Neural Networks: Zero to Hero, #89Unisaussn
wATNISLIEUVRY (karpathy.ai) — @514 backpropagation AediaLs1Le9 3nUU
LA3D9 Deep Learning tJutuniisdasneds (deeplearningbook.org)
27-28 13 Y{AunuUS summﬂnmma‘uauaammuﬂwm Nielsen (nngroup.com)
Muwé—ﬂauﬁ’uma% Physically Based Renderlng, unii 1 (pbr-book.org) Nty
waznsnd \FondumasinsiiisldnnTudng udauen affordance oon
970 signifier Yoy
29-30 14 WSULAYU Quantum Computing for the Very Curious (quantum.country)

the Millennium Problems (claymath.org) 9 ntuidguaanan
anundulneguasiaes faduuunazietodeu uazisnluau
Tinzuuwes

The license to be curious - Tuauaaliioains

There is no credential for what this book assumes, and none for what it
hopes to leave behind. The people in these chapters mostly did not wait for
one. A student refuted his professor's conjecture within a week of hearing it
(02). An engineer, tired of losing his weekends to a machine that could de-
tect errors but not fix them, invented the codes that let machines repair
their own mistakes (03). An operating system that runs the world's servers
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was written in a month because the budget refused anything larger (05). A
psychologist's word for what a chair offers a body became the working
vocabulary of every screen you touch (13). None of these people had per-
mission in any form that mattered. They had a question they could not put
down, and the nerve to believe the question was theirs to ask.
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That is the license, and it was never anyone's to grant. What this book has
tried to supply is only the map that makes the license usable: the names of
the floors, the load-bearing ideas on each, the places where the surfaces
leak, and the honest admission — chapter by chapter — of what nobody
knows yet. The fences that matter (01) are drawn by mathematics, not by
gatekeepers. Everything inside them is climbable, and the chapters above
have shown that each floor, met on its own terms, is not just climbable but
simple — one or two ideas, held with precision, doing all the work.
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Chapter 00 ended its tour with a child dragging a photo across a screen,
commanding billions of switches with one finger and needing to under-
stand none of them. That is the tower working. But needing was always the
wrong measure. Wanting to understand is another matter entirely, and
wanting to is the whole of the license. The concrete at the top is still wet.
The stairs are lit. Climb.
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